OpenVMS User’s Manual

December 1995

This manual describes how to use the OpenVMS operating system. The
information contained in this manual is intended for all OpenVMS users
and is applicable to all computers running the OpenVMS operating
system.

Revision/Update Information:  This manual supersedes the OpenVMS
User’'s Manual, OpenVMS Alpha
Version 6.2 and OpenVMS VAX
Version 6.2.

Software Version: OpenVMS Alpha Version 7.0
OpenVMS VAX Version 7.0

Digital Equipment Corporation
Maynard, Massachusetts



December 1995

Digital Equipment Corporation makes no representations that the use of its products
in the manner described in this publication will not infringe on existing or future
patent rights, nor do the descriptions contained in this publication imply the granting
of licenses to make, use, or sell equipment or software in accordance with the
description.

Possession, use, or copying of the software described in this publication is authorized
only pursuant to a valid written license from Digital or an authorized sublicensor.

Digital conducts its business in a manner that conserves the environment and protects
the safety and health of its employees, customers, and the community.

© Digital Equipment Corporation 1995. All rights reserved.

The following are trademarks of Digital Equipment Corporation: Bookreader, CDA,
CDD/Repository, DEC Ada, DEC C, DECdns, DECdtm, DEC Fortran, DECnet,
DECprint, DECram, DECspell, DECUS, DECwindows, DECwriter, DEQNA,
Desktop—-VMS, DEUNA, Digital, EDT, GIGI, HSC, LiveLink, LNO3, MASSBUSS,
MicroVAX, OpenVMS, OpenVMS RMS, PrintServer 40, Q-bus, ReGIS, RSX, ULTRIX,
UNIBUS, VAX, VAX BASIC, VAXBI, VAXcluster, VAX COBOL, VAX DOCUMENT,
VAX FORTRAN, VAX MACRO, VAXserver, VAXstation, VMS, VMScluster, VT, VT100,
VT220, VT300, WPS, WPS-PLUS, XUI, and the DIGITAL logo.

The following are third-party trademarks:

Adobe, Adobe Illustrator, Display PosTScriPT, and PosTScRIPT are registered trademarks
of Adobe Systems Incorporated.

BASIC is a registered trademark of Trustees of Dartmouth College, D.B.A. Dartmouth
College.

Motif is a registered trademarks of the Open Software Foundation, Inc.

All other trademarks and registered trademarks are the property of their respective
holders.

ZK4323

This document is available on CD-ROM.



Preface

Contents

1 Introduction: OpenVMS Concepts and Definitions

1.1

111
1.1.2
1.13
1.2

121
1.2.2
1.2.3
1.3

13.1
1.3.2
1.3.3
134
1.35
1.4

14.1
1.4.2
1.4.3
1.4.4
1.4.5
1.4.6
15

151
152
153
154
155
1.5.6
1.6

161
1.6.2
1.6.3
1.6.4
1.6.5
1.7

1.7.1
1.7.2
1.7.3
1.7.4
1.8

Overview . ...

Overview of OpenVMS . . . .. .
Differences in Your Local Environment .. ......................

References

Logging Into the System . . . ... ... ... .. .. . . e

Accounts. .

Access Requirements . ... ... ..

Logging In

Networks . . ..
Overview .

Network Nodes . .. ... ..
Executing Programs Over Networks . .........................
Task-to-Task Communication. . ............ ... ... ... ...,
Proxy ACOUNTS . . .. ... e
DIGITAL Command Language (DCL) .......... . ... ...

Overview .

Usage Modes . . ...
Types of DCL Commands. . .. ...
DCL Command Line ... ... ... ... e e e
DCL Command Line Format ... ....... ... ... . .. . ... ..
Lexical FUNCtions . . . ... .. e
Files and DireCtories . .. ... e
Definition: File . ... ... . . . . . .
Definition: Directory . ... ... ... ..

Hardware .

File Specifications . ... ... .. .. ..
Directory Structures .. ......... ..t
Subdirectories . . ... ...
OpenVMS Utilities. . .. .. ...
The Mail Utility . . .. ...
The OpenVMS Phone Utility . .. ......... ... ... ... ... ... ....
Text EAitors . .. .o
DIGITAL Standard Runoff (DSR) ... ......... .. ... ... .. ......
The Sort/Merge Utility. . . ... ..

Devices. ... ..

Mass Storage Devices . ... ... ...
Record Oriented DeVICES . . . . ..ottt e
Disks and Magnetic Tapes . . . . .. .ottt e
For Additional Information . ........... ... .. ... .. .. .. .. .. ...

Logical Names

xli

R RS RS RS RS R R RS RS RS R RS RS R RS R R R S R R S S S S S R e e e e
WOOOOONNNNNNOOOOUTUTOUUOORADRNDRNDNWWWWWWRNNNNNRER R



1.8.1 OVEIVIBW . o o 1-8
1.8.2 Readability . . . .. ... . 1-8
1.8.3 File Independence ... ... ... . . 1-9
1.8.4 For Additional Information . ........... ... .. ... ... .. ... ..... 1-9
1.9 SYymMbOIS . . . 1-9
1.9.1 Definition: Symbols . . ... .. . . . . . 1-9
1.9.2 When to Use Symbols .. ....... .. ... ... . . . . . 1-9
193 For Additional Information ............. ... . ... ... .. ... ..... 1-9
1.10  Command Procedures . . ... ... ...t 1-9
1.10.1 Definition: Command Procedure . ............. .. ... ... 1-9
1.10.2 System Login Command Procedures . ..............c..ciuun.... 1-9
1.10.3 Personal Login Command Procedures ....................co.... 1-10
1.104 Creating Login Command Procedures . ........................ 1-10
1.10.5 For Additional Information . ............ ... . ... ... ... ... .... 1-10
1.11 Lexical FUNCLIONS . . . . . . . 1-10
1111 Definition: Lexical Functions. . .. ........ .. .. ... .. ... ... 1-10
1.11.2 USB0E . . o ot ot e 1-10
1.11.3 For Additional Information ............. ... ... ... .. ........ 1-10
1.12  Processes and Programs . ... .. ... ...ttt 1-11
1121 User Authorization Files (UAFS) . . ... ... . i 1-11
1.12.2 ProCeSSeS . . .. 1-11
1.12.3 Programs . .. ... 1-11
1.12.4 Creating Image Files . . . ... .. ... . . . 1-11
1,13 SyStem SEeCUKiLY . . . .o ot 1-12
1.13.1 OVEIVIBW . . ot 1-12
1.13.2 Protected Objects . . . .. ... 1-12
1.13.3 For Additional Information ... ......... ... ... . ... . ... ....... 1-12
2 Getting Started: Interacting with the OpenVMS Operating System
2.1 OVEIVIBW . . o e 2-1
211 Site-Specific Procedures . . .. ... .. 2-1
2.1.2 References . . ... 2-1
2.2 Logging Into the System. .. ... .. ... . . .. . 2-2
221 Introduction . . ... ... .. 2-2
222 How to Log INn .. ... 2-2
2.2.3 Successful LOgiNS . . .. ..o 2-2
2.2.4 Example . . ... 2-2
2.2.5 LOogin Errors . ... . e 2-3
2.3 Choosing Passwords for Your Account . . . ........... ... ..., 2-3
231 Guidelines . ... ... 2-3
2.3.2 Secure and High-Risk Passwords. .. .......... .. ... .. ... ...... 2-3
2.3.3 Obtaining Your Initial Password . ............................ 2-4
2.3.4 Changing Your Initial Password ............................. 2-4
2.35 Restrictions on Passwords . .. ... 2-4
2.3.6 Types of Passwords . . ... 2-4
2.3.7 Entering a System Password . . . ........ . .. .. 2-5
2.3.8 How to Enter a System Password . . .......... ... ... ... ....... 2-5
2.3.9 Entering a Secondary Password .............. .. ... ... 2-6
2.3.10 Example . . ... 2-6
23.11 Password Requirements for Different Types of Accounts. .......... 2-6
2.4 Reading Informational Messages . . .. ....... ... . .. ... 2-7
24.1 Introduction . . ... ... . . 2-7
2.4.2 Example: Local Login Messages . ............ouiiuuinennn. 2-7



243
244
2.5
251
252
2.5.3
254
2.6
26.1
2.6.2
2.6.3
26.4
2.6.5
2.6.6
2.6.7
2.7
27.1
2.7.2
2.7.3
274
2.7.5
2.7.6
27.7
2.7.8
2.7.9
2.8
28.1
2.8.2
2.8.3
2.8.4
2.8.5
2.9
291
29.2
2.10
2.101
2.10.2
2.10.3
2.104
2.10.5
2.10.6
2.10.7
211
2111
2.11.2
2.11.3
2.11.4
2.11.5
2.12
2121
2.12.2
2.12.3
2.12.4
2.12.5

Suppressing Messages . . .
Successful Login Messages

Types of Logins and Login Classes . ............ ... ... ... .....

Overview .............
Login Classes . . ........
Interactive Logins ......
Noninteractive Logins . ..
Login Failures ............
Common Login Failures. .

Terminals That Require System Passwords. . ...................

Login Class Restrictions .
Shift Restrictions . . .. ...

Batch Jobs During Shift Restrictions. .. .......................
Failures During Dialup Logins . ............. . ... . ...,
Break-In Evasion Procedures. . . ... . .

Changing Passwords .. .....
Overview .............

Example: Password Error Messages . . ...t
Selecting Your Own Password .. ............ ... .. ... ...,
Using Generated Passwords . ............ ... ...

Example..............

Generated Passwords: Disadvantages .. .......................
Changing a Secondary Password . .. ............ . ...
Changing Passwords at Login . ............. . ... ...

Example..............

Password and Account Expiration Times. .. .......................

Overview .............
Expired Passwords. . . . ..

Using Secondary Passwords. . . .......... ..
Failure to Change Passwords . ........... ... .. ... ... ... .....

Expired Accounts . . ... ..
Guidelines for Protecting Your
Overview .............
Guidelines ............
Recognizing System Responses
Overview .............
Default Actions . .......

Password.............. .. ... .. .....

Informational System Messages. . .. ...t

System Error Messages . .

System Error Messages During Command Execution . ............
Checking Your Current Process . . .. ...t

Enabling Ctrl/T ........

Getting Help About the System . . .. ... ... . ... . . . ..

Overview .............
Using Online Help . . . . ..
Example..............

Getting Help on Specific Commands ..........................
Getting Help on System Messages. . . .. ... ..

Logging Out of the System . .
Overview .............
LOGOUT Command. . . ..
When to Log Out . . ... ..

Obtaining Accounting Information. . ... ......... .. ... ... ......

Ending a Remote Session

NNNDNN
IIII|II|I|I|I|I|IIII|L|L|L|L|LITJN|TJMMN
ARARDPRRADPDDPNWWONNRPRPRPPOOOOWOONNNNNANOODODODODOUIURARDRMWWWWNNNNRRPRPOOO®©O®OWOOO

I\)I\JI\Jl\)l\)l\)I\JI\JI\)l\)l\)[\)I\JI\)I\JI\)I\)I\JI\JI\)I\)Il\)I\JI\JI\)I\JNNI\JI\JI\JNNI\JI\JI\)I\)NI\JI\JI\)I\JN

|
NNNNNNRNRNNONNONNNNNNNNNRRRPRRPRRRRRRRRPRRRRPRRRRRERRRRERR



2.12.6
2.13

2.131
2.13.2
2.13.3
2.13.4
2.135
2.13.6

Lost Network Connections . . .. ... vt it e e

Logging Out

Without Compromising System Security . . ..............

Protecting Your RESOUFCES . . . . . oo i i e e e e
Reasons to Clear Your Terminal Screen. . ......................
Clearing Your Terminal Screen . .......... ... . .. ...
Disposing of Hardcopy Output. . ............ ... ... ...,

Breaking

the Connection to a Dialup Line .....................

Reasons to Break the Connection to Dialup Lines. .. .............

3 The DIGITAL Command Language: Interacting with the System

vi

3.1

3.1.1
3.2

3.21
3.2.2
3.2.3
3.2.4
3.25
3.2.6
3.3

3.3.1
3.3.2
3.3.3
3.34
3.4

34.1
3.4.2
3.4.3
3.4.4
3.4.5
3.4.6
3.4.7
3.5

3.5.1
3.5.2
3.5.3
3.54
3.55
3.5.6
3.5.7
3.5.8
3.6

3.6.1
3.6.2
3.6.3
3.7

3.7.1
3.7.2
3.7.3
3.7.4
3.7.5
3.7.6
3.7.7

Overview . .

References . ...
Using DCL Commands . ... ... ...t
Definition: DIGITAL Command Language (DCL) ................

Entering
Example
Commonl
Key Sequ
Commonl
Constructing
Overview

Commands . ...
y Used DCL Commands . .............uuuiiinaenn..
BNICES &« v it
y Used Key SeqUeNCES . . ... .ot
DCL Commands . . .. ...«

Format of a DCL Command . .............. ...,
Other Components of Command Lines ........................

Syntax .

Entering DCL Commands . ... ........ ..,
Specifying Parameters . . . ... .. . .

Example
Cancellin

gCommands . ... ..

Using Defaults . . ... ...

Example
Entering
Example

Multiple Line Commands . . ........... ... .. ...

Rules for Entering DCL Commands . ............. ...,
Case Sensitivity . . ... ..

Required
Required

SPACES . . .
Punctuation ........... .. .. . . . ..

Null Characters . .. ... e
Maximum Elements . . . ... . .
Abbreviating Commands . .. ...... ... .

Example

Commands in Command Procedures . ............... ...
Entering Parameters . .. ........ .. i e

Common
Rules for

Parameters . ... ... ... . . .
Specifying Parameters ... .......... .. ... .. . ...

Examples . ...
Entering Qualifiers . ... ... ... . .. .
Types of Qualifiers . . . ... ...
Abbreviating Qualifiers . ........ ... ... .. . .. . .
Default Qualifiers .. ........ ... . . . . .
Command Qualifiers . ... ... ... .. . . . .

Example

Positional Qualifiers. . . ....... .. .. .. . ..

Example

[e2 2> RN >RNG, N6) I, BN, 6

woooooooowoooooooooooooooooooowoooooooocrooomwwwwwwwwwwwwwwwmwww
OO OOWOWWOWWMVWONNNNNNNNNNOOODOOOODOOOUTUNTOITUNOITUO RARDBROWWWWNNNNRERRERPERPE



3.7.8
3.7.9
3.7.10
3.7.11
3.7.12
3.7.13
3.8
3.8.1
3.8.2
3.8.3
3.8.4
3.85
3.8.6
3.8.7
3.8.8
3.8.9
3.8.10
3.8.11
3.9
3.9.1
3.9.2
3.9.3
3.94
3.95
3.9.6
3.9.7
3.10
3.10.1
3.10.2
3.10.3
3.10.4
3.10.5
3.10.6
3.10.7
3.10.8
3.11
3.11.1
3.11.2
3.12
3.121
3.12.2
3.12.3
3.12.4
3.12.5

Parameter Qualifiers . .................
Example . ....... ... . ...
Conflicting Qualifiers . . ................
Example. .. ... ... .. ... .. . L.
Values Accepted by Qualifiers . ..........
Examples . ....... ... .. .. .. ... . .. ...
Entering Dates and Times as Values. ........
OVEeIVIEW . . ...
Absolute Time Format .. ...............
Rules for Specifying Absolute Time Format.
Absolute Time Keywords .. .............
Examples: Absolute Time ..............
Delta Time Format ...................
Rules for Specifying Delta Time Format . . .
Examples . ....... ... .
Combination Time Format. .............
Rules for Specifying Combination Time. . ..
Examples .. ...... ... ... .
Recalling Commands . ....................
OVEerVIEW . .. ...
UsingCtrl/B. . . ........ .. ... ... ....
Using Arrow Keys .. ..................
Using the RECALL Command...........
Examples .. ....... ... ...
OpenVMS Screen Management Software . .
Erasing the Recall Buffer ..............
Editing the DCL Command Line . ...........
OVerview . ........ ...
SHOW TERMINAL Command...........
Example . ....... ... . ...
SET TERMINAL Command. . ...........
Enabling Line Editing . ................
Changing Edit Modes . ................
Making Command Lines Wrap ..........
Deleting Portions of the Command Line . ..
Defining Terminal Keys . . .. ...............
Key Definitions . .....................
Definable Keys . . .....................
Summary of Key Sequences. . ..............
Keys That Enter DCL Commands . .......
Keys That Interrupt DCL Commands . . ...
Keys That Recall Commands . . ..........
Keys That Control Cursor Position .......
Keys That Control Screen Display .. ......

4 Files: Storing Information

4.1

41.1
4.2

421
4.2.2
4.2.3
42.4

OVEINVIEW . . o i e e e e e
References ......... ... ... . .. . .. .....

Understanding File Names and File Specifications .. ................

OVEerVIEW . . ...
Providing a Complete File Specification. . . .
Rules for File Specifications. .. ..........
Default File Types Used by DCL Commands

3-10
3-10
3-10
3-10
3-10
3-11
3-11
3-11
3-11
3-12
3-12
3-12
3-12
3-13
3-13
3-13
3-13
3-14
3-14
3-14
3-14
3-15
3-15
3-15
3-15
3-16
3-16
3-16
3-16
3-16
3-16
3-16
3-17
3-17
3-17
3-17
3-17
3-18
3-18
3-18
3-19
3-19
3-20

-I>J>-l>-l|>-l>-l>-l>
WNNRP R R R

Vii



viii

4.2.5
4.2.6
4.2.7
4.2.8
4.2.9
4.2.10
4.2.11
4212
4.2.13
4.2.14
4.2.15
4.2.16
4.2.17
4.2.18
4.2.19
4.2.20
4.2.21
4.2.22
4.2.23
4.3
4.3.1
4.3.2
4.3.3
4.3.4
4.3.5
4.3.6
4.4
44.1
4.4.2
443
4.5
45.1
45.2
453
4.5.4
4.5.5
4.5.6
4.5.7
4.5.8
4.5.9
4.5.10
4.5.11
45.12
4.5.13
45.14
4.5.15
4.5.16
4.6
46.1
4.6.2
4.6.3
4.6.4
4.6.5
4.6.6

Default File Types for Language Source Programs ...............

File Versions . ... ...
Specifying File Versions . . .. ... ...
Controlling the Number of File Versions ... ....................
Network Node Names . . ... ... ... e
Node Specification Formatand Rules . ........................
Specifying Node Full Names . .......... ... ... . . . ...
Examples . ...
Accessing Files on Remote Nodes . ............ .. ... ... .. .....
Note: Examples in This Chapter . . .......... ... ... .. ... .....
Using Network File Specifications . . ..........................
File Name Format . . ... ... .. . .
Foreign File Specification. ... ... ... . ... ... . . ... . .. . ...
Example . . ..
Task Specification Strings .. ......... ...
Example . . ..
Note: ULTRIX Restrictions . .. ....... ...
Access Control String Format . ............. ... ... ... ........
Example . . ..
Using Wildcards with File Names . .. ........ .. .. ... ... .. .. .. ....
OVEIVIBW . o it e e e
Types of Wildcards . . . ... . e
The Asterisk (*) Wildcard Character .........................
Examples . ...
The Percent Sign Wildcard Character . . .......................
Examples . ...
Other File Names . ... . e
Null File Names and File Types . ........ .. .. ... .. .. ...
Example . . ..
Alternate File Names for Magnetic Tapes .. ....................
Creating and Modifying Files . .......... .. ... . .. . . . .. . . . . ... ..
Text EAItOrs . .. ..o
Commands That Create Files . ......... ... ... .. .. .. ... .....
Creating Files . .. ... . .
Example . . ..
Copying Files . .. ...
Examples . ...
File Concatenation . . . ... . ..
Copying Files from a Remote Node to Your Node ................
Copying Files from Your Node to a Remote Node ................
Example . . ..
Using Mail to Copy Files . .. . ... ..
Example . ...
Using Access Control Strings to Copy Files. . ...................
Example . . ...
Renaming Files . ... ... ... .
Example . . ..
Displaying the Contents of Files .. ...... ... ... ... ... ... ... ......
Using the TYPE Command . .............. ...
Example . . ..
Controlling the Display . . ... ... .
Using Text Editors to Display Files. .. ......... .. ... ... .......
Displaying Files on Remote Nodes. . .. ....... ... ... .. ... .....
Example . . ..

4-9

4-10
4-10
4-10
4-10
4-11
4-11
4-11
4-11
4-11
4-11
4-11
4-12
4-12
4-12
4-12
4-12
4-12
4-13
4-13
4-13
4-13
4-13
4-13
4-14
4-14
4-14
4-14
4-14
4-14
4-14



4.6.7
4.6.8
4.6.9
4.7
4.7.1
4.7.2
4.7.3
4.7.4
4.7.5
4.7.6
4.8
48.1
4.8.2
4.8.3
4.9
49.1
49.2
493
49.4
4.9.5
4.9.6
4.9.7
4.9.8
499
4.9.10
4.9.11
4.9.12
49.13

Displaying
Examples
Displaying
Deleting Files
Using the
Examples

Files with Wildcards . ............ ... ... ... ... ...,
Multiple Files. . . ... ...

DELETE Command. . ... ........ ... ..

DELETE Command Qualifiers. . ......... ... .. ... . .. .. ...

Examples
Using the
Example .

PURGE Command. . ... ........ .. ..

Protecting Files from Other Users. .. ....... .. ... ... ... ...
Access Control Lists (ACLS) . . .. ..ot e
Types of Protection . ......... ... .. . . . . . . . .
For Additional Information .. ........ ... . ... ... .. .. ... ... ...

Printing Files
Using the
Example .

PRINT Command ............ ... ...

Print Job Priority. . . ... ... .. .

Displaying
Example .

Queue Information . . ......... ... ... ... . . .

Print FOrms . . .. ...
Stoppinga Print Job . ...... ... ... ...

Example .
Printing F
Example .

ileson Other Nodes . . . ......... . ...

Using the /REMOTE Qualifier . .. ......... ... .. ... .. ... . .....
Print Command Qualifiers. .. ........ .. ... .. .. .. . .. ... ... ...
Summary of Commands That Control Print Jobs ................

5 Directories: Organizing and Managing Files

51

511
51.2
5.2

521
5.3

53.1
5.3.2
533
534
535
5.3.6
5.3.7
5.3.8
54

54.1
54.2
543
54.4
545
5.4.6
54.7
54.8

Overview . ..

Note: Examples Used in This Chapter ........................

References
Directory Stru

CLUNES . . o e

Example of a Directory Structure . ........... .. ... ... . ... ...
Understanding Directories . . . . . ...
Directory Specifications .. .......... ... ... . . .. . . . .
Directory Specification Format ..............................
Creating DireCtories. . . ... ..ot

Examples
Displaying
Examples

Directories . .. ... ..

Deleting Directories . . . . ... . e

Example .
Defaults . . . .

Changing Your Default Directory. ... ......... .. . ...

Examples
Setting De

fault to Nonexistant Directories . ....................

SHOW DEFAULT Command . . ... ...t

Setting De
Examples
Using Tem
Examples

fault Devices . . . ... ..

porary Defaults . .. ...... ... ... . ... . .. ..

4-14
4-14
4-15
4-15
4-15
4-15
4-15
4-15
4-16
4-16
4-16
4-16
4-16
4-16
4-16
4-16
4-17
4-17
4-17
4-18
4-18
4-18
4-18
4-18
4-18
4-18
4-19
4-19

mmmmmmmmmmmﬁnmmmmmmmmmmm
N OOV UUURARRNWWWOWWWWERERPE PR PR

ix



5.5 Protecting Directories from Other Users . ......................... 5-7
55.1 Reasons to Protect Directories . . ......... .., 5-7
5.5.2 Private Files . ... ... . . . . . e 5-7
5.5.3 Default Directory Protection . ........... .. .. ... . .. .. . ... 5-7
554 UIC-Based Protection ............ ... .. 5-7
5.5.5 Limiting Directory ACCESS . . . v i it ettt e 5-8
5.6 Using Wildcards to Search the Directory Structure. ... .............. 5-8
5.6.1 OVEIVIBW . o 5-8
5.6.2 Ellipsis Wildcard Character . .. ........ ... . .. i 5-8
5.6.3 Examples . ... 5-8
5.6.4 Hyphen Wildcard Character ............ ... ... .. ... .. .. ...... 5-9
5.6.5 Examples . . ... 5-9
5.7 Working with Directories in UIC Format ......................... 5-10
5.7.1 OVEIVIBW . . o 5-10
5.7.2 UIC Directory Formatand Rules. . ... ........ ... ... ... ... .... 5-10
5.7.3 Using Wildcards with UIC Directories. .. ......... ... ... 5-10
5.7.4 Translating to Named from UIC Format .. ..................... 5-10
5.7.5 Examples . . ... 5-10
6 Mail: Communicating with Other Users
6.1 OVEIVIBW . o o 6-1
6.1.1 References . .. .. 6-1
6.1.2 Figure: Sample Mail Message . .. ... ... i 6-2
6.2 Invoking and Exiting Mail . .. .......... ... . . ... 62
6.2.1 Invoking Mail . ... ... . . . ... 62
6.2.2 Using Mail . . ... .. 6-2
6.2.3 Exiting from Mail .. ........ ... .. . ... . e 6-3
6.3 Reading MeSSages . . . . .ot 6-3
6.3.1 OVEIVIBW . . o 6-3
6.3.2 New Mail Notification . ....... ... . ... . .. . . . .. 6-3
6.3.3 Reading New Mail . . .. ... . 6-3
6.3.4 Reading More Than One Message . .. ..., 6-3
6.3.5 Reading New Mail While in Mail . ............ ... ... ........ 6-3
6.3.6 Reading Old MeSsages . . . . .. .ottt 6-4
6.3.7 Reading Specific Old Mail . ......... . ... . ... . ... . .. . .. ... 6-4
6.3.8 Example . . .. 64
6.3.9 Searching for Messages . . ... 64
6.3.10 Example . . .. 6-5
6.4 Sending MESSAQgES . . . v it 6-5
6.4.1 How to Send Mail .. ..... ... . ... . .. .. . . . 6-5
6.4.2 Example . . .. 6-5
6.5 Sending Mail Over Networks. . . ... ... i e 6-6
6.5.1 Specifying Node Names . . . ... .. i i 6-6
6.5.2 Example . . ... 6—6
6.5.3 Using Logical Node Names . .. ....... ... . 6—6
6.5.4 Example . . .. 6—6
6.6 Sending Messages to Multiple Users ... ....... .. ... .. .. . .. .. ... 6—6
6.6.1 Using Individual Names .............. ... ... .. ... 6-6
6.6.2 Example . . ... 66
6.6.3 Distribution Lists. . .. ... ... . 6—7
6.6.4 Default File Type for Distribution Lists. ... .................... 6—7
6.6.5 How to Create Distribution Lists. . .. ........ ... ... .. ... ..... 6—7
6.6.6 Example . . .. 6—7



6.6.7
6.6.8
6.6.9
6.6.10
6.7
6.7.1
6.7.2
6.7.3
6.7.4
6.7.5
6.7.6
6.7.7
6.7.8
6.7.9
6.8
6.8.1
6.8.2
6.8.3
6.8.4
6.9
6.9.1
6.9.2
6.9.3
6.9.4
6.9.5
6.9.6
6.9.7
6.9.8
6.9.9
6.9.10
6.9.11
6.9.12
6.9.13
6.9.14
6.10
6.10.1
6.10.2
6.10.3
6.10.4
6.11
6.11.1
6.11.2
6.11.3
6.12
6.12.1
6.12.2
6.13
6.13.1
6.13.2
6.13.3
6.13.4
6.13.5
6.13.6
6.13.7

Sending Messages to Distribution Lists. .. .....................

Example........

Sending Mail to Distribution Lists from DCL ...................

Examples . ......

Manipulating Files in Mail . ....... ... ... . . . . .. . . .

How to Send Files
Example........

Sending DDIF Files . . . . ...

Sending Files from
Examples .. ... ..

DCL ..

Creating Files from Messages .. ........... ...

Examples . ......
Appending Files to
Examples .. .....

Messages . . .. ...

Other Ways to Send MeSSages . . . . . . oot ittt e
Replying to Messages. . . .. ...t

Example........

Forwarding Messages .. ... ..ot

Example........
Organizing Messages .
Folders.........

Creating Mail Subdirectories . .. ........ .. ... .. .. ... ... ...

Example........

Moving Messages into Folders . .. .......... .. .. ... .. ... ......

Copying Messages
Example........
Selecting Folders .
Example........
Deleting Folders. .
Example........

Creating and Accessing Mail Files. . . ....... ... ... .. ... ......
Figure: Organization of a Typical Mail Directory ................
Examples: Creating and Accessing Mail Files. . .................
Correcting the Mail Message Count. .. ............ ... .........

Deleting Messages . . .

Using the DELETE Command. . . ......... ... . .. ..

Example........
Recovering Deleted
Example........

Messages . ...

Printing Mail MeSsages . . . .. ...t
Using the PRINT Command ... ............. . . ...
Specifying Print QUeUEeS . .. ... ...

Examples . ......
Protecting Mail Files .
Default Protection
Security Measures

Using Text Editors in Mail . ........... ... .. ... . . . . . . . . . . ... ..

Using EVE . . . ...
Example........
Note: DDIF Files .

Using /EDIT Qualifier Keywords . . ........ ... ... . ... . ... ...

Examples . ... ...
Default Editor . ..
Selecting an Editor

07@@@?307@@@
O ©O© O © © 00 0

TP
el =
[eNeoNe}

6-11
6-11
6-12
6-12
6-12
6-12
6-12
6-12
6-12
6-13
6-13
6-13
6-13
6-14
6-14
6-14
6-15
6-15
6-15
6-15
6-15
6-16
6-16
6-16
6-16
6-16
6-17
6-17
6-17
6-17
6-17
6-17
6-17
6-18
6-18
6-18
6-18
6-18
6-18
6-19
6-19
6-19

Xi



6.13.8
6.13.9
6.13.10
6.13.11
6.13.12
6.14
6.14.1
6.14.2
6.14.3
6.14.4
6.14.5
6.14.6
6.14.7
6.14.8
6.15
6.15.1
6.15.2
6.15.3
6.15.4
6.15.5
6.15.6
6.15.7
6.15.8
6.15.9
6.15.10
6.15.11

Displaying the Selected Ed
Example..............
Using the EDT Editor . ..

itor. ...

Using a Command File to Edit Mail .. ........................
Overriding Your Selected Editor . ............ ... .. .. ... ......
Customizing Your Mail Environment. .. ............ .. ... ... ......

Using the Mail Keypad . .
Mail Utility Keypad . . . ..

Example of Using the Keypad . .. ....... ... ... . ... ... .. ......

Redefining Keypad Keys .
Example..............

Assigning Additional Definitions . ............... ... .. ... .....

Example..............

Creating Permanent Key Definitions . . .. .......... ... ... ....

Summary of Mail Commands
Overview .............
Reading Messages . ... ..
Exchanging Messages . . .
Removing Messages . . . ..
Printing Messages . . . . ..
Organizing Messages . . ..
Marking Messages . . . . ..
Customizing the Mail Envi

ronment................ ... .. ... ...

Exiting or Transferring Control . .. ......... ... . ... . ... .......

Mail File Compression . ..

System Management Commands . . . . ... .. e

7 Phone: Communicating with Other Users

Xii

7.1

7.1.1
7.2

7.2.1
7.2.2
7.2.3
7.2.4
7.2.5
7.3

7.3.1
7.3.2
7.3.3
7.3.4
7.4

7.4.1
7.4.2
7.5

7.5.1
7.5.2

Ooverview . ...............
References ............
Using Phone. . ............
Phone Features ........
Invoking Phone ........

Example of a Phone Viewport . ......... ... ... . ... . ... . ... ...

Help on Phone ... ......
Viewport. . ............
Entering Phone Commands . .
Switchhook. ... ........
Refreshing the Screen . ..
Logical Names .........
Special Characters . . . . ..

Customizing Your Phone Viewport. . .......... ... ... . ...
Using PHONE Command Qualifiers . .........................

For Additional Information
Summary of Phone Commands
Phone Commands ......
For Additional Information

| [ A R R e e e e
WWWNNDNDNNDNDNNNNNNNNNNNNNNDDNDREPPE
POON~NOUBRDMWWWNNNNRERPRERPRERPEPEPOOOO®O

O@@O@G)CDCDO)O‘)G)CDO?(IDO“)CDCDCDCDO)CDG)CDCDO)O?

NN N NN NN NN NN NN N N NN NN
DADWWWWWWWWNNNRR R R R



8 Editing Text Files: Using EVE
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10 DIGITAL Standard Runoff (DSR): Formatting Text Files
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11 Sort/Merge Utility: Sorting and Merging Files
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Preface

Intended This manual is intended for all users of the OpenVMS operating
Audience system.

A system manager performs the administrative tasks that
create and maintain an efficient computing environment. If you
are a system manager or want to understand system management
concepts and procedures, refer to the OpenVMS System Manager’s

Manual.
Discontinued This document includes information from the following documents
Manuals that have been discontinued:

e VMS Mail Utility Manual

e VMS Sort/Merge Utility Manual

= Introduction to VMS

e Guide to Using VMS Command Procedures
e VMS DCL Concepts Manual

= Guide to VMS Text Processing

e Guide to VMS Files and Devices

e VMS Phone Utility Manual

Associated For more information, refer to the following manuals:

Documents e The Overview of OpenVMS Documentation provides an

overview of the OpenVMS documentation set.

e The OpenVMS DCL Dictionary provides complete descriptions
of all DIGITAL Command Language (DCL) commands and
lexical functions.

e The Guide to the Extensible Versatile Editor provides detailed
descriptions of how to use the Extensible Versatile Editor
(EVE).

e The Extensible Versatile Editor Reference Manual provides a
summary of EVE commands.

e The DEC Text Processing Utility Reference Manual provides
information on the DECTPU programming language.

e The OpenVMS EDT Reference Manual describes the EDT
editor and the EDT commands for each editing mode.

xli



e The OpenVMS DIGITAL Standard Runoff Reference Manual
describes DIGITAL Standard Runoff (DSR). It includes
descriptions of all the DSR commands, flags, and control
characters.

e The OpenVMS Guide to System Security provides detailed
information on how to create a secure system.

= The OpenVMS System Manager’s Manual provides information
on managing your system.

e The OpenVMS National Character Set Utility Manual provides
information about the National character set (NCS) utility.

e The OpenVMS System Management Utilities Reference Manual
describes the utilities and commands that are used by system
managers.

= The OpenVMS Command Definition, Librarian, and Message
Utilities Manual provides information on how to define foreign
commands using the Command Definition utility.

For additional information on OpenVMS products and services,
access the Digital OpenVMS World Wide Web site. Use the
following URL.:

http://www.openvms.digital.com

Document Structure

Introduction

Getting Started

xlii

This manual contains 19 chapters, 4 appendixes, and a glossary.
Each chapter describes concepts and procedures for performing
computing tasks. Basic information is presented first within each
chapter; more complex concepts and procedures are presented
last.

Refer to the following chapters to help you get started using the
OpenVMS operating system:

e Chapter 1

Introduction: OpenVMS Concepts and Definitions describes
basic concepts about the OpenVMS operating system and its
components. The chapter serves as an introduction to the rest
of the manual.

e Chapter 2

Getting Started: Interacting with the OpenVMS Operating
System describes how to log in and log out of the system, how
to change your password, and how to get help.



Communicating
with Other
Users

Manipulating
Text and
Records

Document Structure

Chapter 3

The DIGITAL Command Language: Interacting with the
System describes how to use the DIGITAL Command
Language (DCL). It includes a summary of keypad key
combinations that let you enter and edit DCL commands.

Chapter 4

Files: Storing Information describes files and how you can
use them to store information. It includes examples for
creating, copying, renaming, displaying, deleting, protecting,
and printing files.

Chapter 5

Directories: Organizing and Managing Files describes how to
use directories to organize and manage files.

Refer to the following chapters to learn about communicating with
other users:

Chapter 6

Mail: Communicating with Other Users describes how to

use the Mail utility (MAIL) to communicate with other users
on your system or on any other computer that is connected
to your system with the DECnet for OpenVMS network.

The chapter includes a sample mail message; step-by-step
instructions for reading, sending, replying to, forwarding, and
organizing mail messages; and a summary of Mail commands.

Chapter 7

Phone: Communicating with Other Users describes how to use
the Phone utility (PHONE) to communicate with other users
on your system or on any other computer that is connected to
your system with the DECnet for OpenVMS network.)

Refer to the following chapters to learn about text processing and
record sorting:

Chapter 8

Editing Text Files: Using EVE describes EVE, an interactive
text editor that is included with the OpenVMS operating
system. The chapter describes how to use EVE to create and
edit new files or to edit existing files. It includes summaries of
EVE commands.

Chapter 9

Editing Text Files: Using EDT describes EDT, an interactive
text editor that preceded EVE and is still included with the
OpenVMS operating system. The chapter describes how to
begin and end an EDT session, how to enter EDT commands,
and how to get help in EDT. It includes a summary of EDT
commands.
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Document Structure

Using Devices

Logical Names
and Symbols

Programming

xliv

Chapter 10

DIGITAL Standard Runoff (DSR): Formatting Text Files
describes the DIGITAL Standard Runoff (DSR) text-formatting
facility. The chapter includes a summary of DSR commands.

Chapter 11

Sort/Merge Utility: Sorting and Merging Files describes

how to use the Sort/Merge utility (SORT/MERGE) to sort
records from one or more input files or to merge files that have
been sorted. The chapter includes a summary of Sort/Merge
command qualifiers.

Refer to the following chapter to learn about devices:

Chapter 12

Devices: Using Private Tapes and Disks describes how to
reserve tapes or disks for private use. Unlike devices that are
shared by a group of users, private devices might not be set up
and maintained by a system manager.

Refer to the following chapters to learn about logical names and
symbols:

Chapter 13

Logical Names: Defining Names for Devices and Files
describes how to create and use logical names to represent
files, directories, and devices. The chapter also summarizes
the logical names created by the system.

Chapter 14

Symbols: Defining Commands and Expressions describes how
to use symbols to represent commands, character strings, and
numeric data. The chapter also describes how to combine
symbols into expressions to manipulate the values that the
symbols represent.

Refer to the following chapters to learn about writing programs
and using programming functions:

Chapter 15

Introduction to Command Procedures: Programming with
DCL describes basic techinques used in writing command
procedures, which are files that contain DCL commands and
data lines used by DCL commands.

Chapter 16

Complex Command Procedures: Programming with DCL
describes advanced techniques used in writing command
procedures.



Managing
Processes

Ensuring
Security

Reference
Sections

Document Structure

Chapter 17

Lexical Functions: Obtaining and Manipulating Information
describes how to use lexical functions within a command
procedure to get information about your process or the system
environment.

Refer to the following chapter to learn about managing processes:

Chapter 18

Processes and Batch Jobs: Using the OpenVMS Environment
describes processes, which are environments created by

the OpenVMS operating system that let you interact with
the system. The chapter describes how and when to use
subprocesses, programs, and batch jobs.

Refer to the following chapter to learn about security:

Chapter 19

Security: Controlling Access to Resources describes general
security issues such as controlling access to protected objects
and accessing data on remote systems.

The following information is provided for reference:

Appendix A

Customizing EVE contains information on customizing your
EVE editing environment.

Appendix B

Character Sets describes the DEC Multinational character set
and the DCL character set.

Appendix C

Annotated Command Procedures contains complete command
procedures that demonstrate the concepts and techniques
discussed in Chapters 15, 16, and 17.

Appendix D

Terminal Keys describes how the OpenVMS operating system
responds when various keys and control characters are pressed
on an LK201 keyboard (VT200 series and later terminals, and
workstations) or on a VT100 series terminal.

Glossary

The Glossary provides a list of terms used in this manual.
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Reader’s Comments

Reader’s Comments

Digital welcomes your comments on this manual.

Print or edit the online form SYS$SHELP:OPENVMSDOC _
COMMENTS.TXT and send us your comments by:

Internet
Fax

Mail

openvmsdoc@zko.mts.dec.com
603 881-0120, Attention: OpenVMS

Documentation, ZK03-4/U08

OpenVMS Documentation Group, ZK0O3-4/U08
110 Spit Brook Rd.
Nashua, NH 03062-2698

How To Order Additional Documentation

Use the following table to order additional documentation or
information. If you need help deciding which documentation best
meets your needs, call 800-DIGITAL (800-344-4825).

Telephone and Direct Mail Orders

Location Call Fax Write
US.A. DECdirect Fax: 800—-234-2298 Digital Equipment Corporation
800-DIGITAL P.O. Box CS2008
800-344-4825 Nashua, NH 03061
Puerto Rico 809-781-0505 Fax: 809-749-8300 Digital Equipment Caribbean, Inc.
3 Digital Plaza, 1st Street, Suite 200
P.O. Box 11038
Metro Office Park
San Juan, Puerto Rico 00910-2138
Canada 800-267-6215 Fax: 613-592-1946 Digital Equipment of Canada, Ltd.

International

Internal Orders

DTN: 264-4446
603-884-4446

Fax: 603—-884-3960

Box 13000

100 Herzberg Road

Kanata, Ontario, Canada K2K 2A6
Attn: DECdirect Sales

Local Digital subsidiary or
approved distributor

U.S. Software Supply Business
Digital Equipment Corporation
10 Cotton Road

Nashua, NH 03063-1260
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Terminology

Terminology

References to
the Operating
System

Cluster
References

Examples

The name of the OpenVMS AXP operating system has been
changed to OpenVMS Alpha. Any references to OpenVMS AXP or
AXP are synonymous with OpenVMS Alpha or Alpha.

The following conventions are used to identify information specific
to OpenVMS Alpha or to OpenVMS VAX:

The Alpha icon denotes the beginning of
information specific to OpenVMS Alpha.

information specific to OpenVMS VAX.

The diamond symbol denotes the end of a
section of information specific to OpenVMS
Alpha or to OpenVMS VAX.

@ The VAX icon denotes the beginning of
.

In this manual, every use of DECwindows and DECwindows Motif
refers to DECwindows Motif for OpenVMS software.

In this manual, discussions that refer to VMScluster
environments apply to both VAXcluster systems that include
only VAX nodes and VMScluster systems that include at least one
Alpha node, unless indicated otherwise.

The display examples for some commands described in this
manual may differ from the actual output on your system.
However, when the behavior of a command differs significantly
between OpenVMS VAX and OpenVMS Alpha, that behavior
is described in text and rendered, as appropriate, in separate
examples.
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Conventions

Conventions

xlviii

This section describes the conventions used in this manual.

Ctrl/x

PF1 x or
GOLD x

()

[]

A sequence such as Ctrl/x indicates that

you must hold down the key labeled Ctrl
while you press another key or a pointing
device button.

A sequence such as PF1 x or GOLD x
indicates that you must first press and
release the key labeled PF1 or GOLD and
then press and release another key or a
pointing device button.

GOLD key sequences can also have a
slash (/), dash (=), or underscore (_) as a
delimiter in EVE commands.

In examples, a key name enclosed in a
box indicates that you press a key on the
keyboard. (In text, a key name is not
enclosed in a box.)

Horizontal ellipsis points in examples
indicate one of the following possibilities:

= Additional optional arguments in a
statement have been omitted.

= The preceding item or items can be
repeated one or more times.

= Additional parameters, values, or other
information can be entered.

Vertical ellipsis points indicate the
omission of items from a code example

or command format; the items are omitted
because they are not important to the topic
being discussed.

In command format descriptions,
parentheses indicate that, if you choose
more than one option, you must enclose the
choices in parentheses.

In command format descriptions, brackets
indicate optional elements. You can choose
one, none, or all of the options. (Brackets
are not optional, however, in the syntax

of a directory name in an OpenVMS file
specification or in the syntax of a substring
specification in an assignment statement.)



{}

boldface text

italic text

UPPERCASE TEXT

struct

numbers

Conventions

In command format descriptions, braces
indicate a required choice of options; you
must choose one of the options listed.

Boldface text represents the introduction of
a new term or the name of an argument,
an attribute, or a reason.

Boldface text is also used to show user
input in Bookreader versions of the
manual.

Italic text indicates important information,
complete titles of manuals, or variables.
Variables include information that varies
in system output (Internal error number),
in command lines (/PRODUCER=Nname),
and in command parameters in text
(where device-name contains up to five
alphanumeric characters).

Uppercase text indicates a command, the
name of a routine, the name of a file, or the
abbreviation for a system privilege.

Monospace type in text identifies the
following C programming language
elements: keywords, the names of
independently compiled external functions
and files, syntax summaries, and references
to variables or identifiers introduced in an
example.

A hyphen in code examples indicates that
additional arguments to the request are
provided on the line that follows.

All numbers in text are assumed to
be decimal unless otherwise noted.
Nondecimal radixes—binary, octal, or
hexadecimal—are explicitly indicated.
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Introduction: OpenVMS Concepts and

1.1 Overview

1.1.1 Overview
of OpenVMS

1.1.2 Differences
in Your Local
Environment

Definitions

This chapter describes basic concepts about the OpenVMS
operating system and its components. It includes introductory
information on the following topics:

< Logging in to the system
< Networks

e DIGITAL Command Language (DCL)
= Files and directories

e OpenVMS utilities

= Devices

e Logical names

e Symbols

= Command procedures

= Lexical functions

e Processes and programs
e System security

OpenVMS is an interactive virtual memory operating system.
While you are logged in to the computer, you and the system
conduct a dialogue using the DIGITAL Command Language
(DCL). You use DCL by entering commands, which the system
reads and translates. You enter a command by typing it from your
keyboard and pressing the Return key; the system responds by
executing the command or by displaying an error message on the
screen if it cannot interpret what you entered.

Note that this manual covers standard DCL commands only.
System managers at your site may tailor your system to support
the local environment. A system manager might decide to:

= Use a different command language interpreter

< Change the default action of some standard DCL commands
so that they do not reflect what is described in the OpenVMS
documentation

1-1
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1.1.3 References

« Disable some DCL commands
= Alter some system defaults, such as the DCL prompt

Additional information about the commands discussed in this
chapter can be obtained from:
= The OpenVMS DCL Dictionary

Contains complete information on DCL commands, lexical
functions, qualifiers, and syntax.

= Online Help

For information about obtaining online Help, refer to section
Section 2.11 in this manual or enter the HELP command at
the DCL prompt.

1.2 Logging In to the System

1.2.1 Accounts

1.2.2 Access
Requirements

1.2.3 Logging
In

To interact with the operating system, you must log in to a user
account. An account is a name or number that identifies you

to the system when you log in. That name or number tells the
system where your files are stored and the type of access you have
to other files.

Your system manager (or whoever authorizes system use at
your installation) usually sets up accounts and grants privileges
according to your needs. The type of access rights and privileges
enabled for your account determine whether you have access to
files, images, or utilities that might affect system performance or
other users.

To access your account, you need to enter your user name and
password. Your system manager usually provides you with your
user name and initial password. Your user name identifies you

to the system and distinguishes you from other users. In many
cases, a user name is your first or last name. Your password is
for your protection. If you maintain its secrecy, other users cannot
use system resources under your user name.

Logging in consists of gaining access to the system and
identifying yourself as an authorized user. When you log in,
the system creates an environment from which you can enter
commands. This environment is called your process.

Chapter 2 describes how to log in to and out of the system.



1.3 Networks

1.3.1 Overview

1.3.2 Network
Nodes

1.3.3 Executing
Programs Over
Networks

1.3.4 Task-to-Task
Communication

1.3.5 Proxy
Acounts
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When computer systems are linked together, they form a
network. Operating systems in a DECnet for OpenVMS network
are able to communicate with each other and share information
and resources. Each system in a network is called a network
node and is identified by a unique node name.

When you are logged in to a network node, you can communicate
with other nodes in the network. The node at which you are
logged in is called the local node; other nodes on the network
are called remote nodes. If you have access to an account on a
remote node, you can log in to that account from your local node
and perform tasks on that node while remaining connected to
your local node.

Chapter 2 describes how to log in to a remote node. Additional
tasks you can perform on remote nodes are described in the
appropriate chapters of this manual.

Because of support provided by DECnet software, programs
can execute across the network as if they were executing locally.
Because DECnet software is integrated within the operating
system, it is easy to write programs that access remote files. To
access a remote file in an application program, you need only
include the name of the remote node and any required access
control information in the file specification.

Task-to-task communications, a feature common to all DECnet
implementations, allows two application programs running on the
same or different operating systems to communicate with each
other regardless of the programming languages used. Examples
of network applications are distributed processing applications,
transaction processing applications, and applications providing
connection to servers.

In the examples of remote operations in this manual, proxy
accounts enable users to perform operations on remote systems.
Proxy accounts are one way users can access remote systems.
For additional ways to access remote systems, see the OpenVMS
System Manager’s Manual.
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1.4 DIGITAL Command Language (DCL)

1.4.1 Overview

1.4.2 Usage
Modes

1.4.3 Types
of DCL
Commands
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DCL (DIGITAL Command Language) is a set of English-like
instructions that tell the operating system to perform specific
operations. DCL provides you with over 200 commands and
functions to use in communicating with the operating system to
accomplish computing tasks.

You can use DCL in the following two modes:

Interactive

In interactive mode, you enter commands from your
terminal. One command has to finish executing before you
can enter another.

Batch

In batch mode, the system creates another process to execute
commands on your behalf. A batch job is a command
procedure or program that is submitted to the operating
system for execution as a separate user process. After you
submit the command procedure for batch execution, you can
continue to use your terminal interactively.

Batch jobs and network processes use DCL in batch mode. See
Chapter 18 for more information about processes.

When you enter a DCL command, it is read and translated by the
DCL interpreter. The way the command interpreter responds to
a command is determined by the type of command entered. The
three types of DCL commands are as follows:

Built-in commands

These commands are built in to the DCL interpreter and are
executed internally.

Commands that invoke programs

DCL calls another program to execute the command rather
than executing it internally. The program invoked to execute a
command is referred to as a command image. This command
image can be either an interactive program, a utility (such as
Mail), or a noninteractive program (such as COPY).

Foreign commands

A symbol that executes an image is referred to as a foreign
command. A foreign command executes an image whose
name is not recognized by the command interpreter as a DCL
command. Refer to Chapter 14 for complete information on
symbols.



1.4.4 DCL
Command Line

1.45 DCL
Command Line
Format

1.4.6 Lexical
Functions
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DCL, like any language, has its own vocabulary and usage
rules. The vocabulary consists of commands, parameters,

and qualifiers, which are put together in a way that DCL can
interpret. The way in which the parts of a command line are put
together is referred to as the command line syntax.

A DCL command line contains the following format:

[$] command [[/qualifier[=value]]...] [[parameter[=value][/qualifier...]]...]

Note

Items in brackets [ ] are optional and might not be required
by a specific command.

For a complete description of the components of a DCL command
line, see Section 3.3.2.

Lexical functions are command language constructs that the
DCL interpreter evaluates and substitutes before it interprets a
command string. Chapter 17 discusses lexical functions in more
detail.

1.5 Files and Directories

1.5.1 Definition:
File

1.5.2 Definition:
Directory

1.5.3 Hardware

A file is a system object that contains information. This
information can be machine-readable data that the computer
understands. It can also be text you enter and manipulate. The
text in the file might be the text of a document, a program, or
a list of addresses. You can examine the data in these files by
displaying the files on a terminal screen or by printing them on
paper.

Chapter 4 describes how to create and organize files to store
information.

A directory is a special kind of file that contains the names
and locations of files; files are listed in directories. For example,
when the system manager creates a user account for you (see
Section 1.2), you automatically have a directory with the same
name as your user name. If your user name is JONES, the
directory is [JONES].

Chapter 5 describes how to use directories to organize and
manage files.

Directory files are stored on disks. Disks are one type of
hardware device that the operating system uses to store
information.
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1.5.4 File
Specifications

1.5.5 Directory
Structures

Every file must have a file name or file type to identify it to
both the system and you. A file also has a version number. You
can have several versions of a file. Unless you specify a version
number, the system uses the highest existing version number of a
file. When you edit a file, the system saves the original file and
produces a modified output file. By default, the output file has
the same name and type as the original but the version number is
incremented by one.

The file name, file type, and version number form a file
specification. A full file specification:

= Completely describes the access path the system uses to locate
and identify a file

= Can include the directory in which the file is located and the
network node on which the file resides

= Is also known as a network file specification

Each disk contains a main directory, which can be set up by a
system manager or by the system itself. This main directory is
called the master file directory (MFD) and contains a list of user
file directories (UFDs). UFDs are files in the master file directory
that point to top-level directories. Your top-level directory is
usually your login or default directory. Unless your account
has been modified to do otherwise, the system automatically
places you in your top-level directory when you log in.

In most cases, a UFD exists for each user on the system. It
contains the names of and pointers to files cataloged in a user’s
directory. Chapter 5 contains more information about directory
structures.

1.5.6 Subdirectories

A subdirectory is a directory file within another directory

or subdirectory file. You can have up to seven levels of
subdirectories. Subdirectories let you organize files into
meaningful groups. For example, you might have one subdirectory
that contains memos and another subdirectory for status reports.

Like a directory, a subdirectory contains names and pointers for
the files cataloged within it. It can contain an entry for another
subdirectory, which can contain an entry for another subdirectory,
and so on to seven levels of subdirectories. This structure (a top-
level directory plus a maximum of seven levels of subdirectories)
is called a hierarchical directory structure.
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1.6 OpenVMS Utilities

1.6.1 The Mail
Utility

1.6.2 The
OpenVMS
Phone Utility

1.6.3 Text
Editors

1.6.4 DIGITAL
Standard
Runoff (DSR)

1.6.5 The
Sort/Merge
Utility

The OpenVMS Mail utility (MAIL) lets you send messages to
and receive messages from other users on your system or on any
computer that is connected to your system by DECnet software.

Chapter 6 describes how to use Mail.

The OpenVMS Phone utility (PHONE) lets you communicate with
other users on your system or on any computer that is connected
to your system by DECnet software.

Chapter 7 describes how to use Phone.

Text editors allow you to create and modify text files. With a text
editor, you can enter text from a keyboard and modify the text
using text editing commands. For example, you can type in data
for a report and then rearrange sections, duplicate information,
substitute phrases, or format text. You can use text editors to
create and modify source files for programming languages (such as
DEC C for OpenVMS or VAX BASIC) or text formatters (such as
VAX DOCUMENT or DIGITAL Standard Runoff). The operating
system supports several text editors. Chapter 8 describes how to
use EVE, and Chapter 9 describes how to use EDT.

DIGITAL Standard Runoff (DSR) is a text formatter that
processes source files into formatted text and intermediate

files, and creates tables of contents and indexes. You use a text
editor to create a source file, to which you should give the file type
.RNO. This file contains text, DSR formatting commands, flags
(special instruction characters you insert), and control characters.

Chapter 10 describes how to use DSR and lists DSR commands.

The OpenVMS Sort/Merge (SORT/MERGE) utility can be invoked
in two ways: by using the SORT command or by using the
MERGE command. When you invoke the Sort/Merge utility
with the DCL command SORT, it sorts records from one or more
input files, according to the fields you select, and generates

one reordered output file. You can use the Sort/Merge utility to
reorder records in a file (or files) so that they are in alphabetic or
numeric order and either ascending or descending order.

When you invoke the Sort/Merge utility with the DCL command
MERGE, it combines up to ten previously sorted files into one
ordered output file.

For information about using the Sort/Merge utility, see
Chapter 11.
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1.7 Devices

1.7.1 Mass
Storage
Devices

1.7.2 Record
Oriented
Devices

1.7.3 Disks and
Magnetic Tapes

1.7.4 For
Additional
Information

Mass storage devices, such as disks and magnetic tapes, save
the contents of files on a magnetic medium. Files saved this way
can be accessed, updated, modified, or reused at any time.

Record-oriented devices, such as terminals, printers,
mailboxes, and card readers read and write only single physical
units of data at a time and do not provide online storage of

the data. (Printers and card readers are also called unit-record
devices.)

The files you commonly access are stored on disks or magnetic
tapes. Your user file directory (UFD) and your default directory
with all your files and subdirectories are located on a disk. You
can use a file specification that contains directory information
only if the file is located on a disk. Magnetic tapes do not have
directory structures. To obtain a file stored on tape, use a file
specification that contains only file information.

= Chapter 5 describes how to access files that are not on your
default device.

e Chapter 12 describes how to use private volumes, which are
tape and disk devices that are not available systemwide.

1.8 Logical Names

1.8.1 Overview

1.8.2 Readability

A logical name is a name equated to an equivalence string or to a
list of equivalence strings. When you define a logical nhame, you
equate one character string to an equivalence string, which is
usually a full or partial file specification, another logical name,
or any other character string. Once you equate a logical name

to one or more equivalence strings, you can use the logical name
to refer to those equivalence strings. For example, you might
assign a logical name to your default disk and directory. Logical
names serve two main functions: they increase readability and
file independence.

You can define commonly used files, directories, and devices

with short, meaningful logical names. Such names are easier to
remember and type than the full file specifications. You can define
names that you use frequently in your login command procedure.
A system manager can define names that most users on your
system use frequently in the site-specific system startup command
procedure.



1.8.3 File
Independence

1.8.4 For
Additional
Information

1.9 Symbols

1.9.1 Definition:

Symbols

1.9.2 When to
Use Symbols

1.9.3 For
Additional
Information
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You can use logical names to keep your programs and command
procedures independent of physical file specifications. For
example, if a command procedure references the logical name
ACCOUNTS, you can equate ACCOUNTS to any file on any disk
before executing

Chapter 13 contains information about logical name tables and
describes how to use logical names.

Symbols are names that represent numeric, character, or logical
values. When you use a symbol in a DCL command line, DCL
uses the value you assign to the symbol. By defining a symbol as
a command line, you can execute the command by typing only the
symbol name.

Entering DCL command lines that include parameters, multiple
qualifiers, and values can make for much typing and can be
time-consuming. To simplify your interaction with DCL and to
save time, you can establish symbols to use in place of command
names and entire command strings you type frequently.

You can also use symbols in command procedures to collect, store,
and manipulate certain types of data.

Chapter 14 describes how to use symbols in DCL commands and
command procedures.

1.10 Command Procedures

1.10.1 Definition:

Command
Procedure

1.10.2 System
Login
Command
Procedures

A command procedure is a file that contains a series of DCL
commands. Some simple command procedures might contain only
one or two DCL commands; complex command procedures can
function as sophisticated computer programs. When a command
procedure is executed, the DCL interpreter reads the file and
executes the commands it contains.

If your system manager has set up a system login command
procedure, it is executed when you log in. A system login
command procedure lets your system manager ensure that certain
commands are always executed when you and other users on the
system log in.



Introduction: OpenVMS Concepts and Definitions

1.10.3 Personal
Login
Command
Procedures

1.10.4 Creating
Login
Command
Procedures

1.10.5 For
Additional
Information

After executing the system login command procedure, the system
executes your personal login command procedure, if one exists.
Your personal login command procedure lets you customize your
computing environment. The commands contained in it are
executed every time you log in. When you log in, the system
automatically executes up to two login command procedures
(the systemwide login command procedure and your own login
command procedure, if it exists).

The person who sets up your account might have placed a

login command procedure in your top-level directory. If a login
command procedure is not in your top-level directory, you can
create one yourself, name it LOGIN.COM and place it in your top-
level directory. Unless your system manager tells you otherwise,
the LOGIN.COM file that you create will be executed when you
log in. A sample personal login command procedure is included in
Chapter 15.

Appendix C contains several complete command procedures.

1.11 Lexical Functions

1.11.1 Definition:

Lexical
Functions

1.11.2 Usage

1.11.3 For
Additional
Information
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Lexical functions return information to a command line or
command procedure. The information returned can be about your
process, the system, files and devices, logical names, strings, or
data types. Lexical functions are identified by the prefix F$.

You can use lexical functions in any context in which you normally
use symbols or expressions. In command procedures, you can use
lexical functions to translate logical names, to perform character
string manipulations, and to determine the current processing
mode of the procedure.

Chapter 17 describes how to use lexical functions to obtain and
manipulate information within a command procedure.
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1.12 Processes and Programs

1.12.1 User
Authorization
Files (UAFs)

1.12.2 Processes

1.12.3 Programs

1.12.4 Creating
Image Files

The system obtains the characteristics that are unique to your
process from the user authorization file (UAF). The UAF
lists those users permitted to access the system and defines the
characteristics for each user’s process. The system manager
usually maintains the UAF. It is within your process that the
system executes your programs (also called images or executable
images) one at a time.

A process can be a detached process (a process that is
independent of other processes) or a subprocess (a process that
is dependent on another process for its existence and resources).
Your main process, also called your parent process, is a detached
process.

Chapter 18 describes how to use processes to perform computing
tasks.

A program, also called an image or an executable image, is

a file that contains instructions and data in machine-readable
format. Some programs are associated with and invoked by a DCL
command. For example, when you type the DCL command COPY,
the system executes the program SYS$SYSTEM:COPY.EXE.
Some programs are invoked by entering the DCL command RUN
followed by the program name.

Image files can be supplied by the operating system or by you
and usually have the other window file type .EXE. You cannot
examine an image file with the DCL commands TYPE, PRINT,

or EDIT because image files do not consist of ASCII characters.
(Text files contain ASCII characters, which are a standard method
of representing the alphabet, punctuation marks, numerals, and
other special symbols.)

Chapter 18 contains more information about using programs.
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1.13 System Security

1.13.1 Overview

1.13.2 Protected
Objects

1.13.3 For
Additional
Information
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Each system site has unique security requirements. For this
reason, every site should have a system security policy that
outlines physical and software security requirements for system
managers and users. The OpenVMS Guide to System Security
describes the security features available with the operating
system and the tasks that system managers can perform to
maintain account and system security.

To ensure system security, the OpenVMS operating system
controls both access to the system and access to any object that
contains shareable information. These objects, such as devices,
volumes, logical name tables, files, and queues, are known as
protected objects. All protected objects list a set of access
requirements that specify who has a right to access the object in a
given manner.

e Chapter 2 describes password management and account
security.

= Chapter 4 and Chapter 5 describe how users can protect their
files and directories from unauthorized access.

e Chapter 19 describes general security issues such as
controlling access to protected objects and accessing data
on remote systems.
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Getting Started: Interacting with the OpenVMS

2.1 Overview

2.1.1 Site-Specific
Procedures

2.1.2 References

Operating System

This chapter describes the following basic information that you
need to know to interact with the OpenVMS operating system:

Logging in to the system

Choosing passwords for your account
Reading informational messages

Types of logins and login classes

Login failures

Changing passwords

Password and account expiration times
Guidelines for protecting your password
Recognizing system responses

Getting help about the system

Logging out of the system

Logging out without compromising system security

The way you log in and log out of the OpenVMS operating system
depends on how the system is set up at your site. This section
provides a general description of logging in to and out of the
operating system. Check with your system manager for the
procedures specific to your site.

Complete descriptions of all commands referenced in this
chapter can be found in the OpenVMS DCL Dictionary and in
online help.

Additional information on passwords and OpenVMS security
can be found in OpenVMS Guide to System Security.
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2.2 Logging In to the System

2.2.1 Introduction You need two pieces of information to log in to the system: a
user name and a password. Your system manager usually sets
up accounts and gives you a user name and initial password (see
Section 2.3.3).

2.2.2 How to To log in to the system, use the following procedure:

Log In

Step Task

1

Make sure your terminal is plugged in and the power is
turned on.

Press the Return key to signal the system that you want to
log in. You might need to press Return several times.

The system displays a prompt for your user name:
Username:

Enter your user name and press Return. You have
approximately 30 seconds to do this; otherwise, the system
“times out.” If a timeout occurs, you must start the login
procedure again.

The system displays your user name on the screen as you
type it. For example:

Username: CASEY

The system prompts you for your password:

Password:

Enter your password and press Return.

The system does not display your password, which is
sometimes referred to as “no echo.”

Depending on how your system manager has set up
your account, you might be required to enter a second
password or to use an automatically generated password
(see Section 2.3.6).

2.2.3 Successful If your login is successful, the system displays a dollar sign ($) in
Logins the left margin of your screen. The dollar sign is the default DCL
prompt; it indicates that the system is ready to use.

2.2.4 Example The following example shows a successful login:

Username: CASEY
Password:

Welcome to OpenVMS on node MARS

Last interactive login on Friday, 11-DEC-1995 08:41
Last non-interactive login on Thursday, 10-DEC-1995 11:05



2.2.5 Login
Errors
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If you make a mistake entering your user name or password or
if your password has expired, the system displays the message
User authorization failure and you are not logged in. If you
make a mistake, press Return and try again. If your password
has expired, you need to change your password; the system will
automatically display the Set Password: prompt. See Section 2.7
for information on changing your password in this instance. If
you have any other problems logging in, get help from the person
who set up your account.

2.3 Choosing Passwords for Your Account

2.3.1 Guidelines

2.3.2 Secure
and High-Risk
Passwords

To choose a secure password, use the following guidelines:

< Include both numbers and letters in the password. Although
a 6-character password that contains only letters is fairly
secure, a 6-character password with both letters and numbers
is much more secure.

= Choose passwords that contain 6 to 10 characters. Adequate
length makes passwords more secure. You can choose a
password as long as 32 characters.

= Do not select passwords from a dictionary or from your native
language.

< Avoid choosing words readily associated with your computer
site or yourself, such as the name of a product or the model of
your car.

e Choose new passwords each time. Do not reuse old ones.

Your system manager or security administrator may set up
additional restrictions, for example, not allowing passwords with
fewer than 10 characters or not allowing repeats of passwords.

The following table provides examples of secure passwords and
high-risk passwords (words that others might easily guess):

Secure Passwords High-Risk Passwords

Nonsense syllables:  Words with a strong personal association:
aladaskgam your name
eojfuvcue the name of a loved one
joxtyois the name of your pet

the name of your town
the name of your automobile

A mixed string: A work-related term:
492 weid your company name
$924spa a special project
zu_$rags your work group name
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2.3.3 Obtaining
Your Initial
Password

2.3.4 Changing
Your Initial
Password

2.3.5 Restrictions
on Passwords

2.3.6 Types of
Passwords
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Typically, when you learn that an account has been created for
you on the system, you are told whether a user password is
required. If user passwords are in effect, your system manager
will usually assign a specific password for your first login. This
password has been placed in the system user authorization file
(UAF) with other information about how your account can be
used.

It is inadvisable to have passwords that others could easily guess.
Ask the person creating the account for you to specify a password
that is difficult to guess. If you have no control over the password
you are given, you might be given a password that is the same
as your first name. If so, change it immediately after you log in.
(The use of first or last names as passwords is a practice so well
known that it is undesirable from a security standpoint.)

At the time your account is created, you should also be told a
minimum length for your password and whether you can choose
your new password or whether the system generates the password
for you.

Log in to your account soon after it is created to change your
password. If there is a time lapse from the moment your account
is created until your first login, other users might log in to your
account successfully, gaining a chance to damage the system.
Similarly, if you neglect to change the password or are unable to
do so, the system remains vulnerable. Possible damage depends
largely on what other security measures are in effect.

The system screens passwords for acceptability, as follows:

« It automatically compares new passwords to a system
dictionary. This helps to ensure that a password is not a
native language word.

< It maintains a history list of your old passwords and compares
each new password to this list to be sure that you do not reuse
a password.

= It enforces a minimum password length, which the system
manager specifies in your UAF record.

The system rejects any passwords that it finds in a system
dictionary, that you have used before, and that are shorter than
the minimum password length specified in your UAF.

There are several types of passwords recognized by the OpenVMS
operating system:
e User password
Required for most accounts. After entering your user name,
you are prompted for a password. If the account requires both

primary and secondary passwords, two passwords must be
entered.
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System password

Controls access to particular terminals and is required at the
discretion of the security administrator. System passwords are
usually necessary to control access to terminals that might

be targets for unauthorized use, such as dialup and public
terminal lines.

Primary password

The first of two passwords to be entered for an account
requiring both primary and secondary passwords.

Secondary password

The second of two passwords to be entered for an account
requiring both primary and secondary passwords. The
secondary password provides an additional level of security on
user accounts. Typically, the primary user does not know the
secondary password; a supervisor or other key person must be
present to supply it. For certain applications, the supervisor
may also decide to remain present while the account is in use.
Thus, secondary passwords facilitate controlled logins and the
actions taken after a login.

Secondary passwords can be time-consuming and
inconvenient. They are justified only at sites with maximum
security requirements. An example of an account that justifies
dual passwords would be one that bypasses normal access
controls to permit emergency repair to a database.

Your security administrator will tell you if you must specify

a system password to log in to one or more of the terminals
designated for your use. Ask your security administrator for the
current system password, how often it changes, and how to obtain
the new system password when it does change.

To specify a system password, do the following:

Step Task

1

Press the Return key until the terminal responds with the
recognition character, which is commonly a bell.

<bell>
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2.3.9 Entering
a Secondary
Password

2.3.10 Example

2.3.11 Password
Requirements
for Different
Types of
Accounts

Step Task

2 Enter the system password and press Return:

There is no prompt and the system does not display the
characters you type. If you fail to specify the correct system
password, the system does not notify you. (Initially, you
might think the system is malfunctioning unless you know
that a system password is required at that terminal.) If you
do not receive a response from the system, assume that you
have entered the wrong password and try again.

3 When you enter the correct system password, you receive
the system announcement message, if there is one, followed
by the Username: prompt. For example:

MAPLE - A member of the Forest Cluster
Unauthorized Access is Prohibited

Username:

Your security administrator decides whether to require the use of
secondary passwords for your account at the time your account

is created. When your account requires primary and secondary
passwords, you need two passwords to log in. Minimum password
length, which the security administrator specifies in your UAF,
applies to both passwords.

As with a single password login, the system allots a limited
amount of time for the entire login. If you do not enter a
secondary password in time, the login period expires.

The following example shows a login that requires primary and
secondary passwords:

WILLOW - A member of the Forest Cluster
Welcome to OpenVMS on node WILLOW

Username: RWOODS

Password:
Password:

Last interactive login on Friday, 11-DEC-1995 10:22

Four types of user accounts are available on OpenVMS systems:

= Accounts secured with passwords that you or the security
administrator change periodically. This account type is the
most common.
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Accounts that always require passwords but prohibit you from
changing the password. By locking the password (setting

the LOCKPWD flag in the UAF), the security administrator
controls all changes made to the password.

Restricted accounts limit your use of the system and
sometimes require a password.

Open accounts require no password. When you log in to an
open account, the system does not prompt you for a password
and you do not need to enter one. You can begin entering
commands immediately. Because open accounts allow anyone
to gain access to the system, they are used only at sites with
minimal security requirements.

2.4 Reading Informational Messages

2.4.1 Introduction When you log in from a terminal that is directly connected to a
computer, the OpenVMS system displays informational system
messages.

2.4.2 Example:
Local Login
Messages

WILLOW - A member of the Forest Cluster 1

Unlawful Access is Prohibited

Username: RWOODS

Password:

You have the following disconnected process: 2
Terminal  Process name Image name
VTA52: RWOODS (none)

Connect to above listed process [YES]: NO

$

Welcome to OpenVMS on node WILLOW
Last interactive login on Wednesday, 11-DEC-1995 10:20
Last non-interactive login on Monday, 30-NOV-1995 17:39
2 failures since last successful login

oA W

You have 1 new mail message.

~

Note the following about the example:

1

The announcement message identifies the node (and,

if relevant, the VMScluster name). It may also warn
unauthorized users that unlawful access is prohibited. The
system manager or security administrator can control both the
appearance and the content of this message.

A disconnected process message informs you that your process
was disconnected at some time after your last successful login
but is still available. You have the option of reconnecting

to the old process, in the state it was in before you were
disconnected.

2—7
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2.4.3 Suppressing
Messages

The system displays the disconnected job message only when
the following conditions exist:

= The terminal where the interruption occurred is set up as
a virtual terminal.

= Your terminal is set up as one that can be disconnected.

< During a recent session, your connection to the central
processing unit (CPU) through that terminal was broken
before you logged out.

In general, the security administrator should allow you to
reconnect to a disconnected job because this ability poses no
special problems for system security. However, the security
administrator can disable this function by changing the setup
on terminals and by disabling virtual terminals on the system.
(For information on setting up and reconnecting to virtual
terminals, refer to the OpenVMS System Manager’s Manual.)

3 A welcome message indicates the version number of the

OpenVMS operating system that is running and the name of
the node on which you are logged in. The system manager
can choose a different message or can suppress the message
entirely.

4 The last successful interactive login message provides the time

of the last completed login for a local, dialup, or remote login.
(The system does not count logins from a subprocess whose
parent was one of these types.)

5 The last successful noninteractive login message provides

the time the last noninteractive (batch or network) login
completed.

6 The number of login failures message indicates the number

of failed attempts at login. (An incorrect password is the
only source of login failure that is counted.) To attract your
attention, a bell rings after the message appears.

7 The new mail message indicates if you have any unread mail

messages.

A security administrator can suppress the announcement and
welcome messages, which include node names and operating
system identification. Because login procedures differ according
to operating system, it is more difficult to log in without this

information.

The last login success and failure messages are optional. Your
security administrator can enable or disable them as a group.
Sites with medium-level or high-level security needs display
these messages because they can indicate break-in attempts. In
addition, by showing that the system is monitoring logins, these

messages can be a deterrent to potential illegal users.
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Each time you log in, the system resets the values for the

last successful login and the number of login failures. If you
access your account interactively and do not specify an incorrect
password in your login attempts, you may not see the last
successful noninteractive login and login failure messages.

2.5 Types of Logins and Login Classes

2.5.1 Overview

2.5.2 Login
Classes

2.5.3 Interactive
Logins

Logins can be either interactive or noninteractive. When you

log in interactively, you enter a user name and a password. In
noninteractive logins, the system performs the identification and
authentication for you; you are not prompted for a user name and
password.

In addition to interactive and noninteractive logins, the OpenVMS
operating system recognizes different classes of logins. How you
log in to the system determines the login class to which you
belong. Based on your login class, as well as the time of day or
day of the week, the system manager controls your access to the
system.

Interactive logins include the following login classes:

e Local

You log in from a terminal connected directly to the central
processor or from a terminal server that communicates directly
with the central processor.

= Dialup
You log in to a terminal that uses a modem and a telephone
line to make a connection to the computer system. Depending
on the terminal that your system uses, you might need to
execute a few additional steps initially. Your site security
administrator can give you the necessary details.

e Remote

You log in to a node over the network by entering the DCL
command SET HOST. For example, to access the remote node
HUBBUB, you enter the following command:

$ SET HOST HUBBUB

If you have access to an account on node HUBBUB, you can
log in to that account from your local node. You have access
to the facilities on node HUBBUB, but you remain physically
connected to your local node.

For additional information on remote sessions, see
Section 2.12.5.
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2.5.4 Noninteractive
Logins

Noninteractive logins include the following:

2.6 Login Failures

Network Logins

The system performs a network login when you initiate

a network task on a remote node, such as displaying the
contents of a directory or copying files stored in a directory
on another node. Both your current system and the remote
system must be nodes in the same network. In the file
specification, you identify the target node and provide an
access control string, which includes your user name and
password for the remote node.

For example, a network login occurs when user GREG, who
has an account on remote node PARIS, enters the following
command:

$ DIRECTORY PARIS"GREG 8G4FR93A"::WORK2: [PUBLIC]*.*;*

This command displays a listing of all the files in the public
directory on disk WORK?2. It also reveals the password
8G4FR93A. A more secure way to perform the same task
would be to use a proxy account on node PARIS. For an
example of a proxy login, see Section 19.6.5.

Batch Logins

The system performs a batch login when a batch job that you
submitted runs. Authorization to build the job is determined
at the time the job is submitted. When the system prepares

to execute the job, the job controller creates a noninteractive
process that logs in to your account. No password is required
when the job logs in.

2.6.1 Common Logins can fail for any number of reasons. One of your passwords

Login Failures might have changed or your account might have expired. You
might be attempting to log in over the network or from a modem
but be unauthorized to do so. The following table summarizes
common reasons for login failure:

Failure Indicator Reason

No response from the terminal A defective terminal, a

terminal that requires
a system password, or
a terminal that is not
powered on.

No response from any terminal The system is down.
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Failure Indicator

Reason

No response from the terminal when
you enter the system password

System messages:
"User authorization failure"

"Not authorized to log in from this
source"

"Not authorized to log in at this
time"

"User authorization failure" (and no
known user failure occurred)

The system password
changed.

A typing error in your user