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Preface

Asalocal area network (LAN) grows, it can exceed the design parameters of an indi-
vidualLAN. Restrictions (such as physical extent, number of stations, performance,
andmedia) can be alleviated by the interconnection of multiple LANs. All single
LAN topologies have limitations. Bridges address these limitations and provide a
goodsolution as the interconnecting device between the multiple LANs. The user
perceivesa logical LAN connection to all devices on the extended LAN, while the
physicalLAN constraints are met by each LAN.

Objectives of This Guide

Thisguide describes how tese bridges in extended LAN configurations, including
informationon LAN interconnections, overall bridge operatiertended LAN to-
pologies,bridge management, and solving bridge-related problems in a network.

Intended Audience

This guide is intended to provide an understanding of bridges and extended LANSs
for use by network managers and other personnel whose tasks are related to setting
up, managing, and troubleshooting LANs and extended LANS.
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Structure of This Document

Related Documents

Xiv

This guide has seven chapters and three appendixes, as follows:

Chapter 1

Chapter 2
Chapter 3
Chapter 4
Chapter 5
Chapter 6
Chapter 7
AppendixA

Appendix B
Appendix C

Provides an overview of bridges and introduces a bridge model. It in-
cludesinformation on extended LANs and types of bridges, and dis-
cussedridge features and services.

Provides detailed conceptual overview of bridge operations, tiseng
bridgemodel introduced in Chapter 1.

Providesconceptual overview of the spanninge algorithm and a de-
tailed description of its operation.

Providesn overview of bridge management and, using the bridge mod-
el, discusses management capabilities of the model.

Discusséwmidge and extended LAN performance from a gsgoint
of view.

Discussghysical and logical topologies, including unadvised topolo-
giesand how to modify the network to achieve maximum benefits.

Providesn overview of network troubleshooting tools and methodolo-
gies.

Lists the various types of bridges that are availdlen Digital and
compareshe features for each model.

Briefly describes the DECbridge 90 workgroup bridge.

Providea list of related product documentation orderable fibogital.

The postage-paid ReaderComments form on the last page of this document re-
gquestghe usess critical evaluation to assist ims preparing future documentation.

Referto Appendix C for a list of additional documents that provide related informa-
tion about Digital Equipment Corporatiebridges andetworks. Ordering infor-
mationis provided at the back of this guide.
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1.2

Introduction

Thischapter provides an overviewlwidges, develops a general bridge model, and
useghe model description to provide the reader with basic knowledge of the opera-
tion of bridges. Although the bridge model is general, it can help network imple-
mentersunderstand the operation dffferent bridge implementations and the
servicesprovided by bridges.

Types of Bridges Discussed in This Guide

Bridgesare designed with a wide variety of features, data link types, performance,
anduses. This guide doest detail all available bridges, but, by understanding the
basicconcepts and implementation tradephetwork implementers should be able

to select a product that is appropriate to their needs for LAN interconnectivity.

AppendixA lists the bridges that are available from Digital Equipment Corporation
andcompares the available features for each model.

Single Local Area Networks

A local area network (LAN) is generalyyprivately owned data communications
systemthat ofers a shared high-speed communications channel optimized for con-
nectinginformation-processing equipment (see Figure 1-DAN usually serves
atrusted work group in a section afbuilding, an entire building, or a cluster of
buildings.
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Figure 1-1: Single LAN Example (Ethernet)
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SingleLANs typically consist of media segments connected by repeaters in what is
logically considered a single transmission bus. Any data present on a media segment
is transmitted throughout the entire LAN.

All LANs have similabasic limitations. A shared transmission medium requires
unanimousagreement by all LAN users on certain basic parameters, such as trans-
missionspeed, error checking, packet sizes, and the number of connectioba- The
sic standardized parameters lead to a set of limitations for any given LAN
technology.
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Somegeneral limitations are:

* Number of stations

e Throughput (speed)

* Length

* Topology (ring, bus, tree)

* Access delay

* Reliability and availability

* Manageability and maintainability

Thebasic LAN limitations apply to all LAN technologies. In general dliedwidth,
numberof stations, and length of any single LAN will be limited by the technology
usedto create it. These restrictions must be adhered to for the LAN to operate as it
wasdesigned.

A simple, cost-déctive way toovercome the limitations inherent in a single-LAN
topologyis to use bridges to interconnect LANSs to form extended LANS. This use of
bridges preserves the basic LAN services while extending those services beyond the
limitationsof a single-LAN topologyThe following sections describe how bridges
form extended LANS to provide this solution.

Introduction 1-3



1.3 The Extended LAN Concept

An extended LANis a collection of local area networks interconnected by protocol-
independenstore-and-forward devices (bridgddking the bridge to create a LAN-
to-LAN interconnection allows each station on the attached LANs to communicate
with all stations on both LANSs as if those stations were on the same LAN.

Bridgesare the connecting devices betwemral area networks in an extended LAN
architectureActing as data link relays betwesmilar or dissimilarLAN types,
bridgesallow the creation of extended LANs (see Figure 1-2 and Figure 1-3).

Figure 1-2: Extended LAN Example (Similar LAN Types)
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Figure 1-3:  Extended LAN Example (Dissimilar LAN Types)

Station

LAN 1
FDDI ring

Station

DEChbridge 620

LAN 3*

e
)
LAN Bridge 150
LAN 5*

e L e

‘ Host I

* LANs 2—-6 are |IEEE 802.3/Ethernet

Printer
server

Fiber optic link,
upto 10 km —»

Tn

(6.2 mi).
| LAN Bridge 200 I
LAN 6* (ThinWire) é-
[ DESTA |
|
[ DEMPR |

LKG-5358-90I

Bridgesdynamically learn thetation addresses of nodes for each station within the
extended.AN. This enables the bridge to forward frames selecti\zged on the
destinatioraddress of the frame. When a framesceived on one port, it examines
theframes address to determine whethteshould be passed to the other port. This
conceptalso applies tonultiport bridges (bridges with more than two ports).

Introduction
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Bridges create extended LANs that have the following advantages:

Mor e stations— Each LAN can still support its maximum number of sta-
tions. The bridge counts as one station on each LAN it is attached to.

Larger network — Each LAN can still support the maximum length for the
given technologyThe extended LAN can be much longer since a frame can
be forwarded by several bridges across multiple LANSs.

Reduced traffic— The bridge does not forward local fref Thus, if a large
LAN is partitioned into several smaller LANs by bridges, the totafi¢raf
reduced by the amount of tfiafthat is localized to each of the smaller
LANSs.

Inter connection of different LANs — Bridges allow the interconnection of
LANSs that can employ dissimilar media access control (MAC) or different
physical media. This allows network designers to use the type of LAN that is
best suited to the network design and environmental requirements. This con-
cept is often expanded to include links into the wide area network (WAN)
environment.

LAN availability — The spanning tree algorithm (refer to Chapter 3) allows
redundant paths to be physically configured. This can improve the availabil-
ity of services on the extended LAN.

Management availability — As a LAN interconnection device, the bridge is
ideally situated to aid in LAN and extended LAN management. LAN utiliza-
tion, error monitoring, and bridge throughput are all valuable capabilities that
can easily be provided by a bridge management entity within the bridge to
either a local or remote management station. Other important capabilities are:

— Error isolation

— LAN fault partitioning
— Statistics gathering
— Topology information
— Access control

— Node locations

Bridge and Extended LAN Reference



1.4 Bridge Concept

A bridge is a protocol-independent device that connects local area networks, pro-
vidinglogical data link services for all stations on those attached LANs. Conceptual-
ly, the bridge can also be thought of as a takarelay that forwards frames to or
from the MAC sublayers and the physical channels of the attached LANSs, thus pro-
viding data link connectivity between them (see Figure 1-4). The actual implemen-
tation of these services often leads to a blendavieral layers of the International
Organizatiorfor Standardization (ISO), Open Systems Interconnection (OSI) mod-
el. Sections 1.4.1 through 1.4.4 describe the network devices in more detail.

Figure 1-4: 1SO/OSI Reference Model
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1.4.1 Repeaters

Asshown in Figure 1-5, repeaters operate on the Physical layer of the |S@/®SI
elandare transparent to the upper layers. Repeaters do not use addressing. They pro-
vide a bit store-and-forward function while amplifying and restoring timing margins

to the packet bit stream.

Figure 1-5: Repeaters and the Physical Layer

Application I Application I
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L___f ________ 1____|
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Repeatersare also useful for overcoming the limitations of physical meMia.
cableshave attenuation, introduce noise, and are subject to faults. Repeaters can
overcomehese types dimitations while providing topological flexibilitysuch as
allowing a bus topology to become a branching tree topology.
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1.4.2 Bridges

As shown in Figure 1-6, bridges operate on the Data Link layer and are transparent
to layers at and above the Network layer in the ISO/OSI model. Bridges interpret
mediaaccess control (MAC) addressesha network and forward data link frames.

Figure 1-6: Bridges and the Data Link Layer
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Althoughbridges operate one layer lower than routers (just below the Network lay-
er), the gajfpetween the two types of devices sometimes overlap as more intelligent
bridges actually look beyond the data link frame into the Network layer frame. This
functionalityallows the bridge to filter tri€ based omprotocol type or even particu-

lar data bit patterns, while remaining transparent to upper layers. Bidi#aN
Bridge 200 and DECbridge 500/600 series are designed this way.
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1.4.3 Routers

As shown in Figure 1-7, routers operate on the Network layeedSO/OSI model
andare specific ta given routing protocol. Network addressing is used at this layer.

Figure 1-7: Routers and the Network Layer
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Routers operate on protocols (suctb&Cnet, Transmission Control Protocol/In-
ternetProtocol (TCP/IP), XNS, or other standard protocols) and only pass the traffic
of the protocol types that it is designed to support.
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1.4.4 Gateways

As shown in Figure 1-8, gateways refer to the class of devices operatinglaove
Network layer of the ISO/OSI model.

Figure 1-8: Gateways and the Application Layer
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Gatewaysprovide diferent types of translation functions, including netwadk
dressgoding, access type, or applications (such as Mail gateways and DECnet/SNA
gateways).
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1.5 Bridge Model

The bridge model (see Figure 1-Bpresents the major functional blocks of a
bridge.

Figure 1-9: Bridge Data Path Functional Model
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Eachof the functional blocks represented in the model is briefly describedfii-the
lowing sections. A detailed description of the functional blookduding their in-
teractionsjs provided in Chapter 2 through the use of an expanded bridge model.

1.5.1 Port Interfaces

The ports provide transmit an@ceive services to the forwarding and translating
processnodule and to the management enfitye bridge architecture allows for an
unlimited number of ports.

Portinterfaces on the bridge provittee data link and physical access for the bridge
toeach attached LAN. Bridge ports are specific to the type of attached LAN and con-
taininformation about the characteristics and status of the Phigjealdata link,
andinternalinterfaces. The ports have two service interfaces: an interface that pro-
videsall (errorfree) frames to the forwarding and translating process module, and an
interfacethat provides services to the bridgspanning tree and management entity.
Eitherservice interface can receive or transmit frames to the attached LAN.

1.5.2 Forwarding and T ranslating Process Module

Theforwarding and translating process module receives frames from thetport
facesanddecides whether to forward or discard the frames based on information
containedn the forwarding database. Frames destindzbtiorwarded need to be
translatedvhen dissimilar type networks are connected by bridges. The DECbridge
500/600series is an example of bridges with this functionalibeymodify the pro-
tocolheader of the forwarded packet to make it compliant with the netii®being
forwardedto, and recalculate the Cyclic Redundancy Check (CRC). In addition, if
thesize of an Internet Protocol (IP) frame iglarthan the frame size allowed by the
bridge's outbound port, the DECbridge 500/600 sdragmentghe frame into sev-

eral smaller packets to accommodate the requirements of the recipient LAN (refer to
Section2.1.3 for more information).

1.5.3 Forwarding Database

Theforwarding database consists of the address database and the plattdzade.
Thebridge forwards data frames based on the destination addressesaddzss-
es,and protocol information contained in these associated databases.
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1.5.4 Address Database

Theaddress database contains a list of known saaldesses in the extended LAN.
Eachaddress contains a port number that the bridge associates with the station’s
sourceaddress. Special addresses (such as the lzriolga’address) are permanent-

ly placed in the table. A user withanagement software can set others in the table if
desiredOther status may be associated with each address and will be discussed later.

1.5.5 Protocol Database

Theprotocol database is set up only by the management entity and may not be pres-
entin all bridges. It containslest of protocols and the type of service that they would
receive.The forwarding and translating processdule uses the protocol database

to decide whether the protocol contained in the frame shodtihwarded. A frame

isonly forwarded if it passes all filters that were enabled in the forwarding and trans-
lating process module. More information on protocol filtering is provided through-
outthis manual (refer to the index).

1.5.6 Management Module

Themanagement module executes all bridge-related managkmetibns and, in
generalhas control and statagcess to the entire bridge. This module can receive
andrespondo network management requests from management stations. For sim-
plicity in the model, the management module can alfuchgght of as containing the
spanningree entity.

1.5.6.1 Management Entity

Therecan be one or more management entities within the management moleile in
bridge. Although management entities are not required,nidgiesprovide at least
oneentity that enables remote users to gather statistics and state information from the
bridge.This can be accomplishéwm across the attached LANs or through a dedi-
catedexternal interface.

Thestatus LEDs and switches on a bridge are a dedicated local management entity
thatis also contained in the management module.
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1.5.6.2 Spanning T ree Entity

Thespanning tree entity contains the implementation of the spanning tree algorithm
thatdetermines the state of the ports. By controlling which portsrailed on the
bridge,the spanning tree entity can resolve a general mesh topologyairaigu-
rationof bridges and LANs into a fully connected spanning tree. A spanning tree en-
suresfull connectivity in the extended LAN while avoiding data link loops.

1.6 Services Provided by Bridges

Servicegprovided by bridges include:

Store-and-forward capability — Bridges receive, check, and transmit
frames to other LANSs, enabling the configuration of extended LANSs.

Frame filtering based on addess— Using the address database and the
source and destination address from incoming frames, the forwarding and
translating process module isolates thditrdiiat should not be allowedn

other LANSs. This action reduces the total datditrain an extended LAN by
not forwarding the packets that have local destination addresses or packets
that are not allowed to be forwarded. This increases bandwidth efficiency.

Data Link layer r elay — Operation at this layer makes the bridge transpar-
ent to the protocols that use the LAN connectivity service. This protocol
transparency is a key factor in the extended LAN service.

Dynamic address learning— The forwarding and translating process mod-
ule automatically adds new source addresses to the address database while
the bridge is operating. Thisverse learningf the address and port associ-
ation allows automatic configuration of the network without prior downline
loading of configuration data to the bridge. Note that the address learning is
protocol and management entity independent. This process aljdwg and

play philosophy to be applied to extended LAN growth.

Port independence— An implementation can be built into bridges for any
compatible data link. When data links are not compatible, services can only
be ofered that are compatible to both data links used by the forwarding and
translating process module.
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* Automatic backup (using redundant bridges)— The spanning tree entity,
with its Mesh Dpology Resolution algorithm, can be used to provide redun-
dancy and increased availability in the extended LAN environment.

e Translation — Digital’s DECbridge 500/600 series units are IEEE
802.3/Ethernet-to-FDDI translating bridges (as opposed to encapsulating type
bridges, which require a de-encapsulation device at the receiving end). Trans-
lating type bridges guarantee interoperability and transparency to upper level
protocols, by creating packets that are standard on all LANSs.

Thefollowing services are either not specifiedhe IEEE 802.1d standard or are
optional:

» Software available for enhanced management ability— All bridges can
run optional management entity code to allow remote access. This manage-
ment capability allows the setting of addresses and protocols and the exami-
nation of the entire address database for determining node locations.

* Protocol filtering — Using network management software, a user can speci-
fy protocols that the bridge will filter regardless of the source or destination
address.

* Special links— Implementations may embed special link technologies, such
as microwave transmission, to provide connectivity across special environ-
ments.

¢ Downline load capabilities— Digital’s DECbridge 500/600 series supports
a network device upgrade utility that lets you upgrade the bridge firmware
from either a VMS-based or OURIX-based host system. The utility is
supplied with the upgrade software.

* Fragmentation — 802.3/Ethernet LANs do not have the capability to handle
large frame sizes created by FDDI LANs (up to 4500 bytes in lengitenT
sure that 802.3/Ethernet frame size restrictions are not violated when frames
cross the FDDI-t0-802.3/Ethernet bridge, DiggdDECbridge 500/600 series
performs a process calléhigmentatioron lage Internet Protocol (IP)
frames. The bridge performs the fragmentation process on frames that are
larger than the frame size allowed by the outbound port. Refer to Section
2.1.3 for more information about the fragmentation feature.
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1.7 Other Capabilities

TheLAN Traffic Monitor (LTM) offered by Digital operates ahe LAN Bridge
100and LANBridge 150 hardware base. While configured aslan, ithese devices
relinquishtheir bridge function and operate only a$WLlisteners In this mode of
operation the listener gathers network information for statistical analysis by a re-
motestation. A standby LAN Bridge 100 or LAN Bridge 150 can be enabled to be-
comean LTM. However while in this mode of operation, the device no longer
participatesn the spanning tree computation process.

This guide does not detaillM capabilities. For more information about Digital’s
LAN Traffic Monitor, refer to thdLAN Traffic Monitor Users Guide

Refer to Appendix A for a list of featuredafed with Digitals bridge family.
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2

2.1

Bridge Operation

This chapter provides a detailed description of bridge operation through the use of
thebridge model introduced in ChapfiefThe model has been expanded to show the
internalinterfaces that connect the individual function modules of the bridge. De-
tailed descriptions of the function modules are also provided in this chapter.

Thischapter also explains and describes tHedift states that exisithin a bridge.
Bridgesuse these states to automatically control data flow within the bridge. The
statescan also be &cted by the interventioof bridge management software and
from the operation of the spanning tree algorithm. Understanding these states and
their relationships is necessary in defining tperations of the components that
makeup the bridge model.

Bridge Model

Figure 2—1shows thevarious interfaces associated with the individual function
modulesof the bridge model. Although the model shows a two4padge, the de-
scriptionsalso apply to multiport bridges (bridges with more than two ports).
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Figure 2-1: Bridge Control and Data Path Functional Model
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2.1.1 Bridge Model Internal Interfaces

As shown in the bridgmodel (see Figure 2—1), there are three categories of internal
interfaces:

* Managemententity control and status interfaces— The management enti-
ty has a control and status interface into each of the function modules of the
bridge. The management entity performs operations through these interfaces.
The operations include:

— Initialization (and self-test)

— Gathering status and statistics

— Setting state

— Setting information or characteristics
— Enabling or disabling a function

Notice that because the only control path to the protocol database is from the
management entity (see Figure 2-1), only the management entity can add
information to the protocol database.

* Other control interfaces— The spanning tree entity has a control interface
to each port. In many ways, this entity is similar to the management interface
in the bridge, but is limited to controlling the pertlata path to the forward-
ing and translating process module.

The control interface from the forwarding and translating process module to

the address database allows the forwarding and translating process to add

new addresses to the address database. Addresses that are currently in the ad-
dress database may have their status updated also.

* Data flow interfaces— The data flow interfaces allow the bridgéunction-
al modules to pass data frames.

Thefollowing sections provide detailed descriptions of the individual functiod-
ulesthat make up the bridge model.

Bridge Operation 2-3



2.1.2 Ports

Theports (see Figure 2—-2) are the bridgaterface to its attached LANs. The ports
consistof a data link section and a physical channel attachment section, and their
associatedhterfaces.

Figure 2—2:  Port Module Block Diagram
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Thedata link section and physical channel attachment section correspond to the two
lowestlayers (Data Link and Physical) of the Internationajddization forStan-
dardizationrmodel for Open Systems Interconnection, see Figure 1-4. These layers
definethe electrical and mechanical aspects of connecting to a physical medium. To-
gether,they make it possible for devices to connect to a physical medium and to
transmitand receive data over the channel.

Eachport has a data interface to the forwarding and translating process module,
managemengntity, and spanning tree entitfhe ports pass frames (from packets
receivedfrom the external interface) to these modules through these interfaces.
Framegpassed to the port from these modules are sent to the external interface.
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2.1.2.1 Port States

Thebridge ports contain the data link functions that provide the transmit and receive
capabilitieson a local network. The bridge ports are always in one of six states. These
statesare:

* INIT — The corresponding data link is initializing or testing itself. All data
flow interfaces are off.

* DISABLED — The port is disabled by the management enfitg port is
only available for receiving and transmitting management messages to and
from the management entity.

The management entity interface is enabled for transmitting and receiv-
ing frames to and from the attached LAN.

The interface to the forwarding and translating process module is dis-
abled.

The interface from the forwarding and translating process module is dis-
abled.

The spanning tree entity interface is disabled for transmit and receive op-
erations.

* BROKEN — The port is broken and cannot be relied on to provide valid
frame transmit and receive operations. All data flow interfaces are off.

The management entity interface is disabled for transmitting and receiv-
ing frames to and from the attached LAN.

The interface to the forwarding and translating process module is dis-
abled.

The interface from the forwarding and translating process module is dis-
abled.

The spanning tree entity interface is disabled for transmit and receive op-
erations.

* PREFORWARDING — This state is divided into two substatekS TEN-
ING andLEARNING.

Bridge Operation 2-5



In the first half of the PREFORMRDING state, the port is in the LISTEN-
ING state. During this substate, it only receives frames destined to it.

In the second half of the PREFORWDING state, the port is in the

LEARNING state. During this substate, the forwarding and translating pro-
cess module is placing new source addresses in the address database and the
bridge is about to begin the frame relay service. The ports will all remain in

the PREFORWRDING state for a time interval controlled by the spanning

tree entity.

— The management entity interface is enabled for transmitting and receiv-
ing frames to and from the attached LAN.

— The interface to the forwarding and translating process module is enabled
(LEARNING substate only).

— The interface from the forwarding and translating process module is dis-
abled.

— The spanning tree entity interface is enabled for transmit and receive op-
erations.

FORWARDING — This is the bridge’ normal operation state. Normal
frame relay service will be provided on an extended LAN spanning tree.

— The management entity interface is enabled for transmitting and receiv-
ing frames to and from the attached LAN.

— The interface to the forwarding and translating process module is en-
abled.

— The interface from the forwarding and translating process module is en-
abled.

— The spanning tree entity interface is enabled for transmit and receive op-
erations.

BACKUP — The spanning tree entity has disabled the data flow interface to
the forwarding and translating process module. This port is not active in the
frame relay service, but will continue to monitor the LAN for management
and spanning tree information.

— The management entity interface is enabled for transmitting and receiv-
ing frames to and from the attached LAN.
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— Theinterface to the forwarding and translating process module is dis-
abled.

— The interface from the forwarding and translating process module is dis-
abled.

— The spanning tree entity interface is enabled for transmit and receive op-
erations.

2.1.2.2 Port State Transitions

The port can change from any other state to the INIT state if it determines that it
would fail initialization. Figure 2—3 shows the port state transitions.

Figure 2-3:  Port State Transitions
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Themanagement entity periodically attempts to restart a port that is in the BROKEN
state.
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2.1.2.3 Frame Aging

Whena port dispatches a frarteethe attached LAN, the frame is held resident in the
port transmit queue untthe data link can send the frame. This queue can become
largewhen the port encounters congestion on the outbound LAN, thus causing frame
transmitdelays.

Theframe aging (opacket aginyprocess ensures that the extended LAN does not
containdata frames that were held residerthmtransmit queue longer than the time
limits required for certain finsport level protocdimers. The port deletes frames
that are held resident too long in the bridge.

Theframe age time is measured from the reception of the last byte of thE@RC
theinbound LAN to the start of transmission of the destination addretise out-
boundLAN. Frames are held within the bridge no longer than 2 seconds.

2.1.3 Forwarding and T ranslating Process Module

Theforwarding and translating process module (see Figurefeedides the frame
forwardingfunction between bridge porfBhis function, depending on the type of
bridge,can include some or all of the following features:

* Frame Forwarding
e Translation

* Fragmentation

e Learning

After thebridge is initialized, the forwarding and translating process is active and
hasa number of counters and statistics that the management module can obtain
throughthe management interface.
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Figure 2-4: Forwarding and Translating Process Module Block Diagram
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2.1.3.1 Frame Forwarding

Theforwarding and translating process module uses its interfaces to the forwarding
database module to determine whether a frame should be forwarded and which port
shouldreceive thérame. The bridge forwards frames to an outbound port if all of the
following conditions are true:

e The frame was not received from that port.
* The source address filternst set to discard the specific frame.
* The protocol type filter imot set to discard the specific frame.
* And anyoneof the following three conditions is also true:
— The destination address of the frame is known to reside on that port.

— The forwarding and translating process module does not know which port
the destination address resides ftonding).

— The destination address is a multicast or a broadcast address (that has not
been set to discard by bridge management).

Digital’s DECbridge 600 series multiport bridges have a special filtering feature that
enablemnetwork management to specify forwarding/filtering criteria on a per-port
basis.Chapter 6 contains examples of this feature.
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Oncethe bridge decide® forward a frame, the frametimnslatedif the outbound
portis connected to a dissimilar type LAN (refer to Section 2.1.3.2).

2.1.3.2 Translation

The DECbridge 500/600 series performs frame translation (rather than encapsula-
tion) when forwardinga frame between the dissimilar LANs itinterconnects. Frame
translation means that frames that are to be forwarded are first converted into the na-
tive frame format othe destination LAN. Thus, translation type bridges allow sta-
tions on the FDDI LAN to communicatéransparently with stations on the
802.3/Ethernelt AN. Note that the frame formats fBDDI, 802.3, and Ethernet are

all different (see Figure 2-5).

Figure 2-5:  Frame Formats
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Translationfrom thelEEE 802.3 frame format to the FDDI frame format is fairly
straightforward, since both FDDI and 802.3 frames should ha@®2a2Logical

Link Control (LLC) headerHowever when translating a frame from the Ethernet
formatto the FDDI format, an 802.2 LLikzader must be be generated that conforms
to Internet standard RFC 1042.
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A standard 802.2 LLC header is created for Ethernet format frames to be sent on
FDDI as follows:

* Both the Destination Service Access Point (DSAP) and Source Service Ac-
cess Point (SSAP) values are set to Sub-Network Access Protocol (SNAP)
AA hex.

e The Control field is set to U_I| (Unnumbered Information), which has a value
of 03.

e The Oganizationally Unique Identifier (OUI), the first 3 bytes of the
Protocol Identifier (PID), is set to 00-00-00 (the Ethernet OUI).

* The remaining 2 bytes in the PID are set to the Ethernet Protgeel(PPT).

Whentranslating a framfgom the FDDI format to the Ethernet format, the process is
reversedo generate an Ethernet format frame from an FDDI frame.

Digital has added a special feature to translating bridges to help ensure that
802.3/Etherngpackets transferred between pairs of bridgesheitletranslated into

their original format. A table in each bridge contains the PIDs of special protocols
thatcould otherwise be retranslated into the wrong format. The AgidID is
enterednto the table by default.

2.1.3.3 Fragmentation

The DECbridge 500/600 series is capable of performing IP fragmentation on IP
packetseceived on the FDDI that are to be forwarded on the Ethernet, but are larger
thanthe maximum packet size that Ethernet supports.

Themaximum FDDI packesize, including the CRC, is 4495 bytes. The maximum
Ethernepacket size is 1518 bytes. RFC 791, the standard that describes the Internet
Protocol specifies the rules for fragmentation when there is a mismatch in maximum
datalink size between the source and destination data link.

The DECbridge 500/600 series breals the received packet into legal Ethernet
framesin accordance with this specification. An IP header is generated for each frag-
mentgenerated, and re-assembly of these fragments is done by the destination node.
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Notethat IP fragments are generated only when the IP fragmentation switch is en-
abled(by the management software), ben't Fragment (DF) bitin the IP header is
clear,and the IP headé&s errorfree. The IP fragmentation switch can be used to dis-
ablefragmentation and is enabled by default. If the switch is enabled but fragmenta-
tion is not occurring, the reason for dropping the IP packets can be detected by
examininghe IP fragment-related counters. See the documentation on your network
managemergoftware for more information.

2.1.3.4 Learning

Theforwarding and translating process module is responsible for adding unknown
sourceaddresses to the address database. The module uses the control intedace to
addresslatabase for this function. When a frame is received from an attached port,
bothsource and destination addressesheeked for their disposition in the address
database. If the source address is not listed, it is added to the address database with its
associated port address. While new source addressesadaeoly the forwarding
andtranslating process module, only the bridge management entity can set a source
address permanently in theble with special status, suchast allowed on a given

port.

The address database deletes normally learned addresses from the database if the
sourceaddresses are not heard within a specified time. This timer value is provided
tothe address databasethg spanning tree entifigntries set by bridge management
arenottimed out

2.1.4 Forwarding Database

Theforwarding database (see Figure 2—6) has two distinct entities: the protocol da-
tabaseand the address database. The protocol database is optional and may not be
presenbn all bridges, or it may only be partially implemented. The address database
is required in all bridges.
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Figure 2-6: Forwarding Database Block Diagram
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2.1.4.1 Protocol Database

The protocol database is usedtne forwarding and translating process module to
helpdecide the disposition of frames received from the attached ports. The protocol
databasés controlled only bythe bridge management entitvhich is responsible

for adding or deleting the protocol entries from the database.

2.1.4.2 Address Database

Upon initialization, the following addresses can be in the address database:

The bridges own physical address(es)
* Digital's “All Bridge Multicast Address” = 09-00-2B-01-00-00

¢ Digital's LAN Bridge 100 Spanningrée Multicast Address =
09-00-2B-01-00-01

e The 802.1d Spanningde Multicast Address = 01-80-C2-00-00-00
* Addresses to be filtered as specified in the IEEE 802.1d specification

* Addresses specified by the management entity
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Themanagement interface to the address database allows the management entity to
determinghe number of addressestlre database, address age, address value, and
port association. It can also set other available information, including setting an
entry,to reside permanently in the address database.

2.1.5 Management Entity

2-14

Themanagement entity (see Figure 2—7) has management responsibility for the op-
erationof the bridge ang@rovides control and status input to each function module
within the bridge.

It provides the following capabilities:

e Initializing (and self-test)

e Status and statistics gathering

e Setting state

» Setting information or characteristics

* Enabling or disabling a function

* Providing remote management capability

* Providing a local management interface
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Figure 2-7: Management Entity Block Diagram
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2.1.5.1 Protocol Database Access

The management entity has control access to the protocol database. The manage-
mententity isthe only entity that can add or delete entries. The protocol database is
alwaysinitialized with no entries set (all protocols forwarded).

2.1.5.2 Address Database Access

Themanagement entity has control access to the address database. The management
entity can add a number khownaddresse® the address database for specific use.

2.1.5.3 Spanning Tree Entity Access

Themanagement entity has contamld status access to the spanning tree entity
managemenentity uses its interface to the spanning tree ettityetermine the
spanningree characteristics, tmeot of the spanning tree, and other spanning tree
entity information. This interface is also used to set other spanning tree parameters,
suchas priority and line cost.
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2.16

2-16

Spanning Tree Entity

Extended_AN configurations cannot include any data link loops. If a loop were to
occur,packets transmitted onto the extended LAN could circulate around the loop
indefinitely. To prevent data link loops from occurring, the bridge has a special
built-in spanning tree entity that can detect the looped configuration. The bridge uses
thespanning tree entity to disable the pomterface to the forwarding and translat-

ing process module for any path involving a loop in an extended LAN topdlogy
spanningree entity (see Figure 2—8) provides this function in a bridge.

Figure 2-8:  Spanning T ree Entity Block Diagram
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Thespanning tree computation process provides the following features that enhance
extendecdhetwork capability:

* Loop detection

e Automatic backup (using redundant bridges)
* Determinism

* Low network overhead

e Self-maintenance

* Management
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Thespanningree entitys control interface to the bridge ports is used to gain control
over the state of any bridge port. Refer to the Port State diagram (see Figure 2—3) for
thesestates.

Thespanning tree entity'control interface into the address database is for setting the
addresage timer value. Typicallyhis value is 2 minutes but is shortened to 30 sec-
ondswhen the spanning tree entity detects a reconfiguration of the spanning tree.

Themanagement entity has a control input interface to the spanning treeldmisity
controlinput interface is used by bridge management to gather state and status infor-
mationand to control input, such as setting the root priority.

2.1.7 Bridge States

Thebridge can be in one of four states during its operation (noteritige states are
distinctfrom the port states described in Section 2.1.2.1):

* OFF — Power is OFFThe bridge is not operating.

* INIT — The bridge is initializing all of the functional modules. This can in-
clude a self-test of each module.

e OPERATE — The bridge is performing all of its functions and at least one
of its ports is operational.

* BROKEN — The bridge has detected a fatal error condition within itself.

The bridge can transition between states as shown in Figure 2-9.

Whenpowered on, the bridge automatically enterdii& state. It can go back to
theOFF state only by being powered. dffthe initialization is successful, the bridge
entersthe OPERAE state. If the initialization fails, the bridge reentersIthig
stateor goes to thBROKEN state, depending on the nature of the failure. The bridge
only stays irthe BROKEN state for fatal errors; otherwise, it periodically retries ini-
tialization.
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Figure 2-9: Bridge State Transitions
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Themanagement entity can reset the bridge, howeetallof these states may be
availablethrough the bridge management interface. For example, if the brigge is
theBROKEN state, the management entity coxdtdremotely communicate this in-
formation.

The bridge can changstates from OPERFE to INIT at any time if it determines
thatit would fail initialization and test.

Thestates shown for the bridge aréeefively the combined states of the ports and
theproper operation of all the bridge functions. Egample, if all portsverein the
BROKEN state, then the bridge (since it could not proviterelay service at all)
would also be in the BROKEN state.

If any porwas noin the BROKEN statand couldbe poperly initialized the bridge

wouldgo to the OPERFE state to allow the management entity to provide informa-
tion on the current bridge status to network managers.
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3

3.1

3.1.1

The Spanning Tree

Thischapter explains how the spanning tree algorithm configures and maintains the
spanningreein an extended LAN. An implementation of the algorithm is contained
in the spanning tree entity shown in the bridge model (see Figure 2-1).

Every extended local area network of any mesh complexity is logically configured
into a network topology calledspanning tree This is accomplished by a continu-
ous, distributed process that is determinedtihwspanning tree algorithm. The
spanningree algorithm ensures that the configuration contains no loops (that there
is only one path between any two nodes) and that all LANs are connected.

This chapter assumes that bridges have only two ports, although all concepts and
proceduresliscussed in the chapter can be applied to multiport bridges.

The Spanning T ree Algorithm

This section discusses the twofdient implementations of the spanning tree algo-
rithm used by Digitab bridges, the properties of the algorithm, and how the algo-
rithm computes the spanning tree.

Implementations of the Spanning T  ree Algorithm

Digital bridges use either of two implementations of the spanning tree algorithm: the
implementatiorused by Digita LAN Bridge 100 or the implementation described
by the IEEE 802.1d MAC Bridge specification. Both implementations produce
identicalspanning tree logical configurations for any network configuration.
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Digital's bridges (such as the LAN Bridge 150, LAN Bridge 200, and DECbridge
500/600series), have an auto-select feature (refer to Section 3.3) that enables themto
functionin either LAN Bridge 100 spanning tree mode or 802.1 spanning tree mode.
Thesebridges can be in the same extended LAN with either LAN Bridge 100 or
802.1bridges.

3.1.2 Properties of the Spanning T ree Algorithm

3.2

The spanning tree algorithm has the following properties:

Loop detection— If bridges are accidentally configured in a loop, the algo-
rithm computes a loop-free portion of the topology.

Automatic backup (using redundant bridges)— Bridges can be deliber-

ately configured in a redundant path so that one of the bridges in the loop can
serve as the backup for anothEne process automatically configures a re-
dundant bridge as a backup bridge. The backup bridge does not forward
frames.

Determinism — A fixed set of rules controls the process so that when vari-
ables change, the results are predictable.

Low network overhead— The messages that control the spanning tree are
usually transmitted at 1-second intervals (default), thus using a very small
percentage of the available network bandwidth.

Management— The algorithm allows tuning of parameters by management
to control the topology

The Spanning T ree Computation Process

The spanning tree computation process is continuous, setting up the spanning tree
whenbridges are initialized and maintaining the spanning tree aftertstablish-
ing the spanning tree involves these steps:

1. Bridges in the extended LAN elect a unique root bridge.

2. Bridges in the extended LAN elect a designated bridge for each LAN.

3. Redundant paths are removed from the logical spanning tree.
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Thespanning tree is self-maintaining, and performs these functions aftestiais
lished:

* Replacesa broken forwarding bridge with a backup bridge.
* Removes a redundant bridge when a loop is detected.

* Maintains address timers that control the aging of forwarding database ad-
dress entries.

3.2.1 How Bridges Communicate with Other Bridges

The spanning tree algorithm isdistributed process in which all bridges in the ex-
tendedLAN participate. Each bridge maintains information about itself and the
spannindree in databases: one database for the bridge spanning tree parameters (de-
scribedin Section 3.4) and one database for each bridge port for port spanning tree
parameters (described in Section 3.5). These parameters are used in computing the
spanningree and in providing results of the spanning tree computation.

Bridgescommunicate with each other with a minimum-size packet caliéella
messagereferred to in the IEEE 802.1d specification as a Configuration Bridge Pro-
tocol Data Unit (BPDU). The Hello messages provide the following information:

* Best Root

¢ Cost to Root

e Designated ID

* Designated Port
* Root Age

* Forward Delay
e Listen Time

e Hello Time

* Hello Flags

Refer to Section 3.4 for a description of the bridge spanning tree parameters.
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3.2.2 Determining the Root Bridge

34

Eachspanning tree has a unigueot bridge Theroot bridge initiates Hello mes-
sagegshat propagate to other bridges in the extended LAN and dictates the values of
certainspanning tree parameters for other bridges.

Theroot bridge for the spanning tree is the bridge with the lowest bridge ID. A bridge
ID consists of the value of the bridg&oot Priority spanning tree parameter and its
address(Each port of a multiport bridge hasliferent address; the bridge address is
oneof the port data link addresses.)

Thebridges irthe extended LAN determine the root bridge by following these steps:

1. Whena bridge is powered up, it sends out a Hello message on each port,
claiming to be the root bridge of the extended LAN. The bridges adjacent to
the sending bridge receive its message. Figure 3—1 illustrates the propagation
of Hello messages among three bridges in a network segment at initialization.

In this network segment, Hello messages sent by bridge B1 are received by
B2; Hello messages sent by bridge B2 are received by B1 and B3; and Hello
messages sent by bridge B3 are received by B2.

This Hello message identifies the sending bridge as the root bridge by speci-
fying its bridge ID as the Best Root parametdre sending bridge stores this
parameter in its spanning tree database.

2. When a bridge receives a Hello message, it compares the Best Root value in
the message to the value of the Best Root parameter in its spanning tree data-
base.

a. If the Best Root in the incoming Hello message contains better root infor-
mation (a lower bridge ID), the bridge determines that the bridge that sent
the Hello message is the root bridge.

The receiving bridge ceases to declare itself the root, stores the new root
information that it received in its spanning tree database, and marks the
port on which it received the better Hello message amling . At the

next Hello interval, this bridge will send a Hello message, on the other
port, that identifies the new root bridge as the Best Root.
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Figure 3-1: Propagation of Hello Messages at Initialization
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b. If the Best Root in the Hello message does not contain better root infor-
mation, the bridge will continue to send its own Hello message at each
Hello interval on both ports.

The root bridge sends a Hello message at each Hello interval. Each
bridge sends a Hello when it receives one on its inlink. At each subse-
guent Hello interval, each bridge sends a Hello message that declares the
root bridge in the Best Root field.
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3. Eventuallyeach bridge in the spanning tree knows the bridge ID of the root
bridge. The root bridge initiates Hello messages, sending them on both its
ports. Other bridges receive these messages on their inlinks and generate their
own Hello messages, sending the messages to other bridges further from the
root. Figure 3—2 shows the results of the process after stabilization.

Figure 3-2: Determination of Root Bridge
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3.2.3 Determining Designated Bridges

Thedesignated bridgefor a LAN is the bridge that logically connects the LAN to
the next LAN closer to the root. This means that it provides forwarding service for
thatLAN. Each LAN has only one designated bridge.

Each port that connects a bridge to a LAN Haseacost which isa value associated
with the port. The oot path costfor a bridge is the sum of the line costs for each
inlink between the bridge and the root bridge. A designhated bridge for a LAN is the
bridgeconnected to the LAN that has the lowest root path cost to the root bridge.
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If the root path cost for two bridges is the same, the designated bridge is the bridge
with the lower bridge IQtie-breaker). The root bridge is the designated bridge for

bothLANSs it connects; all other bridgesay be the designated bridge on any port but
the bridges inlink.

Figure 3—3%hows an extended LAN that consists of four bridges and four LANs. The
figurelabels bridge ports and markach bridge with its bridge 1D; the Root Priority
precedeshe bridges address. All line costs are 10, their default value.

Figure 3-3: Determining the Root and Designated Bridges in a Looped Con-
figuration
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The following sequence describes how this extended LAN stabilizes.

1. At the first Hello interval, the following occurs:

a.

B1 receives Hello messages from B2 and B3 and compares addresses to
determine the Best Root. B1 has the lowest bridge ID because its Root
Priority is lowest, so it will continue to declare itself the root bridge and
the designated bridge for LANs A and B in its next Hello message.

B2 receives Hello messages from B1 and B4 and compares addresses,
determining that B1 is the Best Root. Thus, port 1 is its inlink. B2 will
continue to declare itself the designated bridge for LAN C and will de-
clare B1 as the Best Root in its next Hello message. At the next Hello
interval, B2 will send a Hello message on port 2 to B4.

B3 receives Hello messages from B1 and B4 and compares addresses,
determining that B1 is the Best Root. Thus, port 1 is its inlink. B3 contin-
ues to declare itself as designated bridge for LAN D and declares B1 as
the Best Root in its next Hello message. At the next Hello interval, B3
sends a Hello message on port 2 to B4.

B4 receives Hello messages from B2 and B3 and compares addresses,
determining that B4 is the Best Root because it has the lowest bridge 1D
(priorities are the same). B4 continues to declare itself the designated
bridge for LAN C and LAN D and declares itself as the Best Root in its
next Hello message.

2. At the second Hello interval, the following occurs:

a.

b.

B1 sends its Hello message to B2 and B3 (as before).

B2 receives Hello messages from B1 and B4, indicating no change in in-
formation.

B3 receives Hello messages from B1 and B4 (the latter declaring B4 as

the Best Root). B3 compares addresses and determines that B1 is the Best
Root. At the next interval, B3 continues to declare B1 as the Best Root

and itself as the designated bridge for LAN D.

B4 receives Hello messages from B2 and B3 diemift ports, both de-
claring B1 as the root bridge, indicating that B4 is in a loop. B4 must de-
termine whether it is the designated bridge for either LAN C or LAN D.
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Both B3 and B4 attempt to become designated for LAN D. B3 becomes
the designated bridge because its Cost to Root is lower (10) than B4's
Cost to Root (20), even though it has a higher bridge ID. Thus, B4 be-
comes a backup bridge. B4hlink is port 1, the port on the side of the
bridge with the lower bridge ID (tie-breaké&ecause the cost to the root
is the same on both sides). Port 1 moves to the FAHMNG state and
port 2 moves to the BACKUP state.

3. At the third Hello interval, the following occurs:
a. Bl sends its Hello message to B2 and B3 (as before).
b. B2 receives BE Hello message and detects no change.
c. B3receives BE Hello message and detects no change.

d. B4 receives Hello messages on both ports but detects no change. B4 re-
mains a backup bridge.

This Hello message pattern continues until a change is detected.

3.2.4 Port States

At initialization, thespanning tree entity sets each port to the PREFORWARDING
state,because by default it is designated on each port (designated on the LAN to
whichthe port is connectedDuring the forward delayhe port state of the inlink

and of the port connecting a LAN to its designated bridgREFORWARDING.

After the forward delaythe state changes to FORWARDING.

A port that is not the inlink and is not designatedafoy LAN is set to BACKUPA
bridge with a port in the BACKUP state does not forward frames on either port
(two-portcase). A bridge can forward frames only between protte FORWARD-

ING state.

Inthe IEEE 802.1d specification, the BACKUP state is cdlledking the first half
of the PREFORWRDING state is calletistening and the second half of the PRE-
FORWARDING state is calletearning

Port states are described in more detail in Chapter 2.
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3.2.5 One-Way Connectivity

The condition in which abridge has a broken receiver or transmitter is called
one-wayconnectivity Traffic through a bridge with one-way connectivity moves in
only one direction. The spanning tree computation process detects the problem in the
following way:

* Broken Receiver — If a bridge receives no frames on a port for a specific
period of time (defined by the No Frame Interval bridge spanning tree param-
eter), it runs a link test.

If the receiver is broken, the port is brought down by setting its state to BRO-
KEN. (This condition may cause the spanning tree to be recomputed.)

* A broken transmitter or a broken receiver on an adjacent bridge — Only the
root bridge initiates Hello messages. Other bridges receive Hello messages on
their inlink and send them on the port on which they are designated.

If a designated bridge receives a Hello message on the port on which it is des-
ignated, and the message contains worse root information, that message is
called abad Hello messagé\ bad Hello could be sent by a bridge coming

online after the extended LAN has stabilized (a normal situation that corrects
itself). It could also indicate one-way connectivity in which the receiving

bridge has a broken transmitter or the sending bridge has a broken receiver.

Thespanning tree algorithm uses several bridge and port spanning tree parameters
thatcount bad Hellos and the time intervals between them to distinguish between a
normaland problematic condition:

¢ Bad Hello Count—The number of bad Hellos.

* Bad Hello Limit — The number of bad Hellos that, when reached, triggers a
link test (which may indicate a defective transmitter).

¢ Bad Hello Limit Exceeded Count— The number of times the Bad Hello
Limit has been reached since initialization.

e Clear Time Count—The number of successive Hello intervals during which
no bad Hello was received.
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¢ Bad Hello Reset Interval— The number of consecutive Hello intervals
without a bad Hello. When the Cleanie Count reaches this value, the Bad
Hello Count is reset. This allows for bad Hellos during initialization of the
extended LAN.

* Possible Loop Flag— Indicates whether the Best Root named in the bad
Hello message is the same as the Best Root known to the bridge receiving the
bad Hello.

If the Best Root values are the same, a loop would exist if the bridge sending
the bad Hello and the bridge receiving it continue to forward.

These parameters work together in the following way:

1. When a bridge first receives a bad Hello message, it increments the Bad Hel-
lo Count parameter.

2. During each subsequent Hello interval, the bridge increments the Bad Hello
Count if it receives a bad Hello or it increments the CléaeTCount if it
does not receive a bad Hello.

If the Best Root in the bad Hello is the same as the Best Root known by the
bridge receiving the bad Hello, the receiving bridge sets the Possible Loop
Flag; otherwise, the bridge resets the flag.

3. After each Hello interval, the spanning tree computation process checks these
counters against the Bad Hello Limit and the Bad Hello Reset Interval.

a. If the Clear Tme Count reaches the Bad Hello Reset Interval, the bridge
resets the Bad Hello Count and the CleanelCount.

b. If the Bad Hello Count reaches the Bad Hello Limit, the bridge incre-
ments the Bad Hello Limit Exceeded Count and performs a link test on
the port receiving the bad Hello messages to determine whether its trans-
mitter is working. The bridge resets the Bad Hello Count and Clear Time
Count parameters.

If the link test passes, the bridge sending the bad Hello messages prob-
ably has a broken receivdthis problem will be detected when that

bridge receives no frames for the number of seconds specified by the No
Frame Interval parameter (the test described previously).
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If the Possible Loop Flag is set, a loop will exist if both bridges continue
forwarding. © avoid a loop, the bridge receiving the bad Hellos stops
forwarding frames (enters the PREFORRDING state on the port re-
ceiving the bad Hellos).

If the bridge sending the bad Hello messages determines that it has a bro-
ken receiverthat bridge will stop forwarding and enter the BROKEN

state on the faulty port. The bridge that received those messages will start
forwarding again.

3.2.6 Topology Changes

3-12

Eachbridge maintains a forwarding database that contains station addregses, the
onwhich the addresses are located, and the age ofeéh&es (the number of sec-
ondssince the last time the bridge received a frame from this stafddorjdge for-
wardsor filters frames based on the information in its forwarding database.

Thereis only one active path between two statiorsloop-free extended LAN. If a
bridgebreaks, stations on one side of the bridge cannot communicate with stations
onthe other side until the extended LAN topology changest¢amvent the faulty
path(assuming that a redundant path exists between these stations).

A topology changeccurs when a backup bridge becomes a forwarding bridge. The
pathbetween stations on either side of the broken bridge may change because those
stationscan now be reached through the new forwarding bridge. Bridgesuprust
datetheir forwarding databases as quickly as possible so that stattomst isolated

for long.

The spanning tree entity of each bridge maintains two parameters fibett thie
maintenancef their forwarding databases: Forwarding Database Normal Aging
Time and Forwarding Database Short Aginmé&. These parameters determine the
maximumage of an entry in the forwarding database.

¢ Normal Aging Tme — The amount of time a bridge retains an entry for a
learned station address without receiving a frame sent by this station during
normal network operation.

* Short Aging Tme — The amount of time a bridge retains an entry for a
learned station address without receiving a frame sent by this station follow-
ing a topology change.
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If the forwarding database holding time is too short, addresses are removed from the
forwardingdatabase too quickly and network performanciessibecause too few
framesare filtered. Howevewhen a topology change has occurred, itis important to
usea shorter address database holding time so that incstaiion information can

be changed as quickly as possible.

Whenthe new designatdiatidge starts forwarding, it sends@pblogy Change No-
tification (TCN) to the root bridge on its inlink. Each intermediate bridge sends the
TCN to thenext bridge closer to the root and sets an Acknowledgment Flag, sent to
thebridge that sent the TCN in its next Hello message.In the IEEE 802.1d specifica-
tion, the TCN message is called TCN BPDU.

When the root bridge receives the TCN, it sets tipwlbgy Change Flag inits Hello
messagand begins sending out the modified Hello messageash bridge re-
ceiveghe Hello message, it reads the flag and switches from the Normal Aging Time
to the Short Aging TimeThe Topology Change Flag is set for the amount of time
specifiedin the Topology Changeimer for the root. Figure 3—4 illustrates this pro-
cessand the text following the figure describes the sequential process.

Figure 3—-4: An Extended LAN Adjusting Aftera T opology Change
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In Figure 3—4bridges B1 and B2 are operational, and bridge B3 is a backup bridge.
StationX can reach station Y through B2.

If B2 fails, station Yon LAN C cannot receive frames from station X on LAN B be-
causethe entry for Y in B1S forwarding database instructs B1 to filter frames re-
ceivedon LAN B addressed to V.

When B3 begins forwarding, entries in Bfbrwarding database for addresses on
LAN C (including station Y) are aged out after the Short Agiimgel Bridge B1
learnsthat station Y can be reached on LAN A and adds or updates an entry for ad-
dressyY in its forwarding database.

Station X can now communicate with Y much sooner than if the Normal Aging Time
valuehad been used. Figure 3-5 shows the network segment after B3 replaces B2.

Figure 3-5: An Extended LAN Adjusted
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3.2.7 Repeaters and Simple Bridges

3.3

A repeater is a device tHfatwards all frames it receives. A simple bridge is a bridge
thatmay or may not be capable of filtering but does not participate in the spanning
tree.Both repeaters and simple bridges will forward Hello messages like any other
multicastmessage.

A network in which a simple bridge or repeater forms a loop c#usspanning tree
bridge in the loop to stop forwarding. A loop consisting of only two sitogitiyeds
undetectabland dificult to correct.

LAN Bridge 100, IEEE 802.1, and Auto-Select Bridges

LAN Bridge 100 models use DigitalL AN Bridge 100 implementation of the span-
ning tree algorithm. IEEE 802.1 bridges use the 802.1 spanningrtpdementa-

tion, defined by the IEEE 802.1d, MAC Bridge specification. For a given physical
topology both implementations produce the same logical topology because the al-
gorithmis the same in both.

Hello messages used by the two implementationa@reompatible; LAN Bridge
100models cannot interpret 802.1 Hello messages, and 802.1 bridges cannot inter-
pretLAN Bridge 100 Hello messages. The LAN Bridge 150, LAN Bridge 200, and
the DECbridge 500/60Geries have an Auto-Select feature that enables them to
functionin either LAN Bridge 100 spanning tree mode or 8@pdnning tree mode
andinterpret both types of Hello messagihough these Auto-Select bridges can
interpret both messages, the bridges can only operaespanning tree mode at a
time.

Thissection discusses the implications of having bridges that use both spanning tree
implementationsn the same extended LAN.

3.3.1 Combining LAN Bridge 100 and 802.1 Bridges in the Extended LAN

Becausé. AN Bridge 100and 802.1 bridges cannot interpret each aghi¢ello mes-
sagesa network that contains both bridge types will produce two separate spanning
trees.The LAN Bridge 100 Hello message is treated as a normal multicast message
byan 802.1 bridgand forwarded. Similar)y802.1 Hello messages are forwarded by
LAN Bridge 100 models.
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Figure 3—6illustrates a simple topologyonsisting of two bridges, a LAN Bridge
100and an 802.1 bridge, placed in parallel.

Figure 3-6: Potential Problem — A LAN Bridge 100 and an IEEE 802.1 Bridge
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Both bridges send Hellos on LAN and LAN B and try to start forwarding. In this
topology,two problems can occur:

1. If the two bridges are powered up at the same time, have the same spanning
tree timer values, and have a similar hardware base, neither would detect the
other; they would start forwarding on both ports at the same time. If the two
bridges send the next Hello message at the same time, they would both re-
ceive their own Hello message at the same time, indicating that they are in a
loop. They would then enter the backup mode, expire themselves, and start
forwarding togethemrepeating the cycle indefinitely.

This condition is known athrashingor oscillation. While these bridges
thrash, there is no connectivity between the two LANS. In this situation, the
topology does not stabilize if the timers continue to expire in each bridge at
exactly the same interval.

Bridge and Extended LAN Reference



2. If the bridges are not powered up at the same time, or if their timer values
differ, the topology becomes stable, as only one bridge receives its Hello
message and becomes a backup bridge. Howtieeresulting topology is
not deterministic because it would depend on the order in which they were
powered up.

For example, if the 802.1 bridge is added to the network after the LAN
Bridge 100 has started forwarding, the 802.1 bridge would become a backup
bridge because the other bridge appears to be a repeatauld receive its

own Hello message and detect the loop.

This topology has the following results:

e Two spanning trees are formed. The topology cannot be managed effectively
because not all bridges patrticipate in the same spanning tree.

* The topology is not deterministic, which has these implications:

— Network problems are di€ult to diagnose. Since the topology is depen-
dent on the order that the bridges are brought up, conditions are not al-
ways reproducible.

— Network performance is unpredictable. The level of performance in vari-
ous parts of the extended LAN will vagepending on the current topol-

0ogy.

— The topology cannot be tuned, since its behavior is not predictable.

3.3.2 Spanning T ree Auto-Select Bridges

Bridgeshaving the Auto-Select feature (such as the LAN Bridge 150, LAN Bridge
200,and the DECbridge 500/600 series) are able to interpret both LAN Bridge 100
and802.1 Hello messages. Thus, Auto-Select bridges can be combined with either
LAN Bridge 100 or 802.1 bridges in a network.

An Auto-Select bridge can run either spanning tree implementation but can only use

oneata given time. It may switch to the other mode if required, but it cannot be in
both spanning trees at the same time.
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By default, an Auto-Select bridge powers up as an 802.1 bridge in 802.1 spanning
tree mode. Howeveras soon as it receives a LABtidge 100 Hello message, it
switchegto LAN Bridge 100spanning tree mode. In LAN Bridge 100 spanning tree
mode,an Auto-Select bridge filters 802.1 Hello messages.

TheLAN Bridge 100 Spanningree Compatibility switch can force an Auto-Select
bridgeto operate in 802.1 spanning tree mode.0Filys switch should initially be
setto True (Auto-Select mode) if any LAN Bridge 100 (or a bridge that configures
with the LAN Bridge 100 spanning tree implementation) is present in the extended
LAN. After migration of all bridges to the 802.1d standard is complete, the switch
canbe set to False (IEEE 802.1 spanning tree mode only).

If the root bridge in a LAN Bridge 100 spanntnge is an Auto-Select bridge, it con-
tinuouslydetermines whether it needs to remain in the LAN Bridge 100 spanning
treemode or can switch to the 802.1 spanning tree mode. The presence of any LAN
Bridge 100 in the extendedAN keeps the Auto-Select bridge in the LAN Bridge
100 spanning tree mode.

TheAuto-Select root periodically polls the LAN Bridge 1toGee if it is still present

in the extended LAN. If the rogets no response to a poll, it assumes that the known
LAN Bridge 100 has been removed from the network. It then sends out a multicast
poll message to all bridges to determine whether anbfeBridge 100 is present

in the network. If any LAN Bridge 100 respondsthie poll, the root remains in LAN
Bridge 100 spanning tree mode and polls this LAN Bridge 100 periodidatlye
rootgets no response to the multicast poll, it switches to &padning tree mode.

Whenthe root changes over to 802.1 spantieg mode, other Auto-Select bridges

no longer receive the LAN Bridge 100 Hello messages and eventually switch
802.1spanning tree mode because the bridges conclude that the LAN Bridge 100
root has expired.
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Figure 3—7illustrates a network segment with LAN Bridge 100, Auto-Select, and
802.1bridges.

Figure 3-7: LAN Bridge 100, IEEE 802.1, and Auto-Select Bridge in a

Segment
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In this segment, B1 is the LAN Bridge 100, B2 is the Auto-Select bridge, and B3 is
the 802.1 bridge.

Bridge B1 sends its Hello message onto LAN B.

Bridge B2 receives the LAN Bridge 108ello and switches to LAN Bridge 100
spanningree mode, sending LAN Bridge 100 Hello messages.

BridgeB3 forwards the LAN Bridge 100 Hello message, since it cannot interpret it.
Thus,B2, the Auto-Select bridge, receives its ddallo messages. Realizing that it
isin a loop, B2 becomes a backup bridge.

As an Auto-Select bridge, B2 filters the 802.1 Hellos from B3, preventing B3 from

receivingits own Hello messages. This happens deterministically and the two
bridgesnever thrash.
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3.4

It is not advisable to have LAN Bridge 100, 802.1, and Auto-Select bridges in the
sameextended LAN indefinitelyAs shownin Figure 3-7, if the positions of the
LAN Bridge 100 and Auto-Select bridges were exchangddiM Bridge 100
would be in a loop with an 802.1 bridge, leading to indeterminism poskibly,
thrashingThis example topology may be seen during migration to the IEEE 802.1d
standard.

Bridge Spanning T ree Parameters

Bridge spanning tree parametdescribe and determine the spanning tree. Several
bridgespanning tree parameters can be set with bridge management; others cannot
be set but are determined by the spanning tree computation process andisan be
playedwith bridge management. This section discusses all of the bridge spanning
treeparameters.

3.4.1 Actual Forward Delay

TheActual Forward Delay parameter indicates the Forward Delay currentbein

by the root bridge. The Forward Delay for a bridge fmaget with bridge manage-
ment,butonce the spanning tree computation process is complete, the bridge uses
theroot bridges Forward Delayif the bridge becomes the root bridge Fitsward
Delayvalue becomes the Actual Forward Delay for all bridges in the network.

Duringthe first half of the Forward Deldyridges send and listen to Hello messages,
participatingin the spanning tree computation process. During the second half,
bridgesexamine frames received on both ports, adding station address entries in
their forwarding databases (this is tlearning process

3.4.2 Actual Hello Interval
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TheActual Hello Interval parameter indicates the Hello interval currently in use by
therootbridge. The Hello Interval parameter for a bridge may be set with bridge
managementhut once the spanning tree computation process is complete, each
bridgeuses the root bridgeHello Interval parameter value. If the bridge becomes
theroot bridge, itdello Interval parameter value becomes the Actual Hello Interval
for all bridges in the network.
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3.4.3 Actual Listen Time

TheActual Listen Tme parameter indicates thesten Time currently in use by the
rootbridge.The Listen ime for a bridge may be set with bridge managerbant
oncethe spanning tree computation process is completehridge uses the root
bridge’sListen Time. If the bridge becomes the root bridge, its Listenelvalue
becomeshe Actual Listen e for all bridges in the network.

3.4.4 Bad Hello Limit

TheBad Hello Limit parameter specifies the number of successive Hello intervals
duringwhich a bridge may receive bad Hello messagéare the bridge performs a
link test on the port. A bad Hello message may indicate a port proliherBad Hel-

lo Limit parameter works with other spanning tree parameters. ®8ection 3.2.5

for more information.

3.4.5 Bad Hello Reset Interval

TheBad Hello Reset Interval parameter specifies how many Hello intervals without
badHello messages a bridge will wait before it resets the Bad Hello Count for a port.

This parameter indicates how long a bridge will hold the current value of the Bad
Hello Count, even though the bridge is not receiliad Hello messages. The bridge
automaticallyrestarts this timer each time it receives another bad Hello message.
Thetimer is expressed in Hello intervals. Refer to Section 3.2.5 for more informa-
tion.

3.4.6 Best Root

TheBest Root parameter indicates the bridge ID that this bridge believes is the root
bridge. In the 802.1d specification, the name for this parameter is Designated Root.
Referto Section 3.2.2 for more information.

3.4.7 Best Root Age

TheBest Root Age parameter indicates the age, in seconds, of the most recent Hello
messagérom the Best Root. When the value of the Best Rootekgeeds the value

of the Listen Tme parametethe bridge assumes the root has expired and sends out
Hello messages on both its ports, declaitisgff to be the root bridge and the desig-
natedbridge on its LANSs. In the 802.1d specification, this parameter is called the
MessageéAge.
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3.4.8 Forwarding Database Normal Aging Time

The Forwarding Database Normal Agingmle parameter specifies how lolag
bridgeretains learned station address entries in its forwarding database during nor-
malnetwork operation. If an address does not appear in the source field of a frame for
a period of time defined by this parametiés entry in the forwarding database is
markedinactive and may be removed. Refegction 3.2.6 for more information.

3.4.9 Forwarding Database Short Aging Time

TheForwarding Database Short Agifigne parameter specifies how long a bridge
retaindearned station address entries in its forwarding database following a topolo-
gy change. Refer to Section 3.2.6 for more information.

3.4.10 Forward Delay

TheForward Delay parameter specifies the period of time that a ksidges stay in
thePREFORWARDING state before entering the FORRDING state. This value
is significant only for the root bridgsince it administers the Actual Forward Delay
for all bridges in the spanning tree.

In the IEEE 802.1dpecification, the Forward Delay is equivalent to the first half of
the Forward Delay used in the Digital LAN Bridge 100 implementation, the time
usedby the bridge to listen to Hello messages.

3.4.11 Hello Interval

The Hello Interval parametespecifies the value of an interval timer that controls
how often a bridge sends a Hetltessage. This value is significant only for the root
bridge,since itadministers the Actual Hello Interval for all bridges in the spanning
tree.

3.4.12 Inlink
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Thelnlink parameter indicates the port numbgthis bridges port on the path to the
root bridge. This value is either 1 or 2 for a two-port bridge. In the IEEE 802.1d spec-
ification, this parameter malled the Root Port. Refer to Section 3.2.3 for more infor-
mation.
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3.4.13 LAN Bridge 100 Bridge Being Polled

TheLAN Bridge 100 Bridge Being Polled parameter indicates the bridge tlReof
LAN Bridge 100 that the Auto-Select root bridge is polling.

This parameter applies only to an Auto-Select root bridge operating in LAN Bridge
100spanning tree mode. Refer to Section 3.3.2 for more information.

3.4.14 LAN Bridge 100 Poll Time

The LAN Bridge 100 Poll Tme parameter specifies the number of seconds an
Auto-Selectroot bridge waits between making LAN Bridge 100 poll attempts. The
root polls the network to determine whether any LBNdge 100 models are pres-
ent.If a LAN Bridge 100 responds within the time set by the LAN Bridge 100 Re-
sponselimeout parametethe Auto-Select root stays in LAN Bridge 1§jfianning
treemode and the bridge address is stored irL#ws Bridge 100 Bridge Being
Polledparameter for the next poll.

This parameter applies only to an Auto-Select root bridge operating in LAN Bridge
100spanning tree mode. Refer to Section 3.3.2 for more information.

3.4.15 LAN Bridge 100 Response Timeout

TheLAN Bridge 100 Responsearfeout parameter specifies the numbesazfonds
an Auto-Select root bridge will wait for a response to a LAN Bridge 100 poll.

This parameter applies only to an Auto-Select root bridge in LAN Bridgespa0-
ning tree mode. Refer to Section 3.3.2 for more information.

3.4.16 LAN Bridge 100 Spanning T ree Compatibility Switch

TheLAN Bridge 100 Spanningrée Compatibility parameter specifies whether the
LAN Bridge 150, LAN Bridge 200, or DECbridge 500/600 series bridge is function-
ing as an Auto-Select bridge as an 802.1 spanning tree bridge. Refer to Section
3.3.2for more information.

3.4.17 Listen Time

TheListen Time parameter specifies the age of a Hello mes@ageconds), after
whichthe bridge considers the message tsthke Thisvalue is significant only for

theroot bridge, since it administefgtual Listen Tme for all bridges in the span-
ningtree. In the IEEE 802.1d specification, the néon¢his parameter is Max Age.
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3.4.18 My Cost

The My Cost parameter indicates the bridgasrent path cost to the root bridge.
Referto Section 3.2.3 for more information.

3.4.19 No Frame Interval

TheNo Frame Interval parameter specifies the numbssadnds that a bridge waits
withoutreceiving a frame on a port before the bridge suspects a prahtémns a
link test on the port. Refer to Section 3.2.5 for more information.

3.4.20 Root Priority

The Root Priority parameter is the most significant byte ofatiége ID. It can be
usedto establish the root bridge or designated bridge.

During the spanning tree computation process, Hello messages from all bridges in
thenetwork are compared so that the root bridge and designated bridges can be deter-
mined.Thebridge with thelowest bridge ID becomes the root bridge, with Root
Priority values compared first and hardware addressmsnd. Refer to Section 3.2.2
for more information.

3.4.21 Spanning T ree Mode

The Spanning fEe Mode parameter indicates whether the LAN Bridge LAQ}
Bridge 200, or DECbridge 500/600 series is operating in LAN Bridge 100 spanning
treemode or 802.1 spanning tree mo&efer to Section 3.3.2 for more information.

3.4.22 Spanning Tree Mode Changes

TheSpanning Tee Mode Changes parameter indicates the number of times that the
modeof the spanning tree changed from 802.1 spanning tree mode to LAN Bridge
100spanning tree mode. Refer to Section 3.3.2 for more information .

3.4.23 Tell Parent Flag

The Tell Parent Flag parameter indicates that the bridge needs to $epdlagy
ChangeNotification on its inlink to its parent bridge, the next closest bridge in the
pathto the root. Refer to Section 3.2.6 for more information.
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3.4.24 Topology Change Flag

TheTopology Change Flag parameter indicates thatibibridge has been notified
of atopology change in the network and that bridges are to use the Forvizating
baseShort Aging Tme. Refer to Section 3.2.6 for more information.

3.4.25 Topology Change Timer

The Topology Change imer indicates the number séconds that the root bridge
sendsHello messages with thepology Change Flag set.

In LAN Bridge 100 spanning tree mode, thapdlogy Changdimer is the sum of
theForward Delay parameter value and the Short Agingeparameter value. For
802.1bridges, the duration is one-h#ie Forward Delay parameter value plus the
Listen Time parameter value. Refer to Section 3.2.6 for more information.

3.5 Port Spanning T ree Parameters

Portspanning tree parameters consist of one settable parameter and several nonset-
tableparameters. Port spanning tree parameters describe the spegairgm each

port’s perspective. The Line Cost parameter can be modified with bridge manage-
ment;all others are nonsettable but éedisplayed with bridge management. A da-
tabaseof port spanning tree parameters is associated with each port.

3.5.1 Acknowledgment Flag

TheAcknowledgment Flag indicates thie port has received thefology Change
Notification from a bridge lower down in the spanning tree (further from the root
bridge).The acknowledgment is santthe next Hello message. In the IEEE 802.1d
specificationthis parameter is called thefgology Change Detected flag. Refer to
Section3.2.6 for more information.

3.5.2 Bad Hello Count

TheBad Hello Count parameter indicates the number of consecutive Hello intervals
duringwhich the bridge received a bad Hello message on a port. When the value of
theBad Hello Count reaches the Bad Hello Limit setli@rbridge, the bridge resets

this counterincreases the Bad Hello Limit Exceeded Count by one, and performs a
link test on the port.
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Notethat if the Clear itne Count parameter value reaches the value of the Bad Hello
Resetintervalbridge parametdreforethe Bad Hello Count reaches the Bad Hello
Limit, the port resets the Bad Hello Count. Refer to Section 3.2.5 for more informa-
tion.

3.5.3 Bad Hello Limit Exceeded Count

TheBad Hello Limit Exceeded Countindicates the number of times that this bridge’s
BadHello Limit has been exceeded since its initialization. Refer to Section 3.2.5 for
moreinformation.

3.5.4 Clear Time Count

The Clear Tme Count parameter indicates the number of consecutive Hello inter-
valsduring which the bridge has received no bad Hello messages on this port. When
the Clear ime Count reaches the Bad Hello Reset Interval bridge parartieter
bridgeresets the Cleatifie Count and the Bad Hello Count. Refer to Section 3.2.5
for more information.

3.5.5 Designated Bridge ID
TheDesignated bridge ID parameter indicates the bridge ID of the designhated bridge
onthis LAN (the LAN connected to this port).

3.5.6 Designated Bridge Link Number
The Designated Bridg&ink Number parameter indicates the port number of the
designatedbridge on this LAN (the LAN connected to this port).

3.5.7 Designated Root Age
TheDesignated Root Age parameter indicates the age, in seconds, of the last Hello
messagesent by the designated root.

3.5.8 Designated Root ID

TheDesignated Root ID parameter indicates the bridge ID of the bridge considered
to be the root bridge on this port.

3-26 Bridge and Extended LAN Reference



3.5.9 Forward Delay Timer

The Forward Delay imer parameter indicates the time remaining before the port
will leave the PREFORWRDING state and enter the FORWRDING state.

3.5.10 Line Cost

TheLine Cost parameter specifies the cost value for the port, which is used to deter-

minethe path cost to the root bridge. The Line Cost parameter may be set by network
management.

3.5.11 Port Address

ThePort Address parameter indicates the hardware address of the port, which may
differ from the bridge address.

3.5.12 Possible Loop Flag

ThePossible Loop Flag parameter indicates whether the bridge has detected a loop
conditionin asituation where the Bad Hello Count is not zero. Refer to Section 3.2.5
for more information.

3.5.13 Root Path Cost

TheRoot Path Cogiarameter indicates the cost to the root bridge for the designated
bridgeon this LAN.
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4

Extended LAN and Bridge Management

Effectiveextended local aresetwork (LAN) and bridge management means ensur-
ing that the extended LAN conforms to the needs of network users and performs with
optimum efficiency The network manager can manage bridges, lines, and traffic
flow. Management involves these activities:

* Configuring

* Controlling

* Monitoring

e Troubleshooting

This chapter provides an overview of some of the network marsafigrctions.
Topicspresented in this chapter are discussed in greater detail in Chapters 3, 5, and 6
of this manual, and in the network management software documentation.

Digital provides the following network management products that allow you to man-
agethe bridges (and FDDI concentrators) in your extended network:

* DECelms

* DECmcc Extended LAN Manager Software

* DECmcc Management Station for ULTRIX
NOTE

Throughouthis manualthe generic termetwork man-
agementoftwarewill be used to represent these net-
work management products. For specific information
oneach product, refer to the associated manuals.



4.1 Configuring an Extended LAN

The spanning trealgorithm, described in Chapter 3, produces a logical network
configurationfrom a physical arrangement of LANs and bridges. The algorithm en-
sureghatthe extended LAN contains no loops and that all LANs are connected. The
networkmanager can #ict the logical configuration that the spanning tree compu-
tationprocess produces, therebfeafing network performance.

4.1.1 Specifying the Root Bridge of the Extended LAN

Theroot bridge in an extended LANtise bridge that controls the network configu-
ration by originating Hello messages. The placement of the root bridge can affect
networkperformance. The spanning tree algorithm determines the root bridge by
comparinghe bridge 1Ds foall bridges in the extended LAN. The root bridge is the
bridgewith the lowest bridge ID (Root Priority and hardwadglress). The process
usedby the spanning tree algorithm to determine the root bridge is described in detail
in Section 3.2.2.

Sincethe hardware addresses are siteatactoryyou can specify the root bridge by
usingbridge management to assign the loviRzsdt Priority value to the bridge that
you want to become the root bridge.

4.1.2 Specifying Designated Bridges for LANs

A designated bridge for a LAN is the bridge that connects the LAN to the path to the
root bridge. The spanning tree computation process automatically detetiménes
designatedbridgefor each LAN. D minimize trafic through an indfcient LAN or
througha heavily used AN, it is important to ensure that the spanning tree algo-
rithm chooses a particular bridge to become the designated bridge for a LAN.

Each line connecting a bridge to a LAN hdia costthat helps to determine the
designatedbridge for the LAN. The line cost is not a monetary cost but is, instead,
basedn issues such as line bandwidth, anticipated lingdrahd so on. The sum of
theline costs fomll inlinks between the LAN and the root bridge isitbet path

cost The bridge with the lowest root path cost becomes the desidnatgd for the
LAN. If more than one bridge has the same lowest root path costidge with the
lowestbridge ID becomes the designated bridge. The procesbgysied spanning
treealgorithm to elect designated bridges is described in detail in Section 3.2.3.
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You can cause the spanning tree computation process to select a particular bridge as
the designated bridge for a LAN by using network management to set the Line Cost
spanningree parameter for one or more ports. Assign a low Line Cost for a bridge
line if you want the bridge to become the designated bridge drtiNeattached to

the line. Referto Chapter 6 for more information about specifying designated
bridgesfor LANSs.

4.1.3 Spanning T ree Mode Selection

The spanning tree computation process developed by Digital Equi@dogrdra-

tion was firstimplemented in Digital’LAN Bridge 100 product. This spanning tree
algorithmwas ofered to the IEEE and has now been adopted by the IEEE as part of
thelEEE 802.1d, MAC Bridging Standard.

Althoughthe two algorithms are identical and produce exactly the sparing
treetopologies, the 802.1d standard has a slightfgidiht implementation ahe
algorithm.For example, the multicast address used for the bridge Hello méssage
differentin the LAN Bridge 100 spanning tree implementation than it is in the 802
spanningree implementation. As a result, bridges that operate in one of these two
spanningree modes cannot understand Hello messages from bridges that operate in
the other spanning tree mode.

To help solve this problem, the LAN Bridge 150, LAN Bridge 200 and DECbridge
500/600series dynamically select either the 802.1 spanning tree mode or the LAN
Bridge 100 spanning tree mode, depending on what the network configuration re-
quires.

An Auto-Select software switch controlled the bridge management software lets

youeither enable thsuto-configurgormigration) mode or lock the bridge in 802.1
spanningree mode.

Extended LAN and Bridge Management 4-3



4.2

Controlling Bridges and Ports

A network manager can control bridges and porfectig network treffc and
bridgeoperation. This section discusses some of the ways the network manager can

controlbridges and ports.

NOTE

For specific information on how your netwonkanage-
ment software performs these functions, refer to the
documentatiotn your particular managemesystem.

4.2.1 Restricting Access to the Extended LAN

Eachbridge sets up and maintains a forwarding datakdseh determines whether
abridge forwardor filters (discards) a frame that it receives. The forwarding data-
baseconsists of an address database and, for certain bridge models, a protocol data-
base.You can restrict access to portions of the extended LAN by using bridge
managementb add entries to the forwarding databases of one or more bridges.

4.2.1.1 Managing Address Entries in the Forwarding Database

4-4

During the forwarding delgyeach bridge listens to traffim its LANS. By examin-

ing the source address of each frame it receives, a bridge can determine which port
the station is heard on. Then, when a bridge is forwarding and receives a frame ad-
dressedo a particular station, @an determine which port the frame should be sent

to. Each bridges address database contaitistaf station addresses and the bridge

line that indicates the side of the bridge where that station is located. The entry also
indicateswhether frames with that station address are to be forwarded or filtered.

To restrict a statios’ access to portions of the extended LAN, the forwarding data-
baseentry should be set in th@idge to filter frames for the userstation. LAN
Bridge 100, LAN Bridge 150, LAN Bridge 200, and DECbridge 500/600 se&as

filter frames for a station address appearing in the destination field of the frame. The
LAN Bridge 200 and DECbridge 500/600 series can also filter frames if the address
appearsn the source field of the frameol can addorwarding database entries
with bridge management.
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4.2.1.2 Selective Address Forwarding

TheLAN Bridge 200 and DECbridge 500/600 series allow you to control which sta-
tionscan communicate across the bridge. Ebigctive addrss forwardindeature

is controlled by a management set software switch (manual filter software switch),
whichallows you to indicate the specific source and destination addresses to be for-
wardedand instruct the bridge to filter (discard) all other addressmscan selec-

tively control source and destination addresses only with bridge management.

4.2.1.3 Managing Protocol Entries in the Protocol Database

TheLAN Bridge 200 and DECbridge 500/600 sertiegs maintain a protocol data-
baseof protocol entries. Each entry identifies a frame type, protocol idenéfidr
defineswhether the bridge is to forward or filter frames that contain that protocol.
Thesebridges allow you to contrdfaffic of frames using particular protocols by
addingentries to their protocol databaseutan add protocol database entries only
with bridge management.

4.2.2 Disabling and Enabling Bridge Ports

You can remove a bridge port from the spanning tree by disabling it. Disabling the
bridgeport forces the spanning tree algorithm to recompute the spanning tree. (Note
thatdisabling or enabling a LAN Bridge 100 or a LAN Bridge 150 port also causes
thesebridge models to initialize.) & can disable and enable bridge ports with
bridgemanagement.

4.2.3 Initializing Bridges

Initializing a bridge resets the bridge, just as if it had been physically turnaddff
thenon again. liyou suspect a problem with a bridge, you can initialize it to force it to
performself-tests. Also, if you modify spannitrge parameters incorreGtjyou can
initialize bridges and reset the parameters to their factory default vatuesani-
tialize a bridge with bridge management.
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4.2.4 Setting the Device Password

You can assign and set a password for each LAN Bridge 150, LAN Bridge 200,
DECbridge500/600 series, arfdECconcentrator 500 in your extended LAN. (The
LAN Bridge 100 does not support device passwords). The password is stored in the
device’snonvolatile memory (NVRAM). Adevice that has a password set checks
thatthe correct password is supplied with any network management configuration or
controlcommand and rejects any command with an incorrect or absent password.
You can set (or change) device passwords only with bridge management.

4.2.5 Upline Dump of Memory Image

You can configure your LAN Bridge 200 for upline dumping, so thateemory
imageis sentto a DECnetAX host if a fatal error causes the device to crash. Digital
Servicexan then analyze the dump file to determine the cause of failure. The docu-
mentationon your networkmanagement software explains how to set up a DEC-
net-VAX host to receive upline dumps, and also describes henetale or disable
uplinedumping on the device, and how to indicate which host is to receive the upline
dumpfile.

4.2.6 Downline Loading of Executable Images

You can configure your LAN Bridge 100 or LAN Bridge 150 so that it will request a
downline load of software (such asT'M Listener) upon initialization instead of
loadingthe bridge code stored in its read only memory (ROM).

You can configure your DECbridge 500/600 series and DECconceriffido ac-
ceptdownline loaded upgrades to the device operational code. The downline load
proces®verwrites the image stored in the devds®nvolatile memoryJse the util-

ity provided with the upgrade software for downline load upgrades.
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4.2.7 Controlling IP Fragmentation on a DECbridge 500/600 Series

You can control the fragmentation lofternet Protocol (IP) frames on a DECbridge
500/600series. Through the network management software, you can instruct the
bridgeto break up largénternet Protocol frames received on its FDDI line into
smallerframes that can be transmitted on its IEEE 802.3/Ethernet line. This frag-
mentationis necessary because the maximum size for a frame on an FDDI ring is
4500bytes, but only 1518 bytes for a frame on an IEEE 802.3/Ethernet segment. The
documentatioon your network management software explains how to enable and
disablelP fragmentation, and hote display the settings of the software switch that
controlsfragmentation.

4.2.8 Setting the T arget Token Rotation T ime for an FDDI Line

You can use bridge management to set tlyetaralue that the FDDI MAC entity of a
DECbridge500/600 series or DECconcentrator 500 will bid in the claim token pro-
cess. The claim token process sets thgetdoken rotation time (TTR used by all
stationson the ring and determines the station that will originate the tokemh&ee
documentatioln your network management software for mofermation on how

to set and display the TTIRbarameter settings.

4.2.9 Setting the V alid Transmission T imer for an FDDI Line

You can use bridgemanagement to set thalid Transmission imer (TVX) value

for the FDDI MAC entity of a DECbridge 500/600 series or DECconcentrator 500,
anddisplay the value that is currently irfexft. Each FDDI station hasTVX that
detectgoken loss on the ring, excessive noise, and other faultstdtien resets its
TVX to zero upon receipt of the ending delimiter of a valid frame or nonrestricted
token.The timer expires when the time sincelds valid transmission exceeds the
TVX value sefor the station. When the valid transmission timer expires, the station
startsthe claim token process, which initializes the ring and creates a new token.
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4.2.10 Setting the Link Error Monitor Threshold for a Physical Port

You can use bridge management to set the link error monitor (LEM) threshold for a
physicalport (PHY entity) ora DECbridge 500/600 series or a DECconcentrator
500,and display the current LEM threshalelttings. The LEM checks the bit error
rate(BER) on the physical port during normal operation. When the bit error rate rises
abovethe LEM thresholdthe station disables the physical port, preventing it from
disruptingthe ring. The station then repeatedly runs the link confidence test (LCT)
onthe physical port until the physical port is validated. The bit error rate on a physi-
cal port can rise because of rgaral port quality port degradatiomyr simply be-
causehe connector is loose.

4.2.11 Setting the Collision Presence T est Characteristic

4.3

If a bridge port has a transceiver that uses the Collision Pree=t¢€RT), the CPT
characteristi¢often referred to aseartbea} for the line should be setoM can set
theCPT characteristic withridge management. This maintainability feature is only
usefulif the CPTfunction is enabled when the Medium Attachment Unit (MAU),
suchas a DELNI, provides the function. The bridge will continue to work correctly
with either setting.

Monitoring Bridges and Ports

Locatingand correcting bridge and LAN problems involves examining network ac-
tivity by monitoring bridges and ports. Counters provide useful statistics for moni-
toring network activity Also, bridges can serve asaffic monitors, providing
statisticsthat can be used to find problems.

4.3.1 Examining Bridge and Port Counters

Bridgesand ports maintain counters that track framditradrrors,and other events.

These counters keep track of frames and bytes received by the bridge, and can classi-
fy them in various ways to provide useful information for troubleshooting an ex-
tendedLAN.

4.3.2 Using a LAN Bridge 200 as a LAN Monitor

A LAN Bridge 200 can also serve as a LAN monitor (not to be confused with LTM
listenerdescribed in Section 4.3.3), allowing you to observe the utilizatiooygh-

put, and other characteristics of the LANs to which the bridge is attacheaaviou
monitora LAN by using a LAN Bridge 200 with bridge management.
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4.3.3 Designating a LAN Bridge 100 as an L TM Listener

TheLAN Traffic Monitor (LTM) is separately priced Ethernet monitorsajtware
thatuses a LAN Bridge 100 or LAN Bridge 150 to gather networkitrafatistics
andperiodically forward them to a VMS system for compilation and analysis.

A bridge that is loaded withTIM Ethernet monitoring software is referred tcaas
LTM listener. Bridgesservingas ITM listeners are dedicated solely toN; they

do not perform normal bridge functions and aoatrolled by I'M software. You
candesignate a LAN Bridge 100 or a LAN Bridge 150 to be &M listener with

bridge management.

4.4 Bridge Management and the Bridge Model

This sectiondiscusses how ddrent entities, shown in the bridge model (see Figure
2-1),are involved in bridge management.

4.4.1 The Spanning T ree Entity

The spanning tree entity works with other entities in the following ways:

* Management commands can modify spanning tree parameters and cause re-
computation of the spanning tree. The management entity provides these val-
ues to the spanning tree entity.

* The spanning tree entity controls port states during the computation of the
spanning tree.

e Spanning tree parameters can control the status of entries in the forwarding
address database.

4.4.2 The Management Entity
The management entity works with other entities in the following ways:
* Management commands can control the state of ports.

* Management commands can add, delete, and modify entries in the forward-
ing database (either the address database or the protocol database).
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Managementommands can modify spanning tree parameters maintained in
the spanning tree entity.

Management commands caffeaf the bridge by initializing it, or they can
display bridge counters or characteristics.

4.4.3 The Forwarding Database

Theforwarding database consists of the address database, which contains station and
multicastaddress entries, attie protocol database, which contains protocol entries.

Theforwarding database entity can work with other entitighénfollowing ways:

4-10

During the forward delaythe forwarding and translation process module ex-
amines frames that are received by the bridge ports and adds station address
entries to the address database from the source addresses in the frames.

While the bridge is forwarding, the forwarding and translation process mod-
ule checks the address database and the protocol database (for the LAN
Bridge 200 and DECbridge 500/600 series) to determine whether to forward
or filter frames that are received by the bridge.

Management commands, passed on by the managementatipdd, re-
move, or modify entries in either the address database or the protocol data-
base.

The spanning tree entity carfeadt the status of address database entries with
the Forwarding Database Normal Aginign€ and Short Agingime span-
ning tree parameters.
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5.1

Bridge and Extended LAN Performance

High performance for extended local ametworks and bridges means minimal
delayand maximal data integrityhe performance goal ispoovide extended LAN
endnodes the same (or better) datagram service than would be received on a single
LAN. This chapter discusses factors thé¢eifthe performance of extended LANs
andbridges.

Extended LAN Performance

An important performance goal of an extended LAN is that it performs like a LAN.
Ideally,users on an extended LAN should think that they are part of a single LAN and
not be aware that they are part of a collection of LANs with connecting bridges.
Somefactors that can &dct the performance of extended LANs and bridges are
listed here and are described in the subsections that follow:

e End-to-end delay

* Diameter of the extended LAN

* Frame lifetime

* Frame loss (caused by data errors)
¢ Undetected data corruption

e Low-performance controllers

* Frame loss caused by congestion
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5.1.1 End-to-End Delay

Theend-to-end delayis the maximum amount of time it can take for a packet to trav-
elfrom one end of the extended LAN to the atfibe end-to-end delay iSefted by
theextended LAN diameteby bridge processing, and by LAN congestion.

Theextended LAN diameteris the number of LANs on the path between the two
mostdistant stations. The maximudiameter is limited by the allowable end-to-end
delaybetween any two stations. For delay-sensitive protocols, such as Local Area
Transporor TerminalServer applications, the average one-way delay across the ex-
tendedLAN should not exceed 10 milliseconds for a 100-byte packet.

5.1.2 Frame Lifetime and the Seven-Bridge Rule

Theframe lifetime in an extended LAN is the amount of time it takes for a frame to
reachits destination. The lifetime of a frame in an extended LAN must not exceed 15
secondsSinceframes cannot exist in a bridge for more than 2 seconds, the maxi-
mum suggested extended LAN diameter is seven bridges (eight LANS).

Notethat this maximum extended LAN diameter is an architeclionélwhich al-

lows Transport level LAN services to have a guarantee on frame lifetime. Transport
timerand frame sequence numbers and size can be properly set once the Data Link
framelifetime is fixed. Many protocols, howevgrovide poor or unusable service
toapplications at times approaching even 10 percent of the maximum frame lifetime.

5.1.3 Frame Loss Caused by Data Errors

Framegmay be losin the extended LAN because of data errors. The average frame
lossrate due to detected data errors must not exceed one frame in 10,000.

As each frame is sent, it is assigned a cyclic redundancy check (CRC) valae that
determinedy the frame contents. The CRC value is a frame check sequence, used
for verifying the frame content§/hen a bridge receives the frame, it calculates the
CRCand compares that value with the value in the frahtke values match, the
frameis assumed to be correct and processing continues. If the valueswitciot
theframe is discarded because of a datar Generally data errors occur due to
noisewhile the frame is traversing a LAN.
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5.1.4 Undetected Data Corruption

A rare, but notimpossible, event can occur when the CRC indicates that the received
framecontains correct information, even though several data errors may have oc-
curredin the frame. This event is known @sdetected data corruption

Asthe LAN grows to aextended LAN, the transport protocols expect to receive the
samdevel ofperformance for an undetected data error rate. Therefore, as the bridge
storesandforwards frames, it must not increase the probability that a user will re-
ceivea frame with undetected data corruption. An excellent method for performing
thisis topreservethe CRC.

Asthe frame is received, the bridge port checks the CRC for errors and discards any
errorsit finds. Howeverthe received CRC is also placed in the bridge memory along
with the frame. If the frame is transferred to another port in the bridge, the bridge
sendgthe original CRC, which was stored in the bridg@emoryalong with the
frame(see note).

NOTE

Translating type bridges (suchas the DEChbridge
500/600series) alter the incoming frame to complith

the format required byhe outbound pows’ data link.
Therefore the received CRC cannot be preserved and
transmittedto the outbound port. The forwardilagd
translationprocess module verifies the framentents
usingthe received CRC whilecalculatinga new CRC

to reflect the added or altered information. Thew
CRCis sent along with the translated frame to the out-
boundport.

Thismethod ensures thatyerrors that may have occurred to the frame while it was
still in the bridge will be protected by the original (or recalculated) CRC value. This
ensuregshemaximum data protection possible for the frame from end to end in the
extended_AN.

Digital's LAN Bridge 100, LAN Bridge 150, and LAN Bridge 200 models are non-
translatingtype bridges, and preserve the CRC.

Digital’s DECbridge 500/600 series units are translating type bridges, and as such,

recalculatehe CRC to reflect the altered information (refer to Section 2.108.2
moreinformation about the translation feature).

Bridge and Extended LAN Performance 5-3



5.1.5 Low-Performance Controllers

Low-performancesontrollers can cause LAN problems as the amount dictaf
theLAN increases. Some low-performance controllers only provide a single buffer
for receiving packets. Other packets immediately following the first (within the
properPhysical layer timing parameter) are not able to be properly received.

Thestore-and-forward nature of the bridge changes the way frames are forwarded in
the extended LAN. For example, two packets received with several packets between
them(or some LAN idle time) on one bridge port may be soubeet-to-baclon
theoutbound LAN. A single bdér controller would have trouble receiving the sec-
ond packet.

Evenfor multibuffered controllers, an extended LAN may increase the processing
needs or memory needs to ensure that the packets are correctly processed.

5.1.6 Frame Loss Caused by Congestion

A LAN may transmit frame&om only one station at a time. Congestion occurs
whena LAN isbusy at the time another station (bridge) is ready to transmit a frame.
A frame may be lost due to congestion for three reasons:

* If a frame reaches its lifetime in a bridge (2 seconds) before the bridge can
transmit the frame, the bridge discards the frame.

* When the LAN becomes available, all bridges with frames in their outbound
queues attempt to send them. If more than one station attempts to send a
frame at the same time, a collision takes place. All stations then follow a pre-
scribed procedure where they back tifen try again after waiting a random
amount of time. If a bridge is unable to transmit the frame, it repeats this pro-
cess. If the bridge experiences 16 collisions without sending the frame, it dis-
cards the frame. In this case, the outbound LAN is overloaded.

* |f the bridge fills its transmit queue while waiting for the LAN to become
available, the bridge begins to discard frames that it would otherwise be for-
warding.
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5.2 Bridge Performance

Bridgesmust perform several functions without adding unacceptable dethg to
performancef the extended LAN:

Recognize, process, and transmit spanning tree Hello messages.
Recognize, process, and respond to management requests.

Forward and filter frames.

This section discusses constraints on bridge performance of these functions.

5.2.1 Forwarding and T ranslating Process Module

The forwarding and translating process module performs these functions:

Checks the destination address of the frame to determine whether to forward
or filter the frame. The LAN Bridge 200 and DECbridge 500/600 series units
also check the fram&'source address.

Checks the protocol type of the frame to determine whether to forward or
filter the frame (LAN Bridge 200 and DEChbridge 500/600 series).

If the outbound port is connected to a dissimilar LAN, the (DEChbridge
500/600 series) module modifiisanslates)he frames format to meet the
requirements of the recipient LAN.

If the frame received on the inbound port is an Internet Protocol frame, and
the frame size is Iger than that allowed on the outbound port, the
(DECbridge 500/600 series) module fragments the frame into several smaller
packets to accommodate the recipient LAN. Refer to Section 2.1.3 for more
information about the fragmentation of IP frames.

Checks both source and destination address of received frames for their dis-
position in the address database. If the source address is not listed, it is added
(learning) to the address database along with its associated port address.
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5.2.1.1 Discard Rate

Thebridge must be able thspatch frames quickly enough so that it is able to recog-
nize,process, and dispatétello messages and management requests addressed to
thebridge. The goal is to ensure that processing frames does notleabsege to
becomecongested. This means that the bridgkscard rate should be faster than the
worst-casdrame arrival rate, dhat Hello messages and management requests are
split off and treated with higher priority.

5.2.1.2 Forwarding Rate

A bridge must be able to process frames as quickly as the access method for the cor-
respondind-AN allows. As a bridge completes processing a frame forlaerded,

it sends itto the outbound port. If the LAN is free, the port dispatches the frame. If the
LAN is not free, the port adds the frame to its transmit queue and waits for the LAN to
becomdree. If the LAN is congested, frames may accumulate in thegtoath\smit
queue.If the transmit queue becomes full and no frames in the queue have exceeded
their frame lifetimeframeseceived and processed by the bridge are discarded until
spacebecomes available on the transmit queue.

5.2.1.3 Forwarding Latency

Forwardinglatency for a bridge is the delay caused by a biigeessing a frame.
Processindime does not include the time that fl@me waits in the queue to be
transmittecbn the outgoing data link. Forwarding latency is measured from the time
thelast bit of the frame is received to the time the firsbbihe frame is transmitted,
with the assumption that there is no outbound congestion.

5.2.1.4 Frame Lifetime

Theframe lifetime in a bridge is the amount of time from the beginning of reception
of the frame to the beginning of transmission of the frame. Frame lifetime includes
thetime that the frame waits in the queue to be transmitted @mutgeing data link.

Frames that have resided in the bridge for less than 1 second are not discarded unless
outboundcongestion is such that no transmitfbtg are available. Frames that re-
sidein the bridge for more than 2 seconds are discarded. As a result, the maximum
lifetime of a frame in an extended LAN with a diameter of seven bridges is Hbout
secondsWith a 2-second frame lifetime in a bridge and a maximum extended LAN
diameterof seven bridges, it is impossible for a frame to reach its extdriied
15-secondifetime.
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5.2.2 Forwarding Database

Theforwarding and translating process module accesses the address database of the
forwardingdatabase to perform the following functions:

* Add address entries during the learning process.
* Check addresses contained in incoming frames.

Theforwarding and translating process modcageesses the protocol database (fea-
turedin some bridges) of the forwarding database to perform the following function:

* Checkprotocol values contained in incoming frames.

5.2.2.1 Learning Rate

Whena bridge is powered up, its ports remain in the PREFSORINNG state for
anamount of time defined by the Forward Delay spanning tree paraDetigrg the
secondhalf of the forward delayhe bridge learns the location of station addresses
by examining the frames that it receives. Bridges also learn station addresses while
forwarding.

An important function of a bridge is to maintain a correct address database for effi-
cienttransmission of packets to the intended LANSs. A bristgeuld have enough
addresdearning capability to ensure that an up-to-date tabieaimtained at all
times.Also, the addredsble should be lge enough to ensure an address space for
all of the active nodes on the network.

Thebridges learning and update rate must béisight to maintain these addresses
andto ensure their correctness even during the times when the heaviest utilization of
theattached LANs and the forwarding engine is taking place. For extended LAN sta-
bility, in fact, this is the most important time to ensure progress on address learning.

For example, if the address table has the incorrect port associated with an address,
thebridge will forward the frame to the incorrect port and actually be responsible for
causingexcess trdic for the LANs and other bridges in the configuration. Alterna-
tively, if the address is not listed in the additedde, the bridge wiflood the frame
andpotentially use excess bandwidth.

Ensuringforward progress of informatiompdates to the bridgeaddress table is
critical to the stability of the extended LAN.
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5.2.2.2 Age Rate

5.3

Bridgesuse two diferent spanning tree parameters that govern the aging out of the
inactiveforwarding database address entries: the Forwarding Database Rgrmal
ing Time and the Forwarding Database Short Agimgel TheNormal Aging Time
parametecontrols address aging during normal network operation; the Short Aging
Time parameter controls address aging after a topology change.

Both parameter values can be set with network management and their values may
affectnetwork performance. Lower values may cause brittgdslete unreferenced
(inactive) addresses mdrequentlyincreasing network tri€ because fewer pack-
etsmay be filtered if the nodes are truly active. Higher values will cause bridges to
remove unreferenced address entries less frequHritigre are more active nodes
thanthe size of the database, then the forwarding database will reach its maximum
andother (more active) nodes may not be included in the current active list.

Newaddresses cannot be stored in the fiilediarding database and network traffic
mightincrease, since frames sent to these addresses could not be filtered.

Management

Bridgesmust be able to process management requests during high network utiliza-
tion. Many situations arise where management, through the use of the inband signal-
ing (same network path as the data being sent), would become unstable if the
forwardingof packets took precedence oveacting to management directives to

the bridge.

Forexample, a network manager attempting to track down the soiuneavy net-

work traffic might never learn the source of all thefiaif the bridge disregarded
managemendirectives and, instead, prioritized its resourcethéoforwarding of
frames.A bridge responding in this fashion would eventually process the manage-
mentdirectiveafterthe event causing the heavy tia{broadcast storm @cream-

ing node, perhaps) had passed (obviously too late to be of any value to the network
manager).

To ensure a stable and manageable extended LANrithge must ensure that prog-
ressis made on management requests to the bridge management entity.
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5.4 Spanning Tree

An agument similar to the one made for the guarantee of forward progress on the
managemenprocess can also be made for the spanning tree. értiyextended

LAN is only stable after the spanning tree algorithm has establishditdtieafre no
datalink loops and has included all of the LANSs in the spanning tree.

Duringtimes of heavy tréitc on the extendedANs, the bridge must maintain a cor-
rectand stable spanninggee. In fact, if the bridge cannot maintain the spanning tree
in a stable state, the bridge itself might actually contribute to the added traffic.

Forexample, considex case where the bridge exits the BACKUP state because the
portfailedto deliver the spanning tree messages from a better path for a designated
bridge on the LANs. As the &cted bridge enters the FORWRDING state, it
creategnore trafic by creating a data link loop with the other bridge(s).

The bridges processing priorities must ensure progrespanning tree messages
receivedfrom all ports.
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6

6.1

Configuration

Digital’s network bridges can be placed on an extended local area network and made
to work directly as configured when shipped by the manufactliter default pa-
rametervalues allow the bridges to work in most extended LAN environments.

Default bridge configurations, howevanay not be thenost eficient configura-
tionsfor every network. In many cases, you can improve fieafcy and operation

of the extended LAN by tailoring the network and configuring the bridges to your
particular network application.

This chapter illustrates some of the potential problems in configuring extended
LANSs and provideguidelines to help you avoid or solve those problems and opti-
mizethe operation of your network.

Physical and Logical Topologies

Althoughthe physical topology of an extended LAN can be arbitthejogical to-
pologymust be loop free so that messages can be forwacdegttly This section
reviewsthe spanning tree process that performs this function and sumnihgzes
criteriaused by the spanning tree algorithm to convert a physical topology to a log-
ical, loop-free topology.
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All bridges on the extended LAN continually perform the spanning tree process so
thatthey canrespond dynamically to changes in the network such as network or
bridgefailuresor the addition of new bridges. As described in Chapter 3, the span-
ningtree algorithm selects a root bridge for the network, assigns a designated bridge
for each LAN, and places bridges in the BACKUP state where loops are encoun-
tered.All bridges participate in the spanning tree process by passing information
throughHello messages. Of the many parameters specified in each Hello message,
thefollowing two are important for determining the logical topology oftévork:

Root Priority — This bridge parameter (value from 1 to 255) indicates the likeli-
hoodof each bridge becomirthe root bridge of the network. Bridges shipped by
Digital typically set the Root Priority to a default value of 128. Howehés value
canbe changed with bridge management software. The lower the priority number,
the higher the bridge’likelihood of becoming the root bridge.

Root Path Cost— The Root Path Cost the sum of the line costs for each inlink
betweenthe bridge and the root bridge. A bridge computes its Root Path Cost by
listeningto Hello messages transmitted by neighboring bridges on the attached
LANSs. Each Hello message contains the distance to root of the transmitting bridge.
Thebridge calculates its own distance as the minimum path through any of its ports
to the root bridge.

In addition to these two parameters, the bridge identification (bridge ID) value is an
importantfactor in determininghe logical topologyThis bridge ID, which is as-
signedto the bridge during manufacturing, servestas-bhreakelin the selection of
theroot bridge or the designated bridges on the network.

Briefly, the spanning tree process works as follows:

1. First, it elects the root bridge for the network. The bridge with the lowest
priority number is selected as the root bridge. If multiple bridges have the
same lowest priority numbehe bridge with the lowest address becomes the
root bridge.

Bridge and Extended LAN Reference



2. Next, the spanning tree process eleadssignated bridgefor each LAN. If
a LAN is connected to more than one bridge, the bridge with the lowest Root
Path Cost is selected as the designated bridge. If more than one bridge has the
same Root Path Cost value, the bridge with the lowest node ID value be-
comes the designated bridge for that LAN.

3. The spanning tree process then places all bridges that are not part of the span-
ning tree (that is, any bridge that is not a root bridge or a designated bridge)
in a backup mode of operation. While in the backup mode, a bridge still lis-
tens to Hello messages so that it can detect changes in the network and enter
the FORVWARDING state, if necessary.

Figure 6—Ishows an example of a physical topology transformed to a logical topolo-
gy by the spanning tree process, using the criteria described previcardlyis ex-

ample assume that all bridges have the same Root Priority value (default of 128) and
thesame Line Cost value (default of 10). Numbers 1 througbi®sent the relative

node ID values of the bridges (that is, bridge 1 has the lowest ID and bridge 5 has the
highestliD).
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Figure 6-1: Physical Topology T ransformed to a Logical Topology
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NOTE: Root priority and line cost values are assumed to be the same for all bridges.
Numbers in parentheses indicate relative bridge ID values.
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6.2

* Bridge 1 is selected as the root bridge of the spanning tree (based on its hav-
ing the lowest bridge ID) and is also the designated bridge for LANs A and
B.

* Bridge 2 is selected as the designated bridge for LAN C because, having the
lower ID, it wins the tie-breaker with bridge 5 (both bridges have the same
Line Cost).

* Bridge 4 is selected as the designated bridge for LAN D (because it has a
lower Root Path Cost than bridge 3).

* Bridges 3 and 5 are set to backup mode of operation.

Since the spanning tree process is ongoing, any changes to the statusoifthese
will result in a new logical topologifor example, in Figure 6-1,:

* |f bridge 2 fails, bridge 5 will go into the FORMRDING state and become
the designated bridge for LAN C.

» |f bridge 4 fails, bridge 3 will go into the FORMRDING state and become
the designated bridge for LAN D.

e |f bridge 1 (the root bridge) fails, bridge 2 will become the new root bridge
and the designated bridge for LANs B and C. Also, bridge 3 will become the
designated bridge for LAN D and bridge 4 will become the designated bridge
for LAN A.

Why Modify Bridge Configurations?

Thespanning tree process, using default bridge parameters, creates a loop-free net-
work topology that works. Howevghat topology may not be venyfiefent in your
particularnetwork environment. It may be advantageous to modify the bridge con-
figurationsto meet your needs.

With some forethought, you can anticipate the network configuration that the span-
ningtree process will produce (it is deterministic) and can specify bridge parameters
to achieve anore desirable configuration. This section provides examples of some
configurationproblems that could occur and ways to avoid them.
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6.2.1 Example 1—Efficient Bridge Configurations
Problem

Considerthe example with three bridges shown in Figure 6—2. For simplésty
sumethat all three bridges have the same Root Priority \aidehe same Line Cost.
Numbersl, 2, and 3 represent the relative bridge ID values of the bridges. Based on
theseparameters, the spanning tree process configures the bridges as follows:

* Bridge 1 is the root bridge.
* Bridge 2 is the designated bridge for LAN C.
* Bridge 3 is set to the backup mode of operation.

Figure 6-2: Example 1—Sample Default Configuration

1

Bridge (1)

Root bridge
LAN B
Bridge (3)
Backup Bridge (2)
LAN C
= |
NOTE: Root priority and line cost values are assumed to be the same for all
bridges.

Numbers in parentheses indicate relative bridge ID values.
LKG-5400-90I
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Thedefault configuration shown in Figure 6—2 works. All tht@éNs are intercon-
nectedand the network is loop free. Howemgepending on the particular character-
istics and trafic loads of the thred.ANs, this configuration may not be very
efficient. For example, suppose that LAN B is a lower-performamdd than the
othertwo LANSs, as shown in Figure 6-3. All tfiafbetween LAN A and LAN C has
to pass through the slower LAN B, which is not a desirable path.

Alternatively, suppose that LAN B carries a very heavyficdbad of its own (for
examplejt could be the LAN used by an engineerdepartment). This configura-
tion would further increasthat heavy load on LAN B by forwarding the LAN A-
LAN C trafic through it (see Figure 6-3).

Figure 6-3: Example 1—Inefficient Bridge Configurations
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Possible Solution

In both instances described in this example, a mdizegit configuration is to es-
tablishbridge 3 (rather thabridge 2) as the designated bridge for LAN C, and to
placebridge 2 in a backup mode of operation (see Figure 6—4). This plase3 on

the perimeter of the extended LAN, where it does not have to handie fram

LAN A and LAN C. This network reconfiguration can be easily performed by using
thebridge management software to make the Line Cost value of bridge 3 lower than
thatof bridge 2.

Figure 6-4: Example 1—A More Efficient Configuration
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NOTE: Root priority values are assumed to be the same for all bridges.
Numbers in parentheses indicate relative bridge ID values.
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6.2.2 Example 2—Backup for Root Bridge
Problem

In the sample bridge configuration shown in Figure 6-5, assume that all the bridges
have the same Root Priority and Line Cost values, and that the nuntlensgh?
indicatetheir relative node ID values.

* Bridge 1 is selected as the root bridge.
e Bridge 7 is in the backup mode of operation.

* Bridge 2 is also in the backup mode of operation because it is not the desig-
nated bridge for either of the LANs it is connected to.

* Each of the other bridges is a designated bridge for an attached LAN.

Figure 6-5: Example 2—Backup for the Root Bridge
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6.4
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This configuration presents no particular problems; howef/éne configuration
changegfor example if bridge 1, the root bridge, fails), bridge 2 becomes the new
root. If the LANs onboth sides of bridge 2 carry a heavyftcabad, then all mes-
sage€manating from the new root will addttee already heavy tift load on those
LANSs.

Possible Solution

Bridge7 is a better backup for the root bridge. Therefore, you can configure the net-
work so that bridge 7 is selected as the root if bridge 1 failsc#mmake this change

by using bridge management software to lower the root priority of bridge 1 and
bridge7.

How to Modify the Bridge Configurations

Themost flexible method for modifying bridge configurationthiugh the bridge
managemensoftware (as described in Chapter 4). This software allowstg/ou
modify bridge parameters such as Root Priority and Root Path Cost, wieicttlaé
logical topology of an extended LAN.

Usingbridge management (see Figure 6—4), you can change the Root Pathl-Cost
uefor bridge 3 so that it is selectad the designated bridge for LAN C, rather than
bridge2.

Without bridgemanagement, the only way to reconfigure an extended LAN is to
physicallyplace bridges so that the node IDs cause the brtddegically arrange
themselvesn the desired configuration. This is obviously not a very convenient
method.

Considerations in Configuring the Network

Whenconfiguring an extended LAN, consider the following guidelines:

* Know the characteristics and fiiafloads of the LANs so that you can place
bridges appropriately to control the fraf For example, group nodes that
have heavy trdit loads together on a LAN segment and use a bridge to sepa-
rate that segment from the rest of the network.
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Place LANs with heavy trfi€ loads on the perimeter of the extended LAN,
if possible.

Choose the network technology that is suitable to the needs and growth pat-
terns of your business.

Set up bridge parameters so that the resulting spanning tree configuration is
most eficient for that particular network.

Use the bridges’ filtering features to help resolve potentididnafoblems or
security problems on the network.

Establish the root bridge near the center of the topology.

Consider what the new configuration will be if the root bridge or a designated
bridge fails. (The spanning tree process is deterministic, allowing you to de-
termine what the logical topology will be for any set of conditions.) Arrange
the network topology so that any reconfiguration caused by a bridge failure
will still allow proper network operation.

If you change bridge parameters, consider how that chafeggsathe rest of
the network. For example, if you make changes to one bridge, also make cor-
responding changes to its backup bridge or other bridges.

To ensure that the network link remains available, add a backup bridge. If the
designated bridge fails, communications will not be affected.

Packet Filtering/Forwarding

Bridgesarestore-and-forward devices used for filtering networKitaEach bridge

hasan addresdatabase that contains addresses of stations connected to both of its
LANSs. When the bridge detects a packet on either of its LANS, it checks the destina-
tion address of that packet against the addresses stored in its database.

If no filter matches exist (as described in subsequent paragraphs), and if that packet is
addressetb a node on the other side of the bridge or to a destination address that is
not in the database, the bridge forwards the packet. If the packet is addressed to a
nodeon the same side of the bridge, the bridge filters the packet (it does not forward it
to the other side).
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Addressinformation can enter the database in either of two ways:

1. The bridgdistensto network trafic and acquires a working knowledge of
which node is located on which of its two LANS. It acquires this knowledge
by reading the source address of each incoming packet and by noting on
which of the two LANSs that source is located.

2. In addition tolearnedaddresses, the address database can also receive entries
from bridge management. By specifying a station address and the side of the
bridge where that station is located, you lmok that station to that side.This
creates permanentddress for that node and causes the bridge to ignore any
learned information that ddrs from this permanent address. An example of
how this feature may be used is given in the following section.

Destinatioraddress filtering decreases networkficddy keeping local trdic local
andonly forwarding packets that adestined for the opposite side of the bridge. All
Digital bridges perform destination address filtering. The LAN Bridge 200 and
DECbridgeb00/600 series, howevatso support source address filtering and proto-
col filtering, as described below.

Sourceaddress filtering— Using bridge management, you can prevent all packets
emanatindgrom a specified node from being forwarded todtteer side of the bridge
(regardlessf their destination address). Source address filtering can also be used to
lock downa specified source node to one side of the bridge. This protects against
masqueradingodes, as described in Section 6.6.5.

Protocolfiltering — Bridge managemenrtan also be used to prevent specified pro-
tocolsfrom being forwarded across the bridge.

Bothaddress and protocol filtering can be used in an inclusive or an exclusive fash-
ion. For example, if you specify the Local Areamsport (LA protocol for proto-
colfiltering, you can have the bridge filter only TArotocol messages and forward

all other protocols (if no other filters match), or you can have the bridge forward only
LAT protocol messages (if no other filters match) and fatepthers. Similarly,
whenyou specify a set of node addresses for address filtering, you can have the
bridgefilter messages to those nodes and forward messages to all other nodes (if no
otherfilters match), or you can have the bridge forwasssages only to those nodes

(if no other filters match) and filter messages to all other nodes (manual mode).
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Note that filteringalways takes precedence over forwarding. For example, if you
specifythat the bridge should always forward messages to a particular destination
addresgfor example, node Z), and also specify tinatbridge should always filter

LAT protocols, any LA protocol message destined for node Z will be filtehad.
other words, the bridge will only forward a packet if no filters are set to filter that
packet.

Packet-Forwarding Problems and Solutions

This section presents some examples of how the filtering features of bridges can be
usedto solve various extended LAN problems.

6.6.1 Example 1—Heavy Broadcast Traffic

Problem

Theextended LAN shown in Figure 6-6 illustrates some of the problems and possi-
ble solutionsassociated with heavy broadcast environments. Assume that the fol-
lowing network conditions exist:

* Nodes WX, Y, and Z are only a few of many nodes on gdagxtended
LAN (LAN 1) that handles heavy broadcast fi@fMuch of the trafic on
that LAN is due to the TCP/IP protocol used by many of the nodes.

* Nodes A, B, and C are small systems connected to their own LAN segment
(LAN 2). They cannot handle a heavy fi@foad but still must be able to
communicate with certain TCP/IP nodes on LAN 1.

* A LAN Bridge 200 interconnects the two LANSs.

TheTCP/IP protocol canreate a heavy tift load because of the way it operates.
Whena TCP/IP node needs to request a service from another TCP/IP node but does
not know the address of that node, the following action occurs:
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Figure 6-6: Example 1—Heavy Broadcast Traffic
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Since the TCP/IP protocol does not use multicast addresses in communicat-
ing with other nodes, the requesting node sends an Address Resolution Pack-
et (ARP) to the broadcast address. This transmits a message to all nodes on
the network requesting the desired service.

All nodes receive the ARP message and examine it to determine how they
should react. Any TCP/IP node that can provide the service responds by in-
forming the requesting node of that fact.

Nodes that do not use TCP/ldweveralso examine the message and send it
to a host which checks it and decides to disregard it. This consumes control-
ler time, CPU time, and bigr space.

This heavy broadcast tfef can become even worse if certain problems or

error conditions occuAlso, some workstations can behave like routers and
respond by appending a message to the transmitted message, thus increasing
the already heavy triid load.

As a result, in certain situations, a protocol such as TCP/IP can cause extremely
heavytraffic loads on a network.
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Possible Solutions

1. The address filtering feature of the LAN Bridge 200 and DEChbridge 500/600
series provides a convenient way of handling the heawictpebblem. To
keep the trdic load on LAN 2 manageable, first determine precisely which
nodes on LAN 1 must be able to communicate with the nodes on LAN 2.
Then use address filtering to forward only messages between those selected
nodes on LAN 1 and LAN 2, and filter all the rest.

For example, suppose you determine that the nodes on LAN 2 need only
communicate with nodes WX, Y, and Z on LAN 1. ¥u can use bridge man-
agement to place the bridge in manual mode. This clears the existing address
database in the bridge, prevents the bridge from learning new addresses, and
forces the bridge to accept only addresses supplied by bridge management.
You can then specify the addresses of nodes A, B, &, W and Z, set up

the bridge to only forward messages between those two groups of nodes, and
filter all the rest.

Alternatively suppose you determine that nodes{\VY, and Z are the only
nodes on LAN 2 that nodes A, B, and C need not communicate \wiihcan
use the normal mode of the bridge, and set nodes, W and Z to be fil-
tered. That is, direct the bridge to filter all frasourced from or destined to
nodes WX, Y, and Z.

2. In certain cases, LAN 1 tfad may also be reduced by using the protocol fil-
tering capabilities of the bridge (a LAN Bridge 200 in this example). Suppose
the nodes on LAN 2 communicate with each other exclusively in a protocol
such as Appledlk. If none of the nodes on LAN 1 uses Ap@tT then none
of the Apple®lk trafic on LAN 2 needs to be forwarded to LAN 1. Protocol
filtering will let you set up the bridge to filter all Applalk messages.

If the bridge used in this example were not a LAN Bridge 200, then the only
way to limit the heavy TCP/IP triéad on LAN 2 would be to physically group

all nodes according to protocol. If possible, you would have to group all
TCP/IP nodes together on the same LAN (LAN 1). Then, you could use des-
tination address filtering to prevent the bridge from forwarding any messages
directed to the broadcast address. This would prevent all broadcast messages
on LAN 2 from being forwarded to LAN 1.
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6.6.2 Example 2—Local Area VAXclusters

Problem

In alocal area XXcluster (LAVC) systems, as shown in Figure 6—7, all nodes in the
clustershare the data resources of a central station. Therefore, by its nature, an LAVC
maygenerate a heavy tfafload on the network thabntains the clusterhis heavy

traffic can needlessly bog dowther network nodes that are not a part of the cluster,
especiallylowerperformance nodes or controllers.

Figure 6-7: Example 2—Local Area VAXclusters
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Possible Solutions

Clustertraffic can be isolated by grouping all thedes of one cluster together on the
same_AN and using a bridge to keep that clustefficafway fromother nodes (and
otherclusters). Figure 6—7 shows how bridges can be used to connect cluaters to
network backbone while keeping them isolated from each other and from other
nodesin the network.

If the bridges usedre the LAN Bridge 200 or the DECbridge 500/600 series, the
simplestway of isolating the clusters is through protocol filtering. Udinigige
managemensimply set each bridge to filter the V& protocol. Thiswill keep the
LAVC traffic local within each cluster andfdhe system backbone.

If other bridges without protocol filtering are used, it may be possible to employ ad-
dresdfiltering to isolate each LAC from the network backbone. Standard destina-
tion address filtering filters all cluster messages directed to physical addresses.
However,all messages directed to multicast addresses are normally forwarded. To
overcomehis, you can determine the multicast address used by the clustatcand
thataddress (or addresses) to the brigigatabase. Then, through its normal desti-
nationaddress filtering, the bridge will prevent multicast messages from being for-
wardedto the network backbone.
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6.6.3 Example 3—Totally Blocking Out a Node
Problem

In somenstances, you may find it useful to totally block out one or more nodes from
the network backbone. Figure 6—8 shows one such example. That ssahpéek
consistof a backbone and several sub-LANs located in separate buildings to which
you may not have access. Suppose node A on one of those subataiNactions
andrepeatedly transmits messages that disrupt network operation. (Such a node is
sometimegalled ascreaming noderbabbling node Because you daot have ac-
cessto the building, yowcannot physically remove that faulty node from the net-
work.

A similar situation can also exist when debugging new equipment or new protocols
in a development environment.

Figure 6-8: “Screaming Node” Example
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Possible Solution

By means of bridge management, you can use the address-filtering capabilities of the
LAN Bridge 200, for exampleto totally block all trdic to and from the defective
node.This removes that node from the network.
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6.6.4 Example 4—Limiting Access to Nodes

Problem

In some environments, some nodes must be denied access to certain LANS or to cer-
tainnodes on a LANFor example, in an academic environment, students cannot be
allowedto access nodes that contain grading and other confidential information. In
the example shown in Figure 6-9, all the nodes used by instructors and administra-
torsare connected to LAN 1 and all the students’ nodes are connected to LAN 2.

Assumehe grades are stored on node A. Node B is used by instructors to specify or
modify the grades and, therefore, must be able to communicate with node A. Node C,
however,is a students’ node and definitely should not have access to node A.

Figure 6-9: Extended LAN in an Academic Environment
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Possible Solutions

1. If the bridge is a LAN Bridge 200 or a DECbridge 500/600, source address
filtering can be used. Using bridge management, you can send the address of
node C to the bridge and specify that all messages emanating from that node
should be filtered. This will prevent node C from accessing any of the nodes
on LAN 1.

Configuration 6-19



2. If the bridge does not have source address filtering, destination address filter-
ing can be used (in a subtle way) to attain the same results. Using bridge
management, you can purposely misinform the bridge that node A is con-
nected to line 2 (rather than to line 1). This logically moves node A from line
1 to line 2 (in the bridge’address database), even though node A remains
physically connected to line 1.

Because nodes A and B are both physically on LAN 1, the bridge has no ef-
fect on the intercommunication between those two nodes. Howeven

node C tries to communicate with node A, the bridge does not forward those
messages because it thinks that both node A and node C are on LAN 2. As a
result, all packets from node C remain on LAN 2 and are never received by
node A (because it is physically connected to LAN 1).

NOTE

In the above example, node A is intentionalbcked
downto the wrong lindo protect against malicious at-
tacks. Use this approach with care because the locked-
down node will become inaccessible to certain other
nodesthereby becoming isolated from parts of the net-
work.

6.6.5 Example 5—Masquerading Nodes
Problem

A masquerading nodis a node that is physically locatedame side of the bridge,
posingas a node on the other side of the bridge. In the previous example, the goal was
to prevent node C (the students’ node) from accessing node A (the grades). Even if
the solutions proposed that example were implemented, a resourceful student on
nodeC might try to gain access to node Arbgisquerading as node B (by using node

B’s address as its own source address). This would defeat the source address filtering
of node C and cause the bridgdorward the message to node A, thus giving node C
(the masquerading node) access to node A (the grades).

Possible Solutions

Usingbridge management, you can lock down node B to line 1. Then, if the bridge
receivesa message on line 2 from a node claiming to be node B, it filters the message.
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6.7 Multiport Filtering/Forwarding

Thenetwork manager can restrict access to the various extended LANs by control-
ling the disposition of the ports on each bridge. In general, the following dispositions
canbe applied to any port:

SET node x PORT=n —Lock down node x to port n.
SET DI SPCSI TI ON=FI LTER — Always filter.

SET DI SPCSI TI ON=FORWARD — Always forward (2—port bridges only).
NOTE

Thecommand formats used in this section are for illus-
trationpurposes onlylo determine the exact command
formatsfor your network management system, refer to
thedocumentation provided with that system.

The FORWARD disposition does not apply to multiport bridges because it is not
realisticto forward packetwith physical addresses to all ports. Packets directed to
physicaladdresses are forwarded only to the LAN containing that address.

Onmultiport bridges such as the DECbridge 6@€ies, similar dispositions can be
appliedto individual ports or groups of ports. For example,

FI LTER LI NE 1 —Always filter to nodes on port 1.

FORWARD LI NE 2, 3,4 —Only forward to nodes on ports 2, 3, and 4.

Note that these two dispositions accomplish the same goal. Messagesly be
forwardedto ports 2, 3, and 4; never to port 1.

Onmultiport bridges, netwonhanagement can also assign dispositions to individu-
al input/output port pairs, for a particular address or protocol. For example:

| NPUT PORT (1), OUTPUT PORT (2)
| NPUT PORT (2), OUTPUT PORT (1, 3)
| NPUT PORT (3), OUTPUT PORT (4)
| NPUT PORT (4), OUTPUT PORT (0)
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allows forwarding of a specified address or protocol from portpbtb2, port 2 to
portsl and 3, and port 3 to port 4. No forwarding of thddress or protocol is al-
lowed from port 4 to any other port.

Notethat the bridge learning process overrides entries in the forward/filter map.
Forexample, if the bridge learns that an address originates on line 1, it will not un-
necessarilfforward packets destined tioat address and already on line 1 to other
portson the bridge, even if the forward/filter map allows the bridge to do so.

Theability to control individual port pairs greatly increasesfteribility of multi-

port bridges. Management, howevarould use only thievel of filtering/forward-

ing control that is needed to do the job. Applying a more detailed level of filtering
than is needed unnecessarily uses more processing time.

Bridge and Extended LAN Reference



6.7.1 Example 6 — Using Multiport Bridges to Control Load Server Traffic

Problem

In the extended LAN shown in Figure 6—10, nodes on any of the LAN segments can
requestoad service at any time. Following a general powécarfdition, all nodes
mayrequest load service at the same time, floothegnetwork, and preventing or
delayingthe load servers from servicing the requests.

Figure 6-10: Example 6 — Extended LAN W ith Load Servers
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Possible Solution

Any DECbridge 600 series multiport bridge can be used to control the direction and
theflow of traffic between the load serveaad the nodes. The new configuration is
shownin Figure 6-11.

Figure 6-11: Example 6 — Using Multiport Bridges to Control Load Server Traffic
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Networkmanagement sets the multicastd request address to a FORWD dispo-
sition, and specifies which ports will lzdlowed to forward load request packets. In
this example, the following pegportforward mapwould be defined for each of the
threebridges on the ring:

I NPUT PORT (1), OUTPUT PORT (0)

| NPUT PORT (2), OUTPUT PORT (3)

I NPUT PORT (3), OUTPUT PORT (0)

| NPUT PORT (4), OUTPUT PORT (3)
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NOTE

Referto the documentation provided with your network
managemergoftware for specific commarfarmatting
information.

With these port assignments in building A, load requests on LAN 2 will go only to
LAN 3, load requests on LAN 4 will go only to LAN 3, and leaquests from LANs
1 and 3 will always be filtered.

Forexample, load requests from node X will go only to LAN 3, where the load server
is located. In response to the load request, the load server will seladats the
physical address of node Xhe bridge, through its address data base, knows that
nodeX is located on LAN2. LANs 1 and 4 will never see the the load request or the
load server data, thus limiting load server fiafo only those LAN segments in-
volvedin the transaction.
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6.7.2 Example 7 — Using Multiport Bridges to Control LA VC Traffic

Problem

Toisolate a local areaAXcluster (LAVC) from the rest of the network, yowuld
typically group all the LA C stations together on the same LAN segment (if possi-
ble),and use a bridge to filter that V& traffic from the rest of the network. As de-
scribedn Example 2 earlier in this Chaptartwo-port bridge would filter theuster
traffic based either on its DNAC protocol or on its LXC multicast address.

However,jif all the stations in a cluster cannotdreuped on the same LAN, this fil-
teringwould prevent cluster stations on one LAN froommunicating with those
on another LAN.

Possible Solution

DECbridges00 series multiport bridges chea used as shown in Figure 6—12. Nodes
X.1 and X.2 represent stations belonging to the same cluster (X) but located on dif-
ferentLAN segments. Similariynodes Y1, Y.2, and Y3 are stations on clusteriut
locatedondifferent LAN segments. All stations in cluster Z are located on the same
LAN segment.

Figure 6-12: Example 7 — Using Multiport Bridges to Control LA VC Traffic
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Networkmanagement can d&e disposition in each bridge to forward\@ proto-
colsbased on the following pgort forward map:

Bridge 1:
| NPUT PORT (1), OUTPUT PORT (4)
I NPUT PORT (2), OUTPUT PORT (3)
I NPUT PORT (3), OUTPUT PORT (2)
| NPUT PORT (4), OUTPUT PORT (1)

Thisallows LA/C traffic on cluster X to be forwardeamong the X.1nodes (port 2)
andX.2 nodes (port 3), but isolates it from the FDDI network and from the Y cluster
onport 4.

Bridge 2:
I NPUT PORT (1), OUTPUT PORT (2, 3)
I NPUT PORT (2), OUTPUT PORT (1, 3)
I NPUT PORT (3), OUTPUT PORT (1, 2)
I NPUT PORT (4), OUTPUT PORT (0)

Thisallows LA/C traffic oncluster Y to be forwarded among thd ivodes (through

portl and the FDDI ring), the.X nodes (port 2), and the Ya8des (port 3), but iso-
latesit from cluster Z on port 4. LMC traffic on cluster 4s never forwarded to any
otherport, and remains isolated on that LAN.

Controlling Access to Bridges (Bridge Security)

Thereare two ways to control access to bridges:

* Hardwar e switches— Digital bridges contain two hardware switches (Port
Access switches) that can prevent stations on that port from changing any of
the bridges internal parameters through the use of bridge management.

When one of those switches is on, access to that port is enabled and any sta-
tion with bridge management on that LAN can monitor and change bridge
parameters. When the switch i$, agtations on that LAN can read but cannot
write bridge management parameters.

These hardware switches also prevent downline loading and remote resetting
of the bridge.
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In Examples 4 and 5 of Section 6.6, the access switch on the student side
could be turned 6fdisabled), and the access switch on the administrator/in-
structor side could be turned on (enabled). This would prevent stations on the
students LAN from changing bridge parameters.

* Password— The purpose of the password feature is to allow only authorized
users to set and change bridge parameters. The password can be up to 16
characters long and is case-insensitive.

To help protect against unauthorized access to the network, a 6-byte counter
counts invalid password entries. If you suspect malicious attempts on the net-
work, checking this counter regularly will help you detect those attempts.

6.9 Simple Bridges

High-performancéridges are store-and-forward devices that filter any packet des-
tinedfor a node on the same port, or any packet that matches a management-set filter.
All local packets are filtered and remain local.

Simplebridges are alsstore-and-forward devices, but some may not have the capa-
bility to perform any filtering. All packets received on one side of a simple bridge are
forwardedo the other side, regardless of where the destination node is located. Also,
simplebridges contain no spanning tree algorithm and therefore da@ptdaced in
abackup mode of operation. When powered up and operational, simple bridges are
alwaysin a FORWARDING state.

In reference to the bridge model described in Chapter 2, simple bridges can be con-
sideredas having no Spanningée entityno protocobr address database, or possi-
bly neither of the two.

Becauseof this inability to control simple bridges, avoid placing them in parallel
with high-performance bridges. Such a configuration would cause the high-per-
formancebridge tobe in a backup mode as long as the simple bridge is operational,
therebywasting the filtering features of the high-performance bridge.

If placed in such eonfiguration, howevethe high-performance bridge will contin-
ueto monitorthe operation of the simple bridge by listening to its own Hello mes-
sageslf the simple bridge becomésoperable, the high-performance bridge will
takeover and go into the FORAMRDING state.
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6.10 FDDI Bridges

The DECbridge 500/600 series are FDDI-to-802.3/Ethernet bridges. They act as a
link between an FDDI ring and up to three IEER.3/Ethernet ports. This series of
bridgescontain both single attachment station (SAS) and dual attachment station
(DAS) options, depending on the individual models. SAS bridges connect to the
FDDI dual ring through a concentrat@AS bridges can connect to the dual ring
directly.

6.10.1 Dual Homing

DAS bridges can also be connectethe FDDI ring through a dual homing configu-
ration.Figure 6—13 shows an example of dual homing using two concentrators and a
DAS bridge. One link of th®AS bridge is used as the primary link, and the other
link is usedas a backup link. If concentrator 2 or the primary link to the DAS bridge
fails, the backup link to the DAS bridge, througbncentrator 1, is activated. This
helpsto ensure uninterrupted service between FDDI and non-FDDI LANSs.

Figure 6-13: Example of a Dual Homing Topology
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6.10.2 Optical Bypass Relay

6-30

DECbridge500/600 series bridgesso have an optical bypass relay connector
(shownin Figure 6—14) that provides signals foramtical bypass relay switch. The
switchcan be used to maintain connectivity of the FBd during a power failure

or fault condition in the bridge. This switch allows the light to bypass the optical re-
ceiverin the bridge, thereby maintaining the operation of the FDDI ring.

Figure 6-14: Optical Bypass Relay
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Optical bypass relays have a power pendiggwevey which may cause the maxi-
mumallowable loss between stations to be exceeded. This limits the number of seri-
ally connected relays in the ring.

Other considerations when using optical bypass relays include:

* Bypass relays introduce additional loss in the network, and they do not per-
form repeater functions of amplifying and restoring the bit stream.

* By bypassing a station, the new distance between adjacent stations may ex-
ceed the maximum allowable value.

* Bypass relays, as any mechanical devices, may introduce less than reliable
service to the network.
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6.11 Bridges and Repeaters

An Ethernet repeater is used to interconnect multiple segments of standard Ethernet
cable.As shown in Figure 6—-15 (Alip to two levels of repeaters can be used to ex-
tend the length of a standard Ethernet LAN from 500 meters (1640 feet) for a single
segmento 1.5 kilometers (0.93 mile) for three segments in series. Link segments
mayalso be added for furthektension. The repeater retimes, amplifies, and repeats
thesignal that it receives on one Ethernet segment and passes that signal to the next
segment.

Digital bridges, howevestore all received packets and, if necessagenerate and
forwardthe packets to the opposite LABridges therefore enable you to build ex-
tendedLANs many times lager than Ethernet single-LAN guidelines alldzach
bridgestarts a new single-LAN segment, which itself can be extended by the use of
repeatersas described above. As shown in Figure 6-15 (B), up to seven levels of
bridgescan be used.

Anotherimportant advantage of a bridge over a repeater is the twialgjéty toiso-
lateerrors. Because the bridge looks at the entire frame before forwarding it, it can
filter collision fragments, frames with errors, and other Physical layer faults. The re-
peaterwith its bit store-and-forward abilitgenerally cannot isolate these errors.
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Figure 6-15: Maximum Levels of Bridges and Repeaters
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6.12 Spanning Tree Modes

This section describes the dual spanning tregles that can be used by Digital’s
bridges.

6.12.1 Types of Spanning T ree Modes

The spanning tree computation process developed by Digital Equidogrdra-
tionwas firstimplemented in Digita’'LAN Bridge 100 product. This spanning tree
algorithm was dered to the IEEE and is now part of the IEEE 802.1d, MAC Bridge
Standard.

Althoughthe two algorithms are identical and produce exactly the spar@ing
treetopologies, the IEEE 802.1d standard uses seveletatit parameters to imple-
mentthe algorithm. Foexample, the multicast address used for bridge Hello mes-
sagesdn the LAN Bridge 100 spanning tree mode idadi#nt from the multicast
addressised for Hello messages in the IEEE 802.1 spanréegnode. As a result,
bridgesthat operate in one of these two spanning tree modes cannot understand Hel-
lo messages from bridges that operate in the other spanning tree mode.

To illustrate the problems involved in having the two types of bridges isaime
network,assume that a LAN Bridge 100 is connected in a loopauthidge using

the IEEE 802.1spanning tree mode. Because the two bridges cannot understand
eachothers Hello messages, the first one to receive a Hello message from the other
will simply ignore the message and pass it on. The sender of that Hello message,
tectingits own Hello message on both offiksrts, will place itself in the BACKUP
stateIn this situation, the spanning tralgorithm is no longer deterministic. A user
cannotpredict (or control) which of the two bridges will be the forwarding bridge
andwhich will be the backup bridge.

Anotherproblem can arise if both bridges come up at the same time. That would

causeboth bridges to cycle continuoudigtween the BACKUP state and the FOR-
WARDING state.
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6.12.2 Migration Bridges

To help handle the problem in which networks have both types of bridges, some us-
ing the LAN Bridge 100 spanning tree mode and others using the IEEE 802.1 span-
ning tree mode, Digital manufactures the LAN Bridge 150, LAN Bridge 200, and
DECbridge500/600 seriedlhese bridges can dynamically adapt to either the LAN
Bridge100 spanning tree mode or the IEEE 802.1 spanning tree mode, depending on
what the network configuration requires. An Auto-Select software switch controlled
by bridgemanagement lets you either enable this-selecfeature, or lock the
bridgein the IEEE 802.1 spanning tree mode. Bridges with this auto-select feature
aresometimes calledhigration bridges.

Whena migration bridge is installed, it defaults to the IEEE 802.1 spanning tree
mode If it detects any bridges operating in the LAN Bridge 100 spanning tree mode,
it automatically switches to that mode and discards any Hello messages received
from an IEEE 802.1 spanning tree bridge. This subdivides the network into two
parts:a subnetwork that uses the LAN Bridge 100 spanning tree mode on one side of
thebridge and a subnetwork that uses the IEEE 802.1 spaneéngode on the oth-
erside (see Figure 6-16). Each of thege subnetworks operates in its own span-
ning tree mode and, more importantipe resulting spanning tree topology is
deterministicIf the migration bridge stops hearing LAN Bridge 100 spanning tree
modemessages, it automatically reverts to the IEEE 802.1 spanning tree mode.

If the root bridge is a migration bridge, it would not normally be aware of the LAN
Bridge 100 turning dff(or failing), since roobridges transmit but do not receive Hel-
lo messages from other bridge® dvercome this problem, every 5 minutes the mi-
grationroot bridge polls a LAN Bridge 100 that it knows exists on the network.

If the root bridge does not receive aresponse from the polled LAN Bridge 100 within
acertain time, it assumes that the bridge is no longer operational. The root bridge
thenuses the multicast address to determine whether there is any other LAN Bridge
1000n the network. If there is another LAN Bridge 100, the root bridge notes its ad-
dressand pollghat bridge periodically to check on its operational status. Howiéver
theroot bridge does not detect any other LAN Bridge 100 on the network, it reverts
to the IEEE 802.1 spanning tree mode.
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Figure 6-16: Using a Migration Bridge in a Network
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6.12.3 Special Application for a Migration Bridge

A migration bridge operating in the auto-select mode can be a tes#fialr locating
andreplacing bridges that use the LAN Bridge 100 spanning tree mode. For exam-
ple,assume that an existing network contains some bridges that use the LAN Bridge
100 spanning tree mode and other bridges that use the IEEE 802.1 spanning tree
mode.Suppose that you want to located upgrade all the bridges that use the LAN
Bridge 100 spanning tree mode with bridges that use the IEEE 802.1 spanning tree
mode.A network manager could proceed as follows:
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Upgradeall bridges that are known not to run a spanning tree implementation
that complies with the IEEE 802.1d, standard.

2. Use a migration bridge as the root bridge for the extended LAN.

3. Use bridge management to determine whether any bridge is being polled by
the root bridge. If a bridge is being polled, that bridge is operating in LAN
Bridge 100 spanning tree mode and is keeping the root bridge in LAN Bridge
100 spanning tree mode. It is a bridge that was overlooked in step 1.

4. Upgrade that bridge to an 802.1 spanning tree bridge.

5. Repeat the procedure until the root bridge automatically switches back to
IEEE 802.1 spanning tree mode. This indicates that no LAN Bridge 100
spanning tree mode bridges remain in the network.

6.13 Hierarchical Bridge Structures

Figure 6—17shows an overview of the hierarchical structure of a typical extended
LAN. The sample network uses an FDibig with concentrators and bridges to in-
terconnecthe threebuildings. Tvo of the buildings are approximately 200 meters
(656feet)apart. The third building is approximately 6.4 kilometers (4 miles) away
from the other two and is connected to them bligex optic link. The FDDI ring may
alsocontain other concentrators and DAS bridges to connect toloiNg in the
network.

On each floor of each building, nodes that share a common environment are con-
nectedo their own LAN segment. Figure 6—18 and Figure 6—19 show how the LAN
segmentsare interconnected in each building. In buildings 1 and 2, each of the office
segmentslab segments, and computer room segments is connected through a two-
port bridge to aconcentrator for that floorhe bridges keep the local fiaflocal,
therebyreducing the trdic load on individual LAN segments throughout thet-

work. The concentrators for each floor in thalding all connect to the FDDI ring
throughone concentrator dedicated to that building.

Building 3 has both system segments and lskgments, and uses two multiport
bridgeg(DEChbridge 600 series) to isolate the two sets of segrftent®ne another.

A concentrator connects the multiport bridges to the 100-Mb/s fiber optic cable from
building 1 and 2. As shown in Figure 6—afort on one of the two multiport bridges

is used as a 10-Mb/s backup link between building 3 and buildings 1 and 2.
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Figure 6-17: Extended LAN Example (Overview)
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Figure 6-18: Extended LAN Example (Buildings 1 and 2)
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Figure 6-19: Extended LAN Example (Building 3)
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7

7.1

Network T roubleshooting Methodology

This chapter describes steps that you should complete to develop a firm foundation
onwhich to base operational and diagnostic tests of your netwdektizé network
troubleshootingequireghat you achieve firm baseline knowledge of your network
topologybefore you start the actual troubleshooting.

Knowing Your Network

During network troubleshooting, it helps to have a good understanding ofdwow
networkoperates under normal circumstances. This can help you to recognize un-
usualcircumstances faster and allows you to focus on the relevant troubleshooting
information.Also, if you maintain a current knowledge of your network, you will be
betterable to uncover abnormalities in performance or operation that signal potential
problemsThis section explains what you need to know algout network, includ-

ing its topology normal performance, and normal use.

7.1.1 Network Topology

Networktopologyrefers to the physical and logical location of devices in a network.

Physicallocationrefers to where a network device is stationed, for example, in a
computerlab, a uses office, a factory flooran ofice communications cabinet
(OCCQC),or other location.

Logical locationrefers to the functional interconnections between devices. For ex-
ample,a node that is logically adjacent to another node can be physically located on
anotherfloor of a building. Functionallythe adjacent node is tltébsest node in
termsof network hops.
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Up-to-datemaps of the physical and logical locations of all the devicerétvaork
arecritical for successful network troubleshooting. Maps can help you understand
theextent or overall impact of a failure and can help you isolate proleszartic-

ular LAN, LAN segment, or even a service on a LAN segment.

You can perform simple tests from youfioé to isolate theource of a problem and
thenmatch your findings to the problem device on the network map. An accurate
mapallows you to go directly to the correct physical source of the problem with the
propertools and begin solving the problem. Withantaccurate network map, you
canwaste valuable time looking for the problem device rather than solving the prob-
lem.

Thefollowing software tools can help you maintain topological information and net-
work maps:

e DECelms (DEC Extended LAN Management Software)—Allows users
logged in to a XX host to control and monitor any LAN Bridge in an ex-
tended LAN. In addition, DECelms provides statistics gathered by the bridge
to help monitor and troubleshoot LANS.

¢ NMCC/VAX ETHERnim—Gathers information about Ethernet nodes, veri-
fies that nodes are reachable, graphically displays the LAN topaady
monitors Ethernet traffic.

*  NMCC/DECnet Monitor—Maintains wide area network topology maps.

If these tools are not available, you may want to generate network maps manually.
Regardlessf the method you use to generate the maps, the maps must be up to date
to be of any value. Be sut@ monitor any changes to circuits or devices in your net-
work and to update your maps with this changed information regularly.

7.1.2 Network Performance

7-2

If you understanthe normal range of performance in your network, you can better
determinevhen the network performs poorly dioea network problem.dd can use
toolssuch as the LAN Trét Monitor for LANs and the NMCC/DECnet Monitor

for WANSs to accumulate information on historical performance and error character-
istics.You can also use the NMCG¥X ETHERnNiIm and the Network Control Pro-
gram(NCP) to accumulate performance information.
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Theimportant concepts to understaswhcerning network performance are thresh-
oldsand usage peakstiresholds the maximunvalue set for a parametérusage
peakis the maximum level of user activity that the network can withstand before per-
formanceis adversely affected.

Whenthresholds are reached or when user activity reaches a peak, transient and in-
termittentperformance problenmaay begin to surface. Performance problems can

be the mostlifficult to isolate, primarily because they are often transient and inter-
mittent.For example, when trfidf and queuing requesticrease, bandwidth thresh-

olds can be reached and performameblems can occuifhe NMCC/DECnet
Monitor’s graphics displagan help uncover problems related to bandwidth and uti-
lization thresholds and can help identify whether ificight bandwidth is the cause

of performance problems.

Maintaining historicalperformance data is essential for troubleshooting transient
andintermittent problems. For example, if you have a transient problem, you can
comparethe historical performanagata against the current performance data and
evaluatdhe diferences to help isolate the source of the problem. Historical perform-
ancedata is also very usefin trend analysis for network growth and network plan-
ning.

7.1.3 Network Usage

In understanding the typical use of your network, you need to be aware of the follow-
ing:

* Theapplications running on your network
e The times when those applications are running
* The peak performance periods

You shouldknow the types of applications on your network and the typical traffic
patternsthat the applications produce. For example, some applications can cause
performancéehavior that is diérent than normal operation, but is still within ac-
ceptedbounds. Understandirbis helps you determine when a change in perform-
anceis acceptable and can be ignored and when it is not acceptable and requires
actionon your part.
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You should also be aware of any unusual performance that a particular application
causesand the possiblefefcts it may haven other applications running at the same
time. Understanding the performance of the applications in your network allows you
to predict peak usage time, anticipate problems before they, @rxlidesign your
networkto accommodate the needs of users who require these applications.

Overview of the Network T roubleshooting Methodology

Thissectiorshows you how to apply the knowledge of your network in a methodical
way to resolve any network problem. This network troubleshooting methodology
consistf the following steps:

Obtain and refine a problem statement.
Gather information about the problem.
Analyze, interpret, and classify the information.

Solve the problem or refer to the responsible person.

a c w e

Clean up any parameters or files created for testing, and remove any test
equipment such as loopback connectors.

6. Verify the solution.
7. Document the problem and archive the solution.

Theflowchart in Figure 7—1 shows the relationships betwkerseven steps of the
networktroubleshooting methodolog¥his flowchart is based on the assumption
thatyouunderstand your netwosktopologyarchitectures, software, performance,
andnormal use, and can apply this knowledge throughout the process. The remain-
ing sections of this chapter describetitoeibleshooting methodology in more detail.
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Figure 7-1: Network Troubleshooting Methodology
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Gathering,analyzing, interpreting, and classifying information are steps that you
may need to perform repeatedly throughout the troubleshooting process. The fol-
lowing example shows how these stapsgly to solving the problem, “Remote node

is not currently reachable.” The example uses the network configuration shown in
Figure 7-2, where node Z cannot reach node A.

Figure 7-2:  Remote Node Unreachable—Example

Bridge Bridge

— o e =0

DELNI
Kl
Node AI Node B I Node C I Node DI

LKG-4523-90I

To solve the problem, complete the following steps:

1. Ensure that node #&'address is correctly defined in node @bde database,
and that node Z is on the network.

2. \Verify that node Z cannot reach node A by using the following command:
$ DI RECTORY A :

If this command fails, you receive the erf&®temote node is not currently
reachable.” Because an unreachable node is a problem in the physical, data
link, or routing layers of the Digital Network Architecture (DNA), you can
focus on problems in those layers and rule out thesuapplication as the
source of the problem.

This step helps you to refine the problem statement so that you can focus
your troubleshooting &irts appropriately.
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3. Assumingthe Local Area fansport protocol is active, verify whether the

problem is specific to the LAN by trying to connect to the node through LAT.

If you can reach the node throughT But not through DECnet, you can fo-
cus your gbrts on the lower layers of DECnet on node A.

In this step, you gather information, then analyze, interpret, and classify the
information to help determine the cause of the problem, and narrow the focus
of your efforts.

If you cannot reach the node through LAfien use an accurate LAN map or
the NMCCNAX ETHERnNIm display as a guide to the network to try to es-
tablish connections to other nodes on the same LAN segment as node A.

If you cannot reach any other nodes on the segment (nodes B, C, and D), the
problem is a LAN segment problem. If you can reach some nodes on the seg-
ment (for example, node D) but not others (nodes A, B, and C), the problem
may be related to the cable between the DELNI and the transceiver that con-
nects the DELNI to the Ethernet.

If all connections to the segment fail, the problem is probably related to a
bridge or repeater failure, a cable failure, or a screaming node. If only node A
fails, the problem is specific to node A.

In this step, you gather more information, then analyze, interpret, and classify
the information to help determine the cause of the problem.

The preceding example illustrates the following points:

Knowing DNA helps you identify the problem as a physical or data link layer
problem.

Knowing LAN architecture helps you identify the problem as LAN specific.

Knowing the topology and how to use a network map helps you isolate the
problem further.

Knowing how to use network tools helps you perform tests.

Testing connectivity to other remote nodes helps you eliminate reachable
nodes from the troubleshootingat and isolate the problem to a LAN seg-
ment.
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7.3 Analyzing, Interpreting, and Classifying Information

This step of the troubleshooting process involves methodically evaluating the infor-
mationyou collect. Although this step includes several actions, it is considered as
onestep because the actions are so interrelated. During this step, keep in mind the
goalof isolating the problem physically to the node, LAN, dkNMevels, and log-

ically to a specific architecture and layer of that architecture.

In analyzingthe information, you examine the elements of information and the rela-
tionshipof each element to the others.

In interpretingthe information, you evaluate the elements of information and the re-
lationshipsamong the elements to get an understanding of the problem.

In classifyingthe datayou group the information so you can rule out certain prob-
lemsand begin to isolate the source of the problem.

The remainder of this section discusses classificatairesrors by the following
categories:

* Extentof the problem
* Types of network errors
* Sources of network errors

As shown in Figure 7-1, you may need to analyze, interpret, and classify informa-
tion repeatedly as you gather more specific information about the problem you are
solving. The continual information gathering throughout the troubleshooting pro-
cess,followed by analysis, interpretation, and classification of the information,
helpsyou isolate the source of the problem and allows you to eventually solve the
problem.

7.3.1 Extent of the Problem

Theextent ofa network problem refers to the bounds of its disturbance on the net-
work. For example, some problems interfere with correct operation of a single node,
while other problems interfere with correct operation of multiple nodes, an entire
LAN, or even an entire WAN.
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Classifyingthe extenbf the problem continues to focus youbefs, limits the scope

of your investigation, and helps you select an appropriate approach to solving the
problem.After you classify a problem as specific teiagle node, LAN, or WAN,

you further define and classify the problem within that area.

The following list defines node, LAN, andAM problems:

* Node problems— A node problem is limited to a specific node, which in
this manual is generally assumed to be a VMS node. A node problem gener-
ally involves parameters set in AUTHORIZE, NCRTCP, and SYSGEN.

* LAN problems— A LAN problem is specific to the following:
— Network protocols, such as LABCA, and MOPand SMT

— Network design rules, such as repeater rules, bridge rules, and cabling
rules

— Network hardware, such as bridges, repeaters, connectors, and cabling

As you begin to isolate the problem source, you may find that a LAN prob-
lem is related to a specific node. Nevertheless, it is helpful to begin classify-
ing the extent of the problem as LAN-wide until you have more information
to determine otherwise.

*  WAN problems— A WAN problem extends into a point-to-point Digital
Data Communications Message Protocol (DDCMP) environment. WAN
problems include: circuit down, router unavailable, partitioned area, and re-
mote node access problems. As with LAN problems, you may find that a
WAN problem is related to a specific node. Again, it is helpful to at least be-
gin classifying the extent of the problem adNvwide until you have more
information to determine otherwise.

7.3.2 Types of Network Errors
This section defines four types of network errors: hard, inconsistent, intermittent,
andtransient.

* Hard errors — Hard errors are consistently reproducible and consistently
produce the same error message or symptom when reproduced under the
same circumstances.
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Inconsistenterrors — Inconsistent errors occur when severdiedént error
messages or symptoms ultimately have the same underlying cause. These er-
rors generally involve several protocols or layers of an architecture. The dif-
ferent error messages result from the wayfediht applications encounter

the problem in the protocols and the architectural layens.can usually re-
produce an inconsistent error.

For example, when trying to mail a file to a remote node, a user may get the
following error message:

%Al L- E- SENDERR, error sending to user SM TH at NODElI D
%Al L- E- PROTOCOL, network protocol error)
- SYSTEM F- LI NKABORT, network partner aborted logical |ink

However,if the user tries to copy the file to the remote node, the user re-

ceives the following error:

YCOPY- E- OPENQUT, error openi ng NODEI D: : USER$31: [ SM TH] MYFI LE. TEMP; 1 as
out put

-RMB-F-FUL, device full (insufficient space for allocation)

%COPY- W NOTCOPI ED, USER$25: [ JONES] MYFI LE. TEMP; 1 not copi ed

Both of these problems are related to a lack of disk space for the default

DECnet account. Howevehe errors are ddérent because the means of ac-
cessing the remote node ardeatiént—in one case through mail, and in the

other through FAL.

Intermittent err ors — Intermittent errors show up occasionally and always
display the same error message or symptoms for the same circumstances. You
can occasionally reproduce intermittent errors.

For example, setting up a cluster alias improperly may result in intermittent
errors. An error occurs when an improperly configured node in the cluster is
requested to perform an alias node function. The user only receives an error
when the request to the cluster goes to the improperly configured node. For
example, if a remote user tries to establish a connection to the dister
connection may fail if the node receiving the request is the misconfigured
node. Howeverif the user tries the request again, and the node receiving the
request is anothgproperly configured node, the request succeeds.

Intermittent errors may also result when threshold values for various parame-
ters are reached. These thresholds are usuafigisaof for normal use, but
during peak use, the thresholds may be reached and errors can result.
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* Transient errors — Transient errors occur only occasionally and can rarely
be reproduced. Because you cannot reliably reproduce transient errors, they
are by far the most di€ult errors to troubleshoot.

As with intermittent errors, transient errors may result when threshold values
for various parameters are reached. Because transient errors tend to occur at
peak usage times, historical performance data is helpful in determining the
cause of the problem.

7.3.3 Sources of Errors

This section describes potentglurces of network problems, including yserd-

ware, software, and configuration errddsnderstandinghe possible sources of er-

rors enables you to ask questions during the troubleshooting process that help to
narrow the scope of the problem. This, in turn, allows you to quickly isolate the
sourceof the problem.

* User errors — User errors include typing errors, command syntax errors,
improper use of hardware or software due to an unclear understanding of its
function, and poor applications programming. User errors can result in hard,
inconsistent, intermittent, and transient failures.

e Hardwar e errors — Hardware errors include failed devices, loose connec-
tions, faulty or noisy circuitryand lack of powemMost of these errors result
in hard errors, although loose connections and noise on the line can cause
intermittent problems. Noisy or dirty circuitry may also cause transient er-
rors, only occurring at certain tfif levels or with certain bit patterns.

* Software errors — Software errors involve improperly configured software,
thresholds being reached, or limitations of the product, such as use of the
product in ways other than those intended and specified. Misconfigured soft-
ware tends to result in hard errors. Thresholds being reached and product lim-
itations tend to result in intermittent and transient errors.

* Configuration err ors — Configuration errors on a LAN result from failing
to conform to recommendations for product installation and use. For exam-
ple, errors may result from failing to conform to installation and usage guide-
lines for Ethernet. Performance problems may result from failing to conform
to recommendations for logical network configurations. Configuration errors
can result in intermittent problems or hard errors.
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7.4 lIsolating the Source of the Problem

Quick and eficient fault isolation isnecessary for resolving network problems.
Fault isolationis the process used to determine the source of a problem. In many
casesfaultisolation is the most difult and time-consuming part of resolving a net-
work problem. The more orderly andiefent the fault isolation process, the quicker
you can return normal network service to your users.

In some cases, isolating the sourcéhefproblem may be all that you can do to re-
solveaproblem. For example, you may determine that the problem lies with a com-
mon carrier requires hardware repagr involves system parameters on a node to
whichyou do not have access. In these cases, you must turn ovesbasibility

for resolving the problem tihe appropriate individual. Howevély properly isolat-

ing the problem first, you allow other individuals to focudlvarepair that needs to

be done and help to minimize the overall downtime of network resources.

Inisolating the source of@oblem, you use the information you accumulated to lim-
it the scope of your investigatidrom the broadest possible categorization of the
problemto the narrowest—eventually focusing ongpecific cause of the problem.

This section discusses tools and methods to use for isolating problems to the node,
LAN, and WAN levels. Figure 7—3 shows a flowchart of the problem isolation steps.

7.4.1 Isolating Problems to the Node Level

Most problems, including LAN and AN problems, can eventuallye tracked to
problemson a specific node olisolate suspected node problems, retry the failed op-
erationto other nodes to determine whether the prold#ects only one node or
multiplenodes. For example, if you can get from node A to notde@i@iot to node B
from nodes A or C, then the problem is most likely in node B.

After you isolate a problem to a specific noglmy need to determine what exactly on
thatnode is causing the problem. Usuathe problem involves DECnet, Mainte-
nanceOperation Protocol (MOP), LRprotocols, or faulty hardware.

Whenyou troubleshoot node problems, keep in mind the protocols and the architec-
turallayers involved in the problem. When you understand which protocol or archi-
tecturallayer is involved, you automatically narrow dowhe potential factors
contributingto the problem and can focus on the true cause.
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Likewise,error messages allow you to refine yanderstanding of a problem. With
practice,you can use error messages to quickly eliminate potential sources of the
problemand focus om specific problem area. For example, once you know that the
errormessage, “Circuit on-starting,” indicates a hardware, cabling, modem, or cir-
cuit problem, you can use the VMS error log file to gather more information about
the potential hardware problem causing it. Loopback tests provide additional infor-
mationthat can help you isolate the problem to the cabling, modem, or circuit.
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Figure 7-3: Isolating the Source of the Problem
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Theerror message, “Device not mounted,” indicates that DECnet has staryet!.
Errors that occur while starting DECnet generally result from the network device be-
ing unable to accept a DECnet address because apothecol is already using the
hardwareaddress. @ resolvethis problem, you need to stop the other protocols,
makesure DECnet starts first, then restart the other protocols.

Theerror messages, “Login information invalid,” “Network object unknown,” and
“Network partner exited,” are all DECnet softwameors that occur in the upper lay-
ersof DECnet. Knowing this allows you to eliminate potenfipproaches to the
problemand to focus on using the toa®st likely to help you isolate the source of
theproblem for these errors. In resolving these types of problems, you may need to
run AUTHORIZE to access the SYSUAF file, or NCP to access the netinjekt
databaseYou may also need to use process creation procedures.

Table 7-1 summarizes the modeefive tools for isolating node level problems.

Table 7-1: Tools for Node Problems

Type of Problem Tools to Use

DECnet and MOP NCP, AUTHORIZE, SYSGEN, AUTOGEN,
ETHERnNim, DECelms, LTM, netserver log files

LAT LATCP, SYSGEN, AUTOGEN, LTM

Hardware Error log files, loopback connectors

7.4.2 lIsolating problems to the LAN Level

Becaus®f the nature of bus architectures such as Ethernet, it difiibelt to iso-
latea problem device in the event of a failure. Howgetaaissuch as NMCC/VAX
ETHERnNim,combined with a goodlnowledge of your network topologgan be
very helpful in locating the problem source.

After you isolate a problem to a LAN, you can further isolate the problem within the
LAN by determining which LAN segmehias the problem. When you know the
LAN segment involved in the problem, you can focus ydartsfondetermining

which node or nodes on that segment are causing the problem or are being affected
by the problem. This is where your knowledgé¢he topology comes into playou

needo know the segments that make up your LAN,taedndividual nodes on each
segment.
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Most LAN problems result from problems with a single device. For example, a
screamingnodeon a LAN (a babbling device) is one node transmitting incorrectly,
anda LAN segmentlown is a bridge or repeater failure or a short-circuited connec-
tion.

Otherimportant information to keep in mind for solving LAN problems includes
cablingrules, specific protocols, and LAN concepts (CSMA/CD for Ethernit-or
kenrotation time for FDDI, slot time, and round-trip propagatiefay). This infor-
mation helps you understand why a problem occurred and how to prevent future
problemsfrom occurring. For example, LAN performance problems may result
from configuration errors. Using your knowledgkconcepts, cabling, and proto-
cols,you can configure your network properly by locatitleyices on the LAN for
optimal performance.

LAN problems can also involve D2or downline loading protocols such as MOP,
andmaybe caused by problems in a specific area or with a group of nodes. LAN
problemscan include segmentation problems, cabling problems, or a teseinal
problem.

Table 7—-2summarizes the mostfe€tive tools for isolating LAN level problems.

Table 7-2: Tools for LAN Problems

Type of Problem Tools to Use

LAT LATCP, TSM, DECserver commands, LTM.

MOP DECelms, OPCOM, ETHERNim, TSM, NCP,
LTM.

Cabling DECelms, ETHERNIm, LTM.

Node See Table 7-1.
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7.4.3

Isolating Problems to the W AN Level

WAN problems only occur in point-to-point environments, and &NAroblems
involve circuit, line, or router problems.

Thefirst thing to do when you suspect &Wproblem is to try the failed operation to
othernodes on your LAN to eliminate the possibility that the problem is actually
LAN-basedrather than \WN-based. If you can completiee operation on the LAN,

try the operation to other nodes outsidd tA8l, starting with nodes just outside (ad-
jacent)to theLAN, and working your way out to nodes further and further from the
LAN. This helps you determine the extent of the failure.

If you find you cannot complete the operation to other remote nodes, the next step is
to trace the routing path to isolate potentialises of the problem. Using NCP to
tracethe routing path is a manual waygeierating network topology information to
helpwith this type of problem. NMCC/DECnet Monitor also helps in quickly point-

ing out potential VN problem areas by highlighting failed routers or circuits on its
display.

Forcircuit problems, loopback tests help to determthiech components in the path
arefunctional, and which components in the path are not functional.

Routerproblemscan cause unreachable node problems, area partitioning, and cir-
cuit state problems. Router problems are mostly node problems, since a router is a
node designated to process DECnefitrdéifom one point to another.

Table 7-3 summarizes the modeefive tools for isolating VN level problems.

Table 7-3: Tools for W AN Problems

Type of Problem Tools to Use

Circuit NCP, DECnet Monitor, loopback tests, path traces,
LTM.

Line NCP, DECnet Monitor, loopback tests, path traces,
LTM.

Node See Table 7-1.
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7.5 Network Management and T roubleshooting Tools

Thissection lists the toobvailable for troubleshooting network problems. For more
detailedinformation, see the product documentaticabl® 7—4 summarizes infor-
mationabout the networtools, including the environment in which they are usually
used(node, LAN, or VAN) and their primary uses.

Table 7-4:. Network Management and T roubleshooting Tools

Tool Environment Uses

Authorize Utility Node Controlling access to VMS sys-
tems, allocating resources to
users

LAN Traffic Monitor LAN Collecting traffic data for any
protocol type on an extended
Ethernet

LAT Control Program Node, LAN Configuring and controlling LAT

protocol on VMS host systems

Network Control Program  Node, LAN, WAN Configuring and controlling
DECnet-VAX networks, moni-
toring network resources, and
testing network resources

NMCC/DECnet Monitor WAN Collecting, analyzing, and eva-
luating network data for Phase
Il and Phase IV DECnet net-
work nodes, and creating and
maintaining databases of node
and link information

NMCC/VAX ETHERNIm LAN Gathering information about
Ethernet nodes, verifying that
nodes are reachable, display-
ing network topology, and moni-
toring Ethernet traffic

DECelms LAN Monitoring and controlling LAN
bridges

Terminal Server Manager LAN Monitoring and controlling ter-
minal servers in an extended
LAN
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7.6

7.7

7.8

7.9

Solving the Problem

By this point, you should have the problem isolatefigahtly that you can applg
solution.If the required solution is beyond the bounds of yauhority or expertise,
you may need help from another person.

Cleaning Up

After you solve anetwork problem, reset and remove all test facilities that were tem-
porarily installed or enabled for troubleshooting. For example, remove loopback
connectorsgancel any requests you mddeservice from outside vendors, and de-
letetest files. This step ensures that any parameters or facilities thatg@to solve

the problem do not interfere with the operation of the network.

Verifying the Solution

Thepurpose of this step is to test the solution to confirm thaartstdem is correctly
and adequately solved. If the solution does not solve the problem, you need to gather
moreinformation and analyze and interpret the data again.

Documenting the Problem and Solution

Becauseaetwork problems can be complicated to solve, and because nataiork
tenance is often a teaniat, it is helpful to keep a record of the problems that occur
onyour network and how you solved them. When a problem recurs, you or any other
personresponsible for maintaining theetwork can consult the record and move
quickly to the solution.

When documenting the problem, be sure to include the symptotnsmfblem,
whenit occurred, the explanation for its occurrence, how you solved it, and the tools
you used to solve it.

Formore information on troubleshooting network problemstiseletwork Trou-
bleshootingGuide It provides detailed troubleshooting procedures for specific net-
work problems.
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Digital’'s Bridge Family

This appendix lists the various bridges available from Digital Equipment Corpora-
tion. All of the bridges sold by Digital are IEEE 802.3 and Ethernet compatible. In
addition,the DECbridge 500/600 series bridgee also ANSI FDDI compatible.
Table A—1compares the major features for each model.



Table A-1: Comparison of Bridge Features

DECbridge = DECbridge LAN Bridge LAN Bridge LAN Bridge

Features 600 Series 500 Series 200 150 100
Destination address yes yes yes yes yes
filtering

Source address yes yes yes no no
filtering

Protocol filtering yes yes yes no no
Filter rate 480,000 460,000 29,760 24,272 24,272
(packets/second)

Forward rate 1 22,200 14,880 14,880 13,404 13,404
(packets/second)

FDDI bridge 2 yes yes no no no
802.3/Ethernet ports 3 1 2 2 2
Integrated ThinWire no yes yes no no
interface port

Spanning tree 3 yes yes yes yes yes
LAN Traffic Monitor no no no yes yes
Password protection  yes yes yes yes no
Upgrade kit 4 yes yes N/A N/A yes
Network device yes yes no no no
upgrade feature °

Full duplex no no yes no no
Synchronous line no no no no no
Maximum interbridge  N/A N/A 10.0 km 3.0 km 3.0 km
fiber optic distance © (6.2 mi) (1.9 mi) (1.9 mi)
Microwave support no no no no no

1 The maximum forwarding rate of theTransLAN bridge depends on the model. The maximum for-
warding rate of theTransLAN Il is 2000 packets per second (pps), the TransLAN IV is 3000 pps, and
the TransLAN 350 is 5000 pps.

2 All DECbridge 500/600 series bridges (except the DECbridge 600) have either a single attach-
ment station (SAS) or dual attachment station (DAS) connection to FDDI, depending on the model.
The FDDI connection(s) can be multimode or single-mode, also depending on the model.

A-2 Bridge and Extended LAN reference



Table A-1 (Cont.): Comparison of Bridge Features

Features DECbridge 90 METROWAVE TransLAN
Bridge

Destination address yes yes yes

filtering

Source address no no yes

filtering

Protocol filtering yes no yes

Filter rate 29,694 24,272 14,880

(packets/second)

Forward rate 1 14,847 13,404 2000-5000

(packets/second)

FDDI bridge 2 no no no

802.3/Ethernet ports 2 2 2-8

Integrated ThinWire yes no no

interface port

Spanning tree 3 yes yes yes

LAN Traffic Monitor no N/A no

Password protection yes yes yes

Upgrade kit 4 N/A yes N/A

Network device yes no no

upgrade feature °

Full duplex no no yes

Synchronous line no no yes

Maximum interbridge N/A N/A N/A

fiber optic distance ©

Microwave support no yes no

3 The LAN Bridge 100 and the TransLAN bridge both implement the LAN Bridge 100 spanning tree
algorithm. All other bridges in this table implement either the LAN Bridge 100 spanning tree algorithm
or the IEEE 802.1 spanning tree algorithm.

4 The DECbridge 500/600 series has upgrade kits for upgrading between models. The LAN Bridge
100 also has an upgrade kit for upgrading to a LAN Bridge 150. See the Networks Buyer’s Guide or
contact your local sales office for more information.

5 Allows you to upgrade the bridge firmware from a VMS-based or ULTRIX-based host system.
6 Early versions of the LAN Bridge 100 are limited to a maximum of 2.0 km (1.2 mi).
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B.1

Workgroup Bridge

Digital also manufactures a DECbridge 90 workgroup bridge for use in its DEChub
90 Ethernet hubr as a standalone module. DEChub 90 is a multifunction Ethernet
backplanethat provides mounting, poweand connections for up to eight work-
groupLAN products, such as the DECbridge 90.

Asshown in Figure B—1, a workgroup consists of a small number of attached devices
locatedrelatively close togetheFhe DECbridge 90 is typically used to isolate local
workgrouptraffic from the Ethernet network backbone.

Features of the DECbridge 90

e HasAUI or ThinWire (switch-selectable) connections to the backbone, and a
ThinWire connection to the workgroup.

e Supports a maximum of 200 nodes on the workgroup side.

* Provides protocol filtering.

e Supports the spanning tree algorithm.

e Can be remotely managed by Maintenance Operations Protocol (MOP).

e Has a forwarding rate of 14,847 packets per second and a filtering rate of
29,694 packets per second.



B.2 Major Differences Between the DECbridge 90 and Other Digital
Bridges

B-2

The DECbridge 90 cannot do source address filtering.
The DECbridge 90 has a smaller address database than other Digital bridges.
The DECbridge 90 learns node addresses only on the workgroup side.

If the destination address of a packet to the workgroup is unknown, the
DEChbridge 90 filters the packet. Other Digital bridges would forward the
packet.

The DECbridge 90 must be configured as an end-node bridge, that is, no oth-
er bridges can be installed in the workgroup.

Figure B-1: Sample DECbridge 90 Configuration

Computer Computer

Server
L
—_
Ethernet backbone AUI or ThinWire

DEChbridge 90

workgroup bridge
Workgroup ThinWire segment

qr oo -
Workstation Terminal
‘ I ‘ I computer
T T
| Repeater l. | Server I

Workstations Terminals

LKG-5414-91I
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Related Documents

Thisappendix lists documentation that provides additional information about Digi-
tal's bridges and networks. Ordering informatioptisvided at the back of this man-
ual.

C.1 Product Related Documentation

Fiber Distributed Data Interface System Level Descriptionder No.
EK-DFSLD-SD)

Describes Digitas Fiber Distributed Data Interface (FDDI) implementation,
how it works, and the role of the individual FDDI components. The manual
also discusses Digital'approach to network management and the facilities

provided by network management software and ring-wide configuration is-
sues.

DECelms UséOrder No. AA—PAK2A-TE)

Describes how to use DECelms (DEC Extended LAN Management Soft-
ware) to configure, manage, and monitor the LAN Bridge 100, LAN Bridge
150, LAN Bridge 200, DECbridge 500, and DECconcentrator 500.

DECelms Installatior{Order No. AA-PAK1A-TE)

Explains how to install and verify DECelms (Extended LAN Management
Software) on a VMS system.



DECelmsReferenc€Order No. AA-PBWBA-TE)

Contains reference information on the DECelms (Extended LAN Manage-
ment Software) commands.

DECmcc Bridge Access Module Usarder No. AA-PD1BA-TE)

Explains how to use the DECmcc (Digital Management Control Center)
Bridge Access Module to configure, monjtand manage bridges.

DECbridge 500/600 Series Installation and Upgrg@sder No.
EK—-DEFEB-IN)

Explains how to install the DECbridge 500/600 series units, how to verify

their operation once installed, and how to upgrade from one model to another.

DEChbridge 500/600 Series ¢blem SolvindOrder No. EK-DEFEB-PS)

Explains how to troubleshoot and service the DECbridge 500/600 series
units, how to remove and replace the field-replaceable units (FRUS). It also
includes other technical information about this series of bridges.

LAN Bridge 200 InstallatioifOrder No. EK-DEBAM-IN)

Explains how to install the LAN Bridge 200 and how to verify its operation.
It also describes the LAN Bridge 200 controls and indicators.

LAN Bridge 200 Ryblem SolvindOrder No. EK-DEBAM-PS)

Provides diagnostics for isolating bridge faults to the field-replaceable unit
(FRU). This manual also provides removal and replacement procedures for
each FRU.

LAN Bridge 150 InstallatiofOrder No. EK-LB150-IN)

Explains how to install the LAN Bridge 150 and how to verify its operation.
It also describes the LAN Bridge 150 controls and indicators.

LAN Bridge 150 &chnical ManualOrder No. EK-LB150-TM)

Provides a general description of the LAN Bridge 150 unit at the functional
component level.

LAN Bridge 100 Hardwar Installation/Ownes Guide(Order No. EK-DE-
BET-UG)
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Explainshow to install the LAN Bridge 100 and how to verify its operation.
It also describes the LAN Bridge 100 controls and indicators.

* LAN Bridge 100 @chnical Manual(Order No. EK-DEBET-TM)

Provides a general description of the LAN Bridge 100 unit at the functional
component level.

* Network Toubleshooting GuidéOrder No. EK—-339AA-GD)

Provides an overview of network troubleshooting tools and methodologies,
and detailed troubleshooting procedures for specific network problems.

* LAN Traffic Monitor Installation GuidgOrder No. AA-JP15A-TE)

Describes the installation of the LAN TiiafMonitor (LTM) software on a

VMS system and tells how to downline load tHéMLlistener software to a

LAN Bridge 100 or LAN Bridge 150 hardware unit. This guide also provides
installation verification and problem-solving procedures.

* LAN Traffic Monitor Users Guide(Order No. AA-JP16A-TE)

Describes how to use the LAN TriafMonitor (LTM) feature, the menus,
and the informational displays. This guide also provides an overview of the
LTM user interface and thel'M listener software.

e DECconnect System Planning and Configuration G(@teler No. EK—
DECSY-CQG)

Contains planning requirements and guidelines for configuring DECconnect
networks and networks that use DECconnect products. This guide also con-
tains detailed product information for all DECconnect System components.

* DECconnect System Facilities Cabling Installation Gui@eder No. EK—
DECSY-FC)

Provides procedures for properly installing Ethernet coaxial cables,
twisted-pair data and voice cables, Thil\tables, and fiber optic cables

within a DECconnect System site. This guide includes installation procedures
for devices that are directly related to the facilities cabling (such as transceiv-
ers and wallboxes).
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C.2 Reference Specifications

Thefollowing architecture specifications can be ordered through DECdirect:

* DECnet-DNA Ethernet Data Link Functional Specificati@nder No.
AA-Y298A-TK)

* DECnet-DNA Ethernet Node &ttuct Architectug Specification V1.Q0rder
No. AA—X440A-TK)

* DECnet-DNA Phase V General Descripti@rder No. AA-N149A-TC)

* DECnet-DNA Maintenance Operation Functional Specification Y3rder
No. AA-X436A-TK)

* DECnet-DNA Network Management Functional Specification {@r@er
No. AA-X437A-TK)

e DECnet-DNA NSP Functional Specification V@&bder No.
AA—X439A-TK)

* DECnet-DNA Routing Layer Functional Specification (®20der No.
AA—X435A-TK)

* DNA Phase V General Descriptig@rder No. AA-DNAPV-GD)
* Ethernet Specification V2{@rder No. AA-K759B—TK)

* DECnet-DNA Data Access®ocol Functional SpecificatiofOrder No.
AA—K177A-TK)

* DECnet-DNA Session Layer Functional Specificadrder No.
AA—K182A-TK)
C.3 Additional Networking Documentation

Additional information about networking products can be found irfahewing
documentOrdering information is provided at the back of this guide.

* Networks and Communicationsdéiuct DocumentatiofOrder No.
EK-NACPD-RE)
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Thisguide lists the title and ordeumber for each publication associated with Digi-
tal's Telecommunications and Networks products.

Fora complete list of the available networking products and for more information,

see Digitals NetworksBuyers Guide Customers can receive a catalog by contact-
ing their local sales office.
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Glossary

address filtering

Theprocess of preventing frames from being forwarded across a bridge, based on the
sourceor destination address of that frame, or both.

aging time
The spanning tree parameter that controls how long a bikidgps each learned
entryin the forwarding database. If an entry is stored longer than the aging time, the
bridgemarks that entry as inactive and allows it to be overwritten.

BACKUP (port state)

Thestate in which a port cannot forward frantes$ can only monitor the LAN for
managemerdnd spanningee information. A portis placed in the BACKUP state to
avoidforming a loop in the spanning tree.

bridge
A protocol-independent device that connects local area networks providing logical
datalink services for all stations on those attached LANSs.

bridge address
A sequence of 48 bits that uniquely identifies the bridge. The bridge address is as-
signed to the bridge during manufacturing.

bridge states
Theoperational state of a bridge. Digitaliridges have four states: QRW¥T, OP-
ERATE, and BROKEN.

BROKEN (bridge state)
The state that the bridge enters whedteiiects a fatal error condition within itself.

BROKEN (port state)
The state in which a port is unable to transmit and receive frames reliably.
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DECelms (DEC Extended LAN Management Software)
A VMS layered software product that remotely manages the bridges and wiring con-
centratorsn an extended LAN.

designated bridge
Thedesignated bridge farLAN is the bridge with the shortest cost path to the root.
It connects that LAN with the next LAN closer to the root. Each LAN in an extended
networkelects one designated bridge.

DISABLED (port state)
A port is disabled by the management entitgthe DISABLED state, a port cannot
be used for normal frame forwarding, cannot learn forwarding addresses from re-
ceivedframes, and cannot take part in the spanning tree pratesgver in the
DISABLED state, a port continues to listen to Hello messages and can receive and
transmitmanagement messages under certain conditions.

downline load
The process of sending a software image from a load host to the bridge.

end-to-end delay
Theamount of time itakes for a packet to travel from one end of the extended LAN
to the other.

entity
A term used to describe functional blocks in the bridge model (for example, manage-
mententity and spanning tree entity).

extended LAN
Two or more local area networks (LANs) connected by bridgls.stations con-
nectedo these LANs are able to communicate with one another as if they were all on
thesame LAN.

extended LAN diameter
Thenumber of LANs on the pathetween the two most distant stations in the ex-
tendedLAN.

forward delay
A spanning tree parameter that specifies the amount of time a bniagts stay in
the PREFORVARDING state before entering the FORRDING state.

FORWARDING (port state)
The state in which the port is fully operational and can forward frames.

forwarding latency
The time required by a bridge to process a frame.
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frame lifetime
As it applies to bridges, frame lifetime is the amount of time between teen
bridgebegins to receive a frame and wligmegins to transmit the frame, including
thetime that the frame waits in the queue to be transmitted @utheing data link.
As it applies to extended LANSs, frame lifetime is the amount of time it takes for a
frame to reach its destination on the extended LAN.

frame aging
The process which ensures that the extended LAN does not hold data frames for a
longertime interval than the maximum set by certaiansport level protocol tim-
ers.The port deletes frames that are held resident too long in the bridge.

Hello interval
A spanning tree parameter that controls how often a bridge sends a Hello message.

Hello messages

Specialmessages transmitted by all bridges when they are first activated. The infor-
mationcontained in the Hello messages determines which bridgeleated as des-
ignatedbridges and whicbridge becomes the root bridge. When the spanning tree
computationprocess is complete, the root bridge originates the Hello message,
whichis then propagated down the spanning tree by the other bridges.

INIT (bridge state)

The bridge state entered after the bridge successfully completes its self-test. If no
downlineloading is to occutthe bridge exits to the PREFORWDING state.

INIT (port state)

Duringthe INIT state, the associated data link is initializing or self-testing, and all
dataflow interfaces are off.

Inlink
The port on a bridge that provides the path to the root bridge.

LAN Traffic Monitor (LTM)

An optional mode of operation in DigitalLAN Bridge 100 and LAN Bridg&50,
whichallows the bridge tact as distenerand provide network tra€ information.

learning process
Theprocess byvhich the bridge builds and maintains its address databaksteBy
ing to network trdfic, the bridge notes the source address of each incoming packet
andwhich port received the packet. It then uses that information to update its data-
base.
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line cost

A spanning tree parameter set for eachdime bridge and used by the spanning tree
algorithmto determine the logical topology of the network. Thetiogt is between
1 and 255; the default value is 10.

line Identifier
The line identifier assigned by the spanning tree computation process.

LTM listener

A bridge loaded witthe LAN Trafic Monitor (LTM) software and dedicated solely
to LTM functions. An OM listener performs no normal bridge functions.

Medium Attachment Unit (MAU)

In a local area network, a device used in a data station to couple the data terminal
equipmento the transmission station.

migration bridges
Bridges manufactured by Digital that can dynamically adapt to either the LAN
Bridge100 Spanningfee Mode or the IEEE 802.1 Spanning&Mode, depending
onwhat the network configuration requirdsie LAN Bridge 150 and LAN Bridge
200are migration bridges.

multiport bridges
Bridges that have more than two ports.

NVRAM

Non-volatilerandom access memory in a bridgéormation in NVRAM is retained
evenif the bridge loses power.

OPERATE (bridge state)
The normal operational state of a bridge.

path cost
The sum of the line costs along a path between two bridges.

port state

The operationaktate of a bridge port. Port states are INMREFORWARDING,
FORWARDING,BACKUPR, DISABLED, and BROKEN.

PREFORWARDING (port state)

Duringthis state, the briddearnsnew addresses for the address database by moni-
toring packets received from the LANs. The bridge, howeslees not forward
packetgduring the PREFORARDING state.
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protocol filtering
Theprocess of preventing a frame from being forwarded acrbed@e, based on
the protocol type used by that frame.

root path cost
The sum of the line costs from a bridge to the root bridge.

Root Priority
A spanning tree parameter that determines a beghgrity for becoming the root
of the logical spanning tree. The Root Priority parameter value is used as a prefix to
the bridges address to form the bridge’identification; for example,
128/08—-00-2B—2C—-08-21.

Station Management T ask (SMT)

Theentity within a station on the FDDI ring that monitors station activity and excer-
cisesoverall appropriate control of station activity.

spanning tree
Thelogical arrangement created by bridgearnrextended LAN in which all LANs
areconnected and there are no loops (that is, there is only one path between any two
bridges).

spanning tree algorithm

An algorithm used by bridges to ensure that the extended LAbhifigured as a
spanningree.
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Index

A Backup bridge, topology change, 3-12
Backup mode, 6-3

Acknowledgment Flag paramet&13, Bad Hello Count paramete8—21, 3-25

3-25 one-way connectivity3-10
Actual Forward Delay parameté@-20, j - a
392 yp : Bad Hello Limit Exceeded Count pa-

Actual Hello Interval paramete8—20, rametey 3—26

3292 one-way connectivity3-10
Actual Listen Tme paramete3—21, Bad Hello Limit parameteB8-21

3-23 one-way connectivity3—-10
Address database, 1-14, 2-13, 4-4, 57, Bad Hello message, 3-10

6—11 Bad Hello Reset Interval parameter,
Address filtering, 5-5, 5-7, 6-15 3-21
Age rate, 5-8 one-way connectivity3—11
AppleTalk, 2-11 Best Root Age paramete3—21
Auto-Select bridge, 3-17 Best Root paramete3-21

with LAN Bridge 100 and IEEE 802.1 determining designated bridges, 3-8
bridges, 3-15, 3-19 determining root bridge, 3—4, 3-8
Auto-Select root bridge, 3—-23 Blocking, 3-9
in LAN Bridge 100 spanning tree Bridge
mode, expiration, 3-18 address learning, 1-15
Auto-Select switch, 6—34 auto backup, 1-16
bridge states, 2—-17
definition, 1-7

B functional blocks, 1-13
Babbling node, 6-18 model, 1-12, 2-1
BACKUP (port state)SeePort states port states, 2—-5
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ports, 2-4
services, 1-15

C

Bridge communications during spanning Cléar Tme Count paramete8-26

tree computation process, 3-3
Bridge configuration examples
academic environment, 6—19
efficient topologies, 6—6
heavy broadcast triad, 6-13
Local Area VAXclusters, 6-16
multibuilding example, 6-36
root bridge backup, 6-9
totally blocking out a node, 6-18
Bridge configurations
backup root bridge, 6-9
guidelines, 6-10
how to modify 6-10
physical and logical topologies, 6-1
why modify?, 6-5
Bridge ID, 3—4, 6-2
Bridge management
See alsdvlanagement
described in bridge model, 4-9
Restricting access to an extended
LAN, 4-4
Bridge model, 1-12, 4-9
expanded to show interfaces, 2—-1
Bridge performance, 5-5
Bridge security6—27
Bridge states, 2-17
Bridge transmit queue, 5-4, 5-6
BROKEN (bridge state)SeeBridge
states
BROKEN (port state)SeePort states
Broken receiver3-10
Broken transmitter3—10
Bypass relay (optical), 6—30

Index—2

one-way connectivity3-10
Cluster alias, 7-10
Collision, 5-4
Collision Presenceekt characteristic.
SeeCPT characteristic
Combining LAN Bridge 100 and IEEE
802.1 bridges, 3-15
Computing the spanning tree, 3-2
Configuration BPDU, 3—-3
Configuration errors, defined, 7-12
Configuring an extended LAN, 4-2, 4-3
Congestion, 5-4, 5-6
Controllers with single-buffes—4
Counters
bridge counters, 4-8
port counters, 4-8
CPT characteristic, setting, 4-8
CRC.SeeCyclic Redundancy Check
CRC calculation, in DECbridge 500/600
series, 5-3
Cyclic Redundancy Check, 5-2
preserving for incoming packets, 5-3
recalculated, 1-13

D

Data corruption, undetected, 5-3

Data errors, frame loss, 5-2

Data link relay1-7

Database of spanning tree parameters,
3-3

DECbridge 500/600 series, 2-9, 2-10

Decbridge 500/600 series, 5-3

DECelms, 4-1



DECelms (DEC Extended LAN Man-
agement SoftwarepeeMan-
agement

DECmcc Extended LAN Manager Soft-
ware, 4-1

DECmcc Management Station for UL-
TRIX, 4-1

Designated bridge, 6-2, 6-3, 6-11

determining, 3—-6, 3—24
specifying, 4-2

Designated Bridge ID paramet&-26

Designated Bridge Link Number param-
eter 3—26

Designated Root, 3-21

Designated Root Age parametg+26

Designated Root ID paramet&-26

Designating root bridge, 4-2

Determining designated bridges, exam-
ple, 3-7

Determining the root bridge, example,
3-7

Determining the spanning tree, 3-2

Determinism, 3-2

Device password, 46

setting or modifying, 4—6

DISABLED (port state)SeePort states

Disabling ports, 4-5

Discard rate, 5-6

Downline Loading

configuring device, 4—6
DECndu (Network Device Upgrade
Utility), 4—6
disabled by switch, 6-27
field upgrading device, 4-6
firmware upgrade, 1-16
LTM Listener 4-6
Dual homing, 6—29

E

Enabling ports, 4-5
End-to-end delgys-2
Ethernet
cabling rules, 7-16
concepts, 7-16
frame format, 2—10
protocols, 7-16
Expiration of Auto-Select root bridge in
LAN Bride 100 spanning tree
mode, 3-18
Extended LAN
advantages of, 1-6
diametey 5-2
performance, 5-1

F

Fault isolation, defined, 7-12
FDDI
dissimilar LAN, connection to, 1-5
frame format, 2—10
frame size, 1-16
Filtering
address filtering, 5-5, 5-7
destination address filtering, 4—4,
6-12, 6-17, 6-20
manual filtering, 4-5
multiport, 6—21
packet filtering, 6-11
protocol filtering, 4-5, 5-5, 5-7, 6-12,
6-15, 6-17
source address filtering, 4-4, 6-12,
6-19
totally blocking out a node, 6-18
Forward Delay paramete3—20, 3—22,
5-7
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Forward Delay imer parameter3—27
FORWARDING (port state)SeePort
states
Forwarding and fanslating Process
module, 1-13, 2-8, 5-7
functions of, 5-5
Forwarding database, 1-13, 2-12, 3-20,
3-22, 4-4, 4-10, 5-7
definition, 3—-12
inactive entries, 5-8
managing address entries, 4—4
Forwarding Database Normal Aging
Time parameter3—12, 3-22,
4-10, 5-8
Forwarding Database Short Aging Time
parameter3-12, 3—22, 3-25,
4-10, 5-8
Forwarding latency5—6
Forwarding packets, 6-11
Forwarding rate, 5-6
Fragmentation, 1-13, 5-5
enabling, 2-11
Internet Protocol (IP) frames, 1-16
Frame aging, 2-8
Frame check sequenceeCyclic Re-
dundancy Check
Frame formats, translation, 2—10
Frame lifetime
in bridge, 5-6
in extended LAN, 5-2
Frame loss
congestion, 5-4
data errors, 5-2

G

Gateways, 1-11
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H

Hard errors, defined, 7-9
Hardware errors, defined, 7-11
Heavy trafic loads, 6—7
Hello Interval parameteB-20, 3—-22
Hello message, 3—-3

bad, 3-10

for different spanning tree modes,

6-33

in bridge configurations, 6—-2

not received by root bridge, 6—34

with simple bridges, 6—28
Hierarchical bridge structures, 6—36

IEEE 802.1 bridge
with LAN Bridge 100, 3-15, 3-16
with LAN Bridge 100 and Auto-Select
Bridges, 3—-15, 3-19
IEEE 802.1 spanning tree mode, 3-15
initial mode for Auto-Select bridge,
3-18
Spanning Tee Mode Changes parame-
ter, 3—-24
Spanning Tee Mode paramete3—24
IEEE 802.3, frame format, 2—-10
Implementations of the spanning tree al-
gorithm, 3—-1
Inactive forwarding database entries,
3-22,5-8
Inconsistent errors, defined, 7-10
INIT (bridge state)SeeBridge states
INIT (port state) SeePort states
Initializing bridges, 4-5
Inlink, 3—4, 3-8
Inlink parameter3-22
Intermittent errors



cluster configuration as cause, 7-10
defined, 7-10
due to threshold values being reached,
7-11
Internet Protocol (IP) Frames, fragmen-
tation, 1-16
IP Fragmentation, enable, disable, 47
Isolating the source of the problem,
7-12
to the LAN level, 7-15
to the node level, 7-12
to the WAN level, 7-17

L

LAN Bridge 100
as LTM listener SeeLAN Traffic
Monitor (LTM)
polling for, 3-23
with IEEE 802.1 and Auto-Select
bridges, 3-15, 3-19
with IEEE 802.1 bridge, 3-15, 3-16
LAN Bridge 100 Being Polled parame-
ter, 3-23
LAN Bridge 100 Poll Tme parameter,
3-23
LAN Bridge 100 Responseirfieout pa-
rametey 3-23
LAN Bridge 100 Spanningrée Com-
patibility Switch parameter,
3-18, 3-23
LAN Bridge 100 spanning tree mode,
3-15
Auto-Select bridge in, 3-18
LAN Bridge 150
as Auto-Select or 802.1 bridge, 3—-23

Auto-Select feature, 3-15, 3-17
mode of, 3-24
LAN Bridge 200
as Auto-Select or 802.1 bridge, 3—-23
as LAN monitor 4-8
Auto-Select feature, 3-15, 3—-17
mode of, 3-24
LAN monitor, use, 4-8
LAN problems, defined, 7-9
LAN Traffic Monitor (LTM), 1-17
LAVC traffic, 6-26
Learning, 3-9, 5-5, 6-12
process, 3-20, 5-7
Learning process, 5-7
Learning rate, 5-7
Learning source addresses, 2—12
Limiting access to a hode, 6-19
Line Cost, 3-6
See alsdroot Path Cost
Line Cost parameteB-27, 4-3
Link Error Monitor (LEM), setting
threshold, 4-8
Link test, 3—24, 3-25
Listen Time parameter3—21, 3—23
Listening, 3-9
Load server trdic, 6—23
Local Area Networks (LANS)
extended, 1-4
single, 1-1
Local Area VAXclusters (LA/Cs), 6-16
Locked-down address, 6-12, 6-20
Loop detection, 3-2
Low network overhead, 3—-2
Low-performance LANs, 6—7
LTM listener designating LAN Bridge
100 asSeel AN Traffic Moni-
tor (LTM)
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M

Management, 3-2, 5-8
controlling bridges and ports, 4-4

restricting access to an extended LAN,

4-4
Management entipyl—14, 2—14, 4-9
Management module, 1-14
Management requests, 5-8
Management software, 4-1
Manual modeSeeSelective Address
Forwarding

Masquerading node, 6—-20
Max Age, 3-23
Message Age, 3-21
Migration bridge

as a root bridge, 6-34

general description, 6-34

useful application, 6—35
Modification of bridges, why modify

bridges?, 6-5

Monitoring bridges and ports, 4-8, 4-9
Multicast addresses

IEEE 802.1 Spanningrée, 2—-13

LAN Bridge 100 Spanningrée, 2-13
Multiport bridges, 2-9, 6-21
My Cost parameteB—24

N

Network
configuration errors, 7-12
error sources, 7-11
hard errors,defined, 7-9
hardware errors, 7-11
inconsistent errors, defined, 7-10
intermittent errors, defined, 7-10
transient errors, defined, 7-11

Index—6

types of errors, 7-9
user errors, 7-11
Network Device Upgrade Utility
(DECndu), 1-16
Network errors
configuration, 7-12
hardware, 7-11
inconsistent, 7-10
intermittent, 7-10
software, 7-11
sources, 7-11
transient, 7-11
types, 7-9
user 7-11
Network Management and Trouble-
shooting tools, summary chart,
7-18
Network problems
cluster alias as cause, 7-10
solving, 7-19
sources of errors, 7-11
understanding the extent of, 7-8
understanding the types of errors, 7-9
No Frame Interval paramet&—24
determining broken receive3—10
one-way connectivity3—-11
Node problems, defined, 7-9
Normal Aging Tme. SeeForwarding
Database Normal Aging Time

O

OFF (bridge statefseeBridge states
One-way connectivity3—10
OPERAE (bridge state)SeeBridge
states
Optical bypass relayp—30
description, 6-30
limitation of, 6-30



Oscillation, 3-16

P

ParametersSeeSpanning tree parame-
ters
Performance
bridge, 5-5
extended LAN, 5-1
Permanent addresses, 6-12
Physical Layer Medium Dependent
(PMD), optical bypass relay,
6-30
Polling for LAN Bridge 100 in spanning
tree, 3-18
Port Address paramefe&8—27
Port interfaces, 1-13
Port states, 2-5, 3-9
transitions, 2—7
Ports
disabling, 4-5
enabling, 4-5
Possible Loop Flag paramet8r27
one-way connectivity3-11
PREFORWARDING (port state)See
Port states
Properties of the spanning tree algo-
rithm, 3-2
Protocol database, 1-14, 2-13, 5-7
managing protocol entries, 4-5
Protocaol filtering, 1-16, 5-5, 5-7

R

Receiver broken, 3-10

Redundangy3-2

Remote node is not currently reachable,
example, 7-6

Remote resetting, disabled by switch,
6-27
Repeaters, 1-8, 3-15, 6-31
restrictions, with simple bridgeSee
Simple bridges
Root Bridge
Determining, 3—4
determining, 3-24
selection of, 6-2
Root bridge, 4-2
as migration bridge, 6—34
backup, 6-9
expiration of Auto-Select, in LAN
Bridge 100 spanninng tree
mode, 3—-18
Root Path Cost, 3—6, 4-2
computation, 6—2
Line Cost parametgB-27
My Cost paramete8—24
Root Path Cost paramet8~27
Root port, 3-22
Root priority 6-2
Root Priority parameteB—-24
designating the root bridge, 4-2
determining root bridge, 3-8
determining the bridge ID, 3—4
Routers, 1-10

S

Screaming node, 6-18

Selective Address Forwarding, setting,
4-5

Seven-bridge rule, 5-2

Short Aging Tme. SeeForwarding Da-
tabase Short Agingiihe param-
eter

Simple bridges, 3-15

restrictions, 3—-15, 6-28
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Single-bufer controllers, 5-4
Software errors, defined, 7-11
Spanning tree, 3-1, 5-9
entity, 1-15
Spanning tree algorithm, 3-1, 4-2
determinism, 3-2
functions of, 6-1
IEEE 802.1 implementation, 3-15
implementations, 3-1, 3-17
LAN Bridge 100 implementation,
3-15
loop detection, 3-2
low network overhead, 3-2
management, 3-2
operation, 6-2
properties of, 3-2
redundancy3-2

Spanning tree Auto-Select bridge, 3—-17
Spanning tree computation process, 3-2

Spanning tree database, 3-3
Spanning tree entity—-16, 4-9

Spanning Tee Mode Changes parame-

ter, 3-24
Spanning Tee Mode paramete3—24
Spanning tree mode selection, 4-3
Spanning tree modes
IEEE 802.1 standard, 6—33
LAN Bridge 100, 6-33
Spanning tree parameters
Acknowledgment Flag, 3—-25
Actual Forward Delay3—20
Actual Hello Interval, 3—-20
Actual Listen Tme, 3-21
Bad Hello Count, 3-25
Bad Hello Limit, 3—-21
Bad Hello Limit Exceeded Count,
3-26
Bad Hello Reset Interval, 3-21
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Best Root, 3-21

Best Root Age, 3-21

Clear Time Count, 3—-26

Designated Bridge ID, 3-26

Designated Bridge Link Numhe3—26

Designated Root Age, 3-26

Designated Root ID, 3—-26

Forward Delay3-22

Forward Delay Timer3—27

Forwarding Database Normal Aging
Time, 3-22

Forwarding Database Short Aging
Time, 3-22

Hello Interval, 3—22

Inlink, 3—22

LAN Bridge 100 Being Polled, 3-23

LAN Bridge 100 Poll Tme, 3—-23

LAN Bridge 100 Response Timeout,
3-23

LAN Bridge 100 Spanningrée Com-
patibility Switch, 3-23

Line Cost, 3-27

Listen Time, 3-23

My Cost, 3-24

No Frame Interval, 3-24

Port Address, 3-27

Possible Loop Flag, 3-27

Root Path Cost, 3—-27

Root Priority 3—-24

Spanning Tfee Mode, 3-24

Spanning Tee Mode Changes, 3-24

Tell Parent Flag, 3-24

Topology Change Flag, 3—25

Topology Change TimeB-25

Store-and-forward, 6—-11
Switches
Auto-Select switch, 4-3
controlling bridge access, 6-27



IP Fragmentation switch, 2—12 occurring at peak usage times, 7-11
LAN Bridge 100 Spanningrée Com- Translation, 1-13, 1-16, 5-5

patibility switch, 3-18, 3-23 frame formats, 2—-10
Manual Filter switch, 4-5 Transmit queue, 54, 5-6
Set Fragmentation switch, 4—7 Transmitter broken, 3—10

Troubleshooting methodology
analyzing, interpreting, and classifying

T information, 7—8
Target Token Rotation e (TTRT), cleaning up, 7-19
setting value, 47 documenting the problem and solution,
TCN, 3-13 7-19
TCN BPDU, 3-13 isolating the source of the problem,
TCP/IP protocol, 6-13 12
Tell Parent Flag paramet&—24 overview 7-4
Thrashing, 3-16 solving the problem, 7-19
Tools steps, 7-4
network management, 7—18 verifying the solution, 7-19
troubleshooting chart, 7-18
Topology
logical, 6-1 U
physical, 6-1

Undetected data corruption, 5-3
Upline Dump
configuring LAN Bridge 200, 4—6
enabling, disabling, 4-6
User errors, defined, 7-11

Topology change, 3—12
example, 3-13, 3-14
from physical to logical, 6-3
short aging time, 3-22
Topology Change Detected flag, 3—-25
Topology Change Flag paramet@+13,
3-25
Topology Change Notification, 3—13, v
3-24,3-25 Valid Transmission imer (TVX), Set-
Topology Changeiiiner parameter, ting value, 4-7
3-25
Transient errors
defined, 7-11
due to threshold values being reached,
7-11 WAN problems, defined, 7-9
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